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Preface

This guide provides instructions for using the Command Line Interface (CLI) and
the Device Manager graphical user interface (GUI) to perform QoS and IP
filtering operations on Passport 8000 switches.

For details about how to perform various QoS and I P filtering tasks, with
step-by-step procedures using the CLI commands, see Chapter 2, “ Configuration
examples,” on page 49.

For more information about using Passport 8000 Series switches, refer to the
Related Publications section of the rel ease notes that accompany this rel ease.

Before you begin

This guide is intended for network administrators with the following background:

Basic knowledge of networks, Ethernet bridging, and I P routing
Familiarity with networking concepts and terminol ogy

Basic knowledge of network topologies

Experience with windowing systems or graphical user interfaces (GUIs)
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Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bol d Courier text

braces ({})

brackets ([ )

dlipsispoints(...)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Usethe di nf o command.
Example: Enter show i p{al erts|routes}.

Indicate required elementsin syntax descriptionswhere
thereis more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts]|routes}, youmust enter either
show i p alertsorshow i p routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],youcanenter
either show i p interfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]... ,
you enter et her net / 2/ 1 and as many
parameter-value pairs as needed.
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italic text

pl ai n Couri er
t ext

separator (>)

vertical line ()

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariable istwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route> valid route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is

show i p {al erts]|routes},youenter either
show ip alerts or show i p routes, but not
both.

Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

Configuring QoS and IP Filtering


http://www.nortelnetworks.com/documentation
http://www.adobe.com
http://www.adobe.com

20 Preface

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.nortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technica Solutions Center.
If you are not connected to the Internet, you can call 1-800-4ANORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
QoS and IP filtering concepts

This chapter describes arange of features on the Passport 8000 Series Switch that
allows you to allocate network resources to mission-critical applications at the
expense of applications that are less sensitive to such factors as time delays or
network congestion. You can configure your network to prioritize specific types of
traffic, ensuring that they receive the appropriate Quality of Service (QoS) level.

Traffic prioritization features on the Passport 8000 switch allow you to manage
bandwidth allocation for traffic flows on the LAN. These traffic flows are
switched in the Passport 8000 switch at the layer 2 level.

Traffic flows on the WAN are routed by the Passport 8000 switch at the layer 3
level through a differentiated services (DiffServ) network architecture.

Traffic filtering is a mechanism that helps you to manage traffic by defining
filtering conditions and associating these conditions with specific actions. Within
a DiffServ network, IP filtering allows you to assign QoS levels that can be based
on arange of filtering conditions.

Note: See Chapter 2, “Configuration examples,” on page 49, for
=»| configuration examples, including commands, for most of the concepts
described in this chapter.

This chapter includes the following topics:

Topic Page
Quality of Service 22
QoS and LAN traffic 22
DiffServ network 23
IP filtering 37
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22 Chapter 1 QoS and IP filtering concepts

Quality of Service

QoS and

By assigning QoS levels to traffic flows on your LAN and WAN, you can ensure
that network resources are allocated where they are needed most. To be effective,
you must configure QoS functionality from end-to-end of the network: across
different devices, such as routers, switches, and servers; across platforms and
media; and across link layers, such as Ethernet, ATM, and frame relay.

In the case of WANS, purchasing additional bandwidth to meet increasing demand
for network connectivity enables you to offer guaranteed levels of service for
specific types of traffic flows. This approach to bandwidth provisioning can be
expensive and may be less efficient in resource utilization than delivering
bandwidth on demand. If you configure a DiffServ network architecture you can
allocate bandwidth to specified services as required, but this bandwidth will be
reallocated to lower classes of service when available.

The Passport 8000 switch supports QoS functionality at layer 2 and layer 3 levels,
managing switched and routed traffic flows. The Passport 8000 switch can also
assign layer 2 or layer 3 QoS and priority levelsto applications based on TCP or
UDP ports used by this application.

LAN traffic

The Passport 8000 switch provides hardware-based QoS functionality by
classifying packets at switching speeds based on information stored in the
Ethernet packet header. This functionality ensures that latency-sensitive traffic
flows, such are real-time video and audio, can be prioritized within aLAN.

You can assign QoS levels for non-1P traffic based on any of the following
parameters:

» Membership of aVLAN that is associated with a specific QoS level
*  MAC address
* ingress port
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When you create a VLAN you can assign a QoS level for traffic on that VLAN.
The IEEE 802.1p portion of the Ethernet packet header stores the relevant QoS

classification information. In cases where different QoS levels are assigned by a
combination of parameters, the highest QoS level is honored.

On Passport 8000 switches, layer 2 QoS functionality operatesin association with
aDiff Serv network, which delivers layer 3 QoS functionality for IP traffic. IEEE

802.1p bitsin the Ethernet packet header are substituted with DiffServ codepoints
asthey leave the LAN and enter the WAN.

DiffServ network

QoS functionality for IP traffic isimplemented on the Passport 8000 switch
through a DiffServ network architecture. A DiffServ network allows for either
end-to-end or intra-domain QoS functionality by implementing complex
classification and mapping functions at the network boundary or access paints.
Within a Diff Serv domain, packet behavior is regulated by this classification and
mapping.

Table 1 defines common Diff Serv terms and concepts.

Table 1 DiffServ terms and concepts

Term Definition

DS boundary or The edge of a DS domain where classifiers and traffic conditioners
access point are likely to be deployed is the DS boundary.

DS field The DiffServ (DS) field is what was formerly called the IPv4 Type of

Service (TOS) octet or the IPv6 Traffic Class octet. The first six bits
of the DS field are called the DiffServ codepoint (DSCP) and the
value of the DSCP determines the PHB.

Microflow Microflow is a single instance of an application-to-application flow
of packets, which is identified by source address, destination
address, protocol ID, and source port.

Marking Marking is the process of setting the DSCP in a packet based on
defined rules.

PHB Per-hop-behavior (PHB) is the forwarding treatment applied by a
DiffServ node to a packet in a DiffServ network.

Policing Policing ensures that a traffic stream performs in accordance with
the domain’s service provisioning policy or Service Level
Agreement (SLA).
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Table 1 DiffServ terms and concepts

Term Definition

Re-marking Re-marking is changing the DSCP of a packet, usually performed
in accordance with an SLA.

SLA A Service Level Agreement (SLA) is a service contract that
specifies the forwarding service traffic should receive.

Traffic profile Traffic profile represents the temporal properties of a traffic stream
such as rate.

This section includes the following topics:

e “Packet classification and marking,” next
*  “Per-hop behavior” on page 25
*  “How the Passport 8000 Series Switch implements DiffServ” on page 26

Packet classification and marking

Traffic isclassified asit enters the Diff Serv network and is assigned appropriate
PHB based on that classification. To differentiate between classes of service, the
DiffServ (DS) field in the | P packet header, as defined in RFC 2474 and RFC
2475, ismarked. The DS field in the | P header is an octet, and the first 6 bits,
called the DS codepoint (DSCP), are used in the DiffServ architecture. The DSCP
is marked to define the forwarding treatment given to the packet at each network
hop. This marking (or classification) occurs at the edge of the Diff Serv domain
and is based on the policy or filter associated with the particular microflow or
aggregate flow.

You can configure the mapping of DSCPs to forwarding behaviors and the DSCP
may be re-marked as it passes through a Diff Serv network. Re-marking the DSCP
allows for the treatment of packets to be reset based on new network
specifications or desired levels of service.
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Per-hop behavior

When traffic enters the Diff Serv network, packets are placed in a queue according
to their marking, which in turn determines the per-hop behavior (PHB) of that
packet. For example, if avideo stream is marked so that it receives the highest
priority, then it is placed in a high-priority queue. As these packets traverse the
DiffServ network, the video stream is forwarded before any other packets.

Two standard PHBs are defined in RFC 2597 and RFC 2598: the Assured
Forwarding PHB group and the Expedited Forwarding PHB group.

Assured Forwarding PHB group

RFC 2597 describes the Assured Forwarding PHB group, which further divides
ddlivery of IP packetsinto four independent classes. The Assured Forwarding
PHB group offers different levels of forwarding resources in each Diff Serv node.
Within each Assured Forwarding PHB group, |P packets are marked with one of
three possible drop precedence values. In case of network congestion, the drop
precedence of apacket determines its relative importance with the Assured
Forwarding group.

Expedited Forwarding PHB group

RFC 2598 describes the Expedited Forwarding PHB group as the “ Premium”
service, the best service your network can offer. Expedited Forwarding PHB is
defined as aforwarding treatment for a Diff Serv microflow when the rate of its
transmission ensures that it is the highest priority and experiences no packet loss
for in-profile traffic.

Policing

Asthe traffic moves within the DiffServ network, policing ensures that traffic
marked by the different DSCPs is treated according to that marking. Policing
ensures that the traffic flow conforms to a Service Level Agreement (SLA) to
provide certain levels of service in terms of bandwidth for different types of
network traffic.
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How the Passport 8000 Series Switch implements DiffServ

The Passport 8000 Series Switch implements a Diff Serv architecture as defined in
RFC 2474 and RFC 2475. The DSCP and the |EEE 802.1p marking found in
VLANSs are both used to mark the packet to its appropriate PHB and QoS level,
providing layer 2 and layer 3 QoS functionality.

Figure 1 illustrates amodel of a Diff Serv network. You can configure Diff Serv
access ports and Diff Serv core ports in the Device Manager software, on a
port-by-port basis.

Figure 1 DiffServ network model
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Host A \\ \\ Host B
DiffServ DiffServ
core port access port
DiffServ DiffServ
access port core port
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. Passport 8600 switch
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The following sections describe how to implement a Diff Serv network on an
Passport 8000 switch:

» “DiffServ access port,” next

» “DiffServ core port” on page 31

» “Classification and policing” on page 33

*  “Priority queuing and servicing” on page 35

DiffServ access port

The DiffServ access port, shown in Figure 2 at the edge of a DS network,
classifiestraffic by marking it with the appropriate DSCP.
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The classified traffic is assigned to an internal QoS level based on the filters and
traffic policies you enable.

Traffic filters allow you to set criteriafor identifying a microflow or an aggregate
flow by matching on multiple fields in the | P packet.

Figure 2 DiffServ access port
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Tagged traffic

In IP traffic that is tagged, the packet’s QoS level is derived from the packet’s
IEEE 802.1p hits or its DSCP, depending on whether the traffic is bridged or
routed. In bridged I P packets, the switch examines the |EEE 802.1p bits as the
packets enter the DiffServ access port and bases the QoS level on the ingress
Tag-to-QoS mapping (Table 2).

Table 2 Ingress DSCP and IEEE 802.1p to QoS level mapping

IEEE |QoS Traffic
1

DSCP 802.1p |level service class
CS7 (111000), CS6 (110000) 7 7 Network
EF (101110), CS5 (101000) 7 6 Premium
AF41 (100010), AF42 (100100), AF43 (100110), |6 5 Platinum
CS4 (100000)
AF31 (011010), AF32 (011100), AF33(011110), |5 4 Gold
CS3(011000)
AF21 (010010), AF22 (010100), AF23 (010110), |4 3 Silver
CS2 (010000)
AF11 (001010), AF12 (001100), AF13(001110), |3 2 Bronze
CS1 (001000)
DE (000000) and all undefined codepoints 0 1 Standard
User-defined codepoints 2 0 Standby

1 The DSCP is represented in both the PHB group (AF = Assured Forwarding; EF = Expedited
Forwarding; CS = Class Selector; DE = Default or Best Effort) format and the PHB’s equivalent in
binary format.

Asthetagged, bridged packet leaves the DS network viaan access port, the switch
re-marks the packet’s |EEE 802.1p bits and DSCP based on whether the packet is
part of a port-based VLAN or apolicy-based VLAN and if global filters are
enabled.

Re-marking occurs as follows:
» A bridged, tagged packet’s |EEE 802.1p bits will be re-marked by the global

filter only if the IEEE 802.1p value in the filter is higher than the value
already marked on the packet.
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« If aglobal filter is present and set to modify DSCP, the bridged, tagged
packet’s DSCP will be remarked according to the filter.

*  When no global filter is present, packets that are part of port-based VLAN are
re-marked with a DSCP according to the egress mapping based on the port
QoSlevd.

*  When no global filter is present, the packets that are part of the policy-based
VLAN are reemarked with a DSCP according to the egress mapping based on
the VLAN QoS level.

In tagged, routed | P packets entering the access port, the switch setsthe DSCP to
the default (000000 binary) unless the traffic filters set for that port indicate
otherwise. Based on the new DSCP marking, the packets are then given the
appropriate PHB and assigned a QoS level based on the ingress DSCP-to-QoS
mapping (Table 2 on page 28). When atagged | P packet |eaves the DS network,
the switch sets the IEEE 802.1p bits based on the egress mapping table (Table 3),
unless traffic filters indicate otherwise.

Table 3 Egress QoS level to DSCP and IEEE 802.1p mapping

IEEE |QoS Traffic
1

DSCP 802.1p |level service class
EF (101110) 7 7 Network
EF (101110) 7 6 Premium
AF41 (100010) 6 5 Platinum
AF31 (011010) 5 4 Gold
AF21 (010010) 4 3 Silver
AF11 (001010) 3 2 Bronze
DE (000000) 0 1 Standard
DE (000000) 2 0 Standby

1 The DSCP is represented in both the PHB group (AF = Assured Forwarding; EF = Expedited
Forwarding; DE = Default or Best Effort) format and the PHB'’s equivalent in binary format.
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Untagged traffic

All bridged, untagged I P traffic ingressing a DS access port is assigned a QoS
level based on the QoS setting at the port, the VLAN or MAC addresslevel, or the
DSCP-to-QoS mapping.

When the packet enters aDS access port, the assigned QoS level is one of the QoS
levels you assigned at the MAC address level, Port level or VLAN level. If the
untagged packet used a port-based/policy based VLAN, then the QoS level
assigned is the greater of the QoS levelsfound at:

 the MAC address level
» theport leve
 theVLAN level

If global filters are used, the QoS level is determined differently. A global filter
re-marks the packet’s DSCP according to that filter, and the QoS level isthen
determined by the highest QoS levels, derived from the:

»  DSCP-to-QoS mapping—port or MAC level if the packet isusing a
port-based VLAN.

*  DSCP-t0-QoS mapping—VLAN or MAC level if the packet isusing a
policy-based VLAN.

Asthe packet |eaves the DS network via an access port, the switch re-marks the
packet’s DSCP based on the egress QoS-to-DSCP mapping (Table 3 on page 29).

The DSCP of routed, untagged | P traffic is reset to the default DSCP (000000
binary) unless atraffic filter indicates otherwise.

The switch can use an | P filter to re-mark the DSCP of untagged IP traffic
entering the DS access port. When arouted, untagged packet leavesthe DS
network, its DSCP remains unchanged.
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Table 4 summarizes the actions the Diff Serv access port takes to identify a QoS

level for the | P traffic.

Table 4 Access port actions

Type of traffic

Ingress

Egress

Tagged and bridged

Use Tag-to-QoS mapping to
map the IEEE 802.1p bits to
a QoS level, if no global filter
is present. With global filter,
re-mark IEEE 802.1p bits
with filter value only if the
filter value is higher.

Preserve DSCP.

Use the QoS-to-Tag mapping
to reset the IEEE 802.1p bits
based on the QoS level.

Use the QoS-to-DSCP
mapping to set the DSCP, if
no filter is present. Otherwise,
re-mark DSCP to filter DSCP.

Tagged and routed

Reset DSCP to zero, and
use traffic filters to set the
new DSCP. Use the
DSCP-to-QoS mapping to
map the new DSCP to a QoS
level. Ignore IEEE 802.1p
bits.

Use the QoS-to-Tag mapping
to reset the IEEE 802.1p bits
based on the QoS level.

Untagged and bridged

If a global filter is used, set
the new DSCP according to
that filter. Assign QoS level
based on highest QoS level
in either the DSCP mapping
or port, VLAN, or MAC
address.

Use the QoS-to-DSCP
mapping to reset the DSCP.

Untagged and routed

Reset DSCP to zero, and
use traffic filters to set the
new DSCP. Use the
DSCP-to-QoS mapping to
map the new DSCP to a QoS
level.

No action is performed.

DiffServ core port

The DiffServ core port does not change packet classification or marking donein
the DiffServ access port. The core port preserves the DSCP or |IEEE 802.1p bit
marking of all incoming packets and uses these markings to assign the packet to

an internal queue.
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Tagged traffic

For all 1P tagged traffic, the switch examines the DSCP of the packets and places
the packets in the appropriate queue based on the ingress DSCP-to-QoS mapping
table (Table 2 on page 28). All DSCP and |EEE 802.1p bit markings are
preserved.

Untagged traffic

For untagged I P traffic, the switch examines the DSCP of the packets and places
the packets in the appropriate queue based on the ingress DS-to-QoS mapping
table (Table 2 on page 28).

Table 5 summarizes the actions the Diff Serv core port takes to assign a QoS level
for the I P traffic.

Table 5 Core port actions

Type of traffic Ingress Egress

Tagged and bridged Place the packet in the No action is performed.
QoS queue based on the
DSCP-to-QoS mapping. Ignore
the IEEE 802.1p bits.

Tagged and routed Place the packet in the Use the QoS-to-Tag mapping
QoS queue based on the to reset the IEEE 802.1p bits
DSCP-to-QoS mapping. Ignore | based on the QoS level.

the IEEE 802.1p bits.

Untagged and bridged | Place the packet in the No action is performed.
QoS queue based on the
DSCP-t0-QoS mapping.

Untagged and routed Place the packet in the No action is performed.
QoS queue based on the
DSCP-t0-QoS mapping.
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Classification and policing

Policing is performed according to the traffic filter profile assigned to the traffic
flow. This policing is required to ensure that traffic flows conform to criteria
assigned by network managers. For example, you may choose to limit the traffic
rate from one department to give mission-critical traffic unlimited accessto the
network.

Traffic profiles contain the parameters necessary to police traffic flows. They
contain the following information:

* ProfilelD
* Average rate (see the “ Rate metering” section that follows)
e In-profile DSCP marking
e Out-of-profile behavior
— Mark (change the DSCP val ue)
— Discard

Note: A maximum of 64 profiles per system is supported, and each port
= | can support up to 64 policing profiles attached to it.

Packets exceeding the average rate can be marked Out-of-Profile and either
discarded or re-marked with anew DSCP.

Rate metering

In the Passport 8000 switch, QoS rate metering is accomplished in increments of
64 bytes every 2.5 milliseconds. Table 6, Table 7, and Table 8 list the throughput
in megabits per second (Mb/s) for various traffic flows using different
rate-limiting values, using source and destination filters.

All traffic loads are at 100% of interface speed, using fixed-sized packets of the
sizeindicated (in bytes). The Target Average Rate for each interface typeis
shown, in increments of 10% of total interface speed.
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Table 6 lists the values for 10 Mb/s Ethernet.

Table 6 10 Mb/s Ethernet line rate metering

Packetsize | 10%!  20% 30%  40% 50% 60% 70% 80% 90% 100%
in bytes

64 1.032  |2.05 3.08 4.10 5.12 6.15 7.17 7.62 7.62 7.62
128 1.23 2.05 3.28 4.10 5.33 6.15 7.38 8.20 8.65 8.65
256 1.64 2.46 3.28 4.10 5.74 6.56 7.38 8.19 9.28 9.28
512 1.64 3.28 3.28 4.92 6.56 6.56 8.20 8.20 9.62 9.62
1024 3.28 3.28 3.28 6.56 6.56 6.56 9.81 9.81 9.81 9.81
1518 4.86 4.86 4.86 4.86 9.72 9.72 9.72 9.72 9.72 9.87

1 target average percentage of line rate
2 rate in megabits per second

Table 7 lists the values for 100 Mb/s Ethernet.

Table 7 100 Mb/s Ethernet line rate metering

iF; agtteé:ize 10% |20% |30% |40% |50% 60% |70%  |80% |90%  |100%
64 1025 [20.49 [30.74 (4099 |51.23 |e1.15 |71.72 |76.19 |76.19 |76.19
128 10.25 [20.49 |30.74 [40.99 |51.24 |61.48 |71.72 |81.97 |86.49 |86.49
256 10.66 [20.47 |31.11 [40.93 |51.58 |61.40 |72.04 |81.97 |92.62 |92.75
512 1148 [21.32 [31.15 [40.99 |52.46 |62.29 [72.13 |81.97 |93.44 |96.24
1024 13.12 [22.96 |32.80 [42.63 |52.46 |62.30 |72.13 |81.97 |95.08 |98.08
1518 1458 |24.31 [34.02 [43.75 |53.47 |es.o05 |77.77 |87.49 |97.20 |98.70
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Table 8 lists the values for Gigabit Ethernet.

Table 8 Gigabit Ethernet line rate metering

iF; ag';teé:ize 10% |20% |30% |40% |50% 60% |70%  |80% |90%  |100%
64 102.50 [205.00 |307.47 [409.93 |446.61 |446.61 |446.61 |446.61 |446.61 |446.61
641 102.29 [204.78 |307.25 [409.75 |512.20 |614.65 |650.94 |650.94 |650.94 |650.94
128 102.50 |204.93 |307.43 [409.95 |512.38 |614.80 |717.24 |819.67 |922.11 |927.54
256 102.49 |204.96 |307.43 [409.95 |512.38 |614.80 |717.24 |819.67 |922.11 |927.54
512 103.32 [204.99 |308.30 [409.86 |513.13 |614.79 [718.07 |819.68 |922.93 |962.41
1024 104.92 |206.57 |308.23 [409.96 |514.85 |616.45 |718.07 |819.68 |924.57 |980.84
1518 106.93 [213.89 |320.90 [422.93 |529.87 |636.78 |743.68 |845.72 |952.62 |986.99

1 Results listed in this row were obtained using a global filter instead of a source filter and illustrate the source filter
lookup rate limit of the hardware. These results are for comparison only

When assigning QoS levels note the following considerations that may impact on
bandwidth availability:

» Theswitch forwards the entire packet, even if it receives only part of a packet.

»  The Ethernet overhead—interpacket gap (IPG) and the preamble—must be
subtracted from the overall rate. For example, in Table 6, at 100% of the
offered rate, the output for a 10 Mb/s line should be 10 Mb/s; but because of
the overhead imposed by IPG and the preamble in Ethernet, therate is 7.62
Mbl/s.

Priority queuing and servicing

The Passport 8000 switch supports eight output queues per port into which the
packet can be placed. Each of the eight queues is mapped to one of the eight QoS
levels, and queues are serviced using guaranteed Weighted Round Robin.
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Table 9 lists the eight traffic service classes corresponding to the QoS levels. The
priority is assigned from the highest (7) to the lowest (0). For example, traffic
assigned to QoS level 5 isahigher priority than traffic in QoS leve 4.

Note: The Network classis not configurable and is reserved for network
=*| nodeinitiated traffic.

The premium classis assigned a DSCP for Expedited Forwarding PHB because
this classis provided for traffic with stringent requirements such as voice and
video traffic that must go through without delay. The platinum, gold, silver, and
bronze classes comprise the four groups within the Assured Forwarding PHB.

In the Passport 8000 switch, the default queue for al traffic is QoS level 1 or the
standard traffic service class.

Table 9 Traffic service classes mapping to QoS levels

Traffic Service QoS level PHB Packet tra_msmit Per_centage
Class opportunity weight
Network 2 6%
Premium Expedited 32 100%
Forwarding
Platinum 5 Assured Forwarding |10 31%
Gold 4 Assured Forwarding |8 25%
Silver 3 Assured Forwarding |6 18%
Bronze 2 Assured Forwarding |4 12%
Standard 1 Default 2 6%
User-defined 0 0 0%

After the packets are placed in the queues, the queues are serviced according to
the guaranteed Weighted Round Robin (WRR) mechanism. This mechanism
ensures strict priority for the queue assigned to the Premium class, and the other
gueues are serviced according to WRR. The WRR mechanism uses the queue’'s
packet transmit opportunity to determine which queueis serviced first.
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When the packet transmit opportunity allocated to a particular time ot arrives
and thelevel contains data, it is serviced. If two queues contain data and their time
dots arrive simultaneously, the queue with the higher priority is serviced first. See
Table 9 for the relationship between the QoS level, packet transmit opportunity,
and percentage weight. For each port, every queue level, except for the network
class, can be configured to own any, all, or none of the packet transmit
opportunities.

The switch uses the percentage weight to configure the packet transmit
opportunity for each queue.

IP filtering

You can use | P filtering to manage traffic and, in some cases, to provide security.
Each filter set defines the conditions that must match for inclusion in the filter set
and also the actions that should be performed when a match is made.

Filtering actions include

» forward

» forward to next hop
o drop

e prioritize

e mirror

* stop-on-match

IP filters apply to all IP packets to be forwarded through the switch on specified
ingress ports. The filters are applied to the switch ingress ports with a default
action to forward or drop. All packets not matching any filter are forwarded or
dropped, depending on the port’s default action. You can apply two types of
filters: traffic filters or global filters.

Traffic filtering can be applied to the following parameters:

e source |P address
e destination |P address
 DiffServ field
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* ICMP request
e |Pfragment

Filters are applied to ports using filter sets, and actions are assigned when
applying afilter set to a port. The actions of individual filters can overwrite the
default actions of the port.

This section includes the following topics:

* “Enabling ARP traffic,” next

» “Filter characteristics’ on page 39

» “Source and destination filters’ on page 40

* “Global filters’ on page 41

» “Filter configuration” on page 41

* “Actions’ on page 42

* “IPtelephony and multimedia default filters’ on page 43

Enabling ARP traffic

The Passport 8000 switch accepts and processes Spanning Tree BPDUs and
Topology Discovery Protocol (TDP) packets on port-based VLANs with the
default port action set to DROP. To permit ARP traffic, you must use the
command line interface to do the following:

» Configure a user-defined protocol-based VLAN for ARP EtherType
(byprotocol usrDefined 0x0806)

e Set the ports with a default port action of DROP

You then need to add these ports to the VLAN as static members. Finally, set the
port Default VLAN ID to the correct port-based VLAN where the ARPs will be
processed.

Note: It is not necessary for you to make any configuration changes for
=»| the BPDU and TDP packets.
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The ARP configuration sequence is demonstrated in the example that follows:

1

To create a user-defined protocol-based VLAN with ethertype 0x0806
(specific to the ARP protocal), enter:

vl an 4000 create byprotocol 1 usrDefined 2054 nanme ‘ ARP
To remove al ports from this user-defined protocol-based VLAN, type:
vl an 4000 ports renove 1/1-1/48,4/1-4/8 menber port nenber

To add all the ports with the default port action set to DROP for this
protocol-based VLAN, enter:

vl an 4000 ports add 1/26, 1/ 32 nmenber port nenber
vl an 4000 ports add 1/26, 1/ 32 nmenber static

Only one user-defined protocol-based VLAN for ARPisalowed per STG. If the
ports with the default port action set to DROP are in different STGs, you need to
create additional user-defined protocol-based VLANS.

Note: This procedure is effective ONLY with port based VLANS.

Filter characteristics

Filters on Passport 8000 switches have the following characteristics and
requirements:

Up to 3071 filter IDs can be defined among all ports or on asingle port,
including source/destination and global filters.

Up to 200 filter sets can be defined for source/destination filters, while up to
100 filter sets can be defined for global filters.

A collection of source/destination filtersis defined in a set, and the set is
applied to aport or group of ports. Multiple sets can be assigned to any given
port.

A collection of global filtersis defined in aglobal set (not exceeding eight per
set), and the set is applied to a port or group of ports. Multiple sets may be
applied to agiven port or set of ports, but the maximum number of global
filtersthat can be enabled on a given port set is eight.
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Filter counters are maintained for all active filters. Each time an active filter is
encounters a packet, the filter counter isincremented by one. These counters are
maintained chassis-wide and may be viewed or reset administratively at any time.

Note: In order to check and optimize your configuration, it is
=»| recommended that you first consult with the Passport 8000 switch product
management team regarding filtering requirements.

Source and destination filters

Source and destination filters (traffic filters) instruct arouter interface to
selectively handle specified | P traffic. You determine which packets receive
special handling based on information in the packet headers. Using traffic filters,
you can reduce network congestion and control access to network resources by
blocking, forwarding, or prioritizing specified traffic on an interface. You can
apply multiple traffic filtersto asingle interface.

Source filters must specify a source | P address and mask, and they may optionally
specify a destination | P address and mask. Destination filters must specify a
destination |P address and mask, and they may optionally specify a source IP
address and mask. You can configure source filters with 0.0.0.0/0.0.0.0 as the
source address however, the filter will be connected to all forwarding records. You
can configure destination filters with 0.0.0.0/0.0.0.0 as the destination address.

A source or destination filter can cause the following actions to be applied to a
packet that matches the filter record:

» Forward the packet when the filter is applied with aforward action
» Drop the packet when the filter is applied with adrop action

» Mirror the packet to the defined mirror port

» Forward it to the next hop

* Modify the DS codepoint (only on DiffServ access ports)

« Modify IEEE 802.1p

» Policing

Configuring source or destination filters for nonlocal routes will cause
corresponding routing entries to be created and updated, as needed, in the routing
table, thus maintaining the effectiveness of these filters.
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Global filters

Global filters can specify a source | P address and mask, a destination | P address
and mask, both of these, or neither of these. Global filters have the following
characteristics:

No minimum or maximum mask length exists.

Up to eight globdl filters can be applied on any given set of RaptARU ports. A
set includes eight 10/100 Mb/s ports or one gigabit port, each of which can
accommodate eight global filters.

A globdl filter can cause the same actions described above for source/
destination filters.

Filter configuration

Matching criteriafor filtersin the Passport 8000 switch can be any of the
following:

Destination address or address range

Source address or address range

Exact IP protocol match (TCP, UDP, or ICMP)
TCP or UDP port numbers

TCP connections established from within the network only or bidirectiona
establishment allowed

ICMP request
DSfield
IP frame fragment

Configurable actions are:

Drop

Forward

Forward to next hop

Mirror

Police

TCP connect (prevents incoming TCP sessions)
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e Stop on match
e Modify the DSfield
* Moaodify the IEEE 802.1p bit

Actions

Each filter has an associated action mode that determines whether packets
matching this filter are forwarded (routed) through the switch.

Each filtered port on the Passport 8000 switch has a default action of forward or
drop associated with it. When the filter's action mode matches the port’s default
action, the port’s default action is used.

When the port default action is drop, packets are forwarded only if a matching
filter's action mode is “forward.” If a single match occurs with an action mode of
forward, it does not matter how many matching filters are found with an action
mode of drop; the frame is forwarded. For example, if a packet matches multiple
filters, and any of thefilter action modes are set to forward, the packet is
forwarded.

When the port mode is set to forward, packets are dropped only if a matching
filter's action mode is “drop” (if asingle match occurs with adrop action, it does
not matter how many matching filters have forwarding actions; the packet is
dropped). For example, if a packet matches multiple filters, and any of the filter
action modes are set to drop, the packet is dropped.

Thefinal decision isalogica OR between the result of the Global, Destination
and Source filters:

»  When the port’s default action is drop, if asingle match occurs with an action
of forward, the frame is forwarded.

*  When the port’s default actionis forward, if a single match occurs with an
action of drop, the frameis dropped.
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Table 10 indicates the forward/drop behavior of a port if filter matches are found
for a packet.

Table 10 Port actions for filters

Port mode |Filter mode Packet action

Forward Default Forward all packets that match the filter

Drop Default Drop all packets

Forward Forward Forward all packets that match the filter

Drop Forward Drop all packets except those that match the filter
Forward Drop Drop all packets that match the filter

Drop Drop Drop all packets

IP telephony and multimedia default filters

The speed and performance quality of LAN solutions has previously been limited
to single-purpose | P data networks. Delay- and packet-loss-sensitive applications
such as telephony and video services transported over | P networks, require
network planners to focus on traffic prioritization strategies as a priority.

QoSin IP-based networksis essential because the connectionless nature of IP. A
simple IP network provides a best-effort service that can make no guarantees
about when, or how much, datait can deliver. To enable | P technology to offer a
transparent service when compared to more traditional |eased-line services or
virtual circuit services such as Frame Relay and ATM, requires a QoS strategy that
provide predictable service in an increasingly |P-based world, especially during
periods of congestion.
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It is these periods of congestion that are the target of QoS's traffic prioritization
mechanisms. There are a number of key parameters that define QoS in a network,
including (Table 11.)

Table 11 QoS network parameters

Parameter Description

Latency (propagation The time between transmission and receipt of the message
delay)

Jitter The variance of delay when packets do not arrive at the
destination address in consecutive order or on a timely basis
and the signal varies from its original reference timing. This
distortion is particularly damaging to multimedia traffic. For
example, the playback of audio or video data may have a jittery
or shaky quality.

Bandwidth The amount of data that can be delivered per second, usually
expressed in kilobits per second (Kbps) or megabits per second
(Mbps).

Packet loss A percentage of packets that could be dropped over a specified
interval. Packet loss must be kept at a minimum to deliver
effective IP telephony and IP video services.

With IP Telephony, the selection of a CODEC compression
algorithm is important with respect to packet loss. For example,
G.729 is more susceptible to the service impairment with packet
loss than the G.711 algorithm.

Availability High availability is fundamental to delivering effective QoS. IP
networks must be engineered to be telephony-grade IP
networks to make delay-sensitive or jitter-sensitive applications
successful over IP.

This section includes the following topics:

e “QoSimplementation,” next
* “IPtelephony traffic” on page 45
e “Signaling and mediatraffic parameters’ on page 47
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QoS implementation

The 8600 switch provides a hardware-based QoS platform through hardware
packet classification. Packet classification is based on examining the various QoS
fields within the Ethernet packet, primarily the DSCP and the 802.1p fields.
Unlike legacy routersthat require CPU processing cycles for packet classification,
which has a negative impact on router performance speed, the hardware-based
QoS performs packet classification in hardware at switching speeds.

IP telephony traffic

I P telephony traffic must be treated to ensure the quality of the communication. |P
filtersidentify the I P telephony traffic and either preserve or modify the DSCP to
provide appropriate QoS. | P telephony devices and multimedia applications
typically use asignaling protocol data stream and voice data stream. Each of these
has to be identified and prioritized with better QoS to effectively improve
communication quality and experience. The default I P telephony filters easily
configure this prioritization, not only for IP telephony but also for some video
conference applications and streaming multimedia applications.

Note: Intheremainder of this document, IP telephony refersto both IP
=% | telephony and multimedia applications.

ThelPtelephony filter feature relieves you of having to know all the configuration
details of every filter type used with each type of IP telephony device. You are
presented with alist of supported IP telephony devices and the types of signaling
protocols supported by that particular device.

When you set the IP Telephony and multimedia filters, information representing
these filtersis propagated from the I P routing > Filter dialog box to the following
tabs:

Note: When using the JDM for configuration, the status of Diffserv on a
nd port is modified automatically when you assign or remove an |P
telephony mediafilter. However, when using the CLI, the status of
DiffServ on a port is not automatically enabled when you apply an IP
telephony mediafilter to the port.
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Filter

Control

DiffServs
Source/Destination Sets

Most of the options are set to defaults. If you need to configure any options that
might affect the identification of the telephony traffic, then you must tune the
8600 IP telephony filters accordingly. Any improper configuration could impact
the network. Thisimpact can range from adverse affects to network stability and
quality to giving unpredictable and undesired treatment to some flows. In
addition, some flows can be affected by thesefiltersif the definition is not correct.

You can use | P telephony filters on the following platforms:

None (default)

CSE 1000

CSE 2000

CSE 3000

BCM

MERIDIAN LINE CARD
MERIDIAN TRUNK CARD
MSL1001P

VCON

Minerva

Custom (user-defined)

Note: Flows can be affected by these filters that are incorrectly defined.

For each of these platforms, there are the following preconfigured devices

None (default)

12002

12004

12050

Terminal Proxy Server (TPS)
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* Voice Gateway
e Custom (user-defined)

Signaling and media traffic parameters

Table 12 provides UDP/TCP port parameters.

Table 12 UDP/TCP port parameters for signaling and media traffic

Platform Devices Streams

Port Platform Device Proto |Port-range Option Type
01 CSE1000 udp 5000-5000 src signal
02 BCM udp 5000-5000 src signal
51000-52000 src-dst media
03 BCM udp 7000-7000 dst signal
04 BCM VoiceGateway udp 28000-28255 src-dst media
tcp 1720-1720 dst signal
tcp 1719-1719 src-dst signal
05 MeridianTrunk VoiceGateway tcp 1720-1720 dst signal
udp 1719-1719 src-dst signal
udp 1720-1720 src-dst signal
udp 2300-2363 src-dst media
06 CSE2000! 12004 udp 5000-5000 src signal
udp 6000-6011 src-dst media
07 CSE2000 TPS udp 5000-5000 dst signal
udp 6066-6066 src-dst signal
08 CSE2000 VoiceGateway udp 5000-5000 src-dst signal
tcp 1718-1720 src-dst signal
udp 2326-2445 src-dst media
09 VCon Custom udp 5004-6004 src-dst media
udp 36100-36100 src-dst media
udp 36101-36101 src-dst media
10 Minerva Custom udp 2001-2001 src-dst media

1 CSE2000 and MSL100IP are same. CSE3000 is not supported (project is changed to CSEMX).
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Chapter 2
Configuration examples

This chapter provides important information about traffic filtering, as

implemented by the Passport 8600 switch. Also included in this chapter are
examples of common QoS and IP filtering configuration tasks, including the CLI

commands you use to create the example configuration.

page 5).

Note: For acomplete description of CLI commands you can use to
=»| configure specific QoS tasks, including those shown in this chapter, see

the appropriate CLI chapter in this guide (refer to “Contents,” on

This chapter includes the following topics:

Topic Page
Configuring filters on the Passport 8600 switch 50
Configuration example — DiffServ trusted or untrusted interfaces 62
Configuration example — Classifying per-port traffic for port-based VLANs 64
Configuration example — Classifying and policing traffic 70
Configuration example — Marking and dropping traffic, based on port-range |76
Configuration example — Forward-to-next-hop filtering 83
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Configuring filters on the Passport 8600 switch

You can use | P filtering to manage traffic and to provide security. Each filter set
defines the conditions that must match for inclusion in the filter set and also
defines the actions that be performed when a match is made.

This section includes the following topics:

* “Supported filter types,” next

» “Filtering criteria’ on page 51

» “Configuring filters’ on page 53
» “Policing traffic’ on page 59

Supported filter types

The Passport 8600 switch supports two different kinds of filters:

e “Global filters,” next
» “Source/destination filters” on page 51

Global filters

Global filters can specify a source | P address and mask, a destination | P address
and mask, both source and destination | P address and mask, or none.

You can configure aglobal filter for routed traffic if the filter is only used for
non-Diff Serv operations, such as “filter on protocol type.” For IP bridged traffic
only, any of the following DiffServ operations are functional:

» Modify DS byte

» Modify P-hits

Note: The above functions are not supported for | P routed traffic.
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Global filtersare fully operational for bridged traffic providing the bridged traffic
is|P traffic.

Thefollowing applies to global filters:

e No minimum or maximum mask length exists.

» Uptoeight global filters can be applied on any given set of Address
Resolution Unit (ARU) ports.

A set includes eight 10/100 ports (8648TXE, 8624FXE) or one Gigabit port
(8608SXE, 8608GBE).

» Global filters must only be used for bridged I P traffic
* Globadl filters can not be used for matches that are based on the DSCP field.

Source/destination filters

Source filters must specify a source IP address and a mask, and they may
optionally specify a destination |P address and mask.

Destination filters must specify a destination | P address and mask, and they may
optionally specify a source IP address and mask.

Filtering criteria
You can define various filtering criteriawhen creating a filter for the Passport
8600 switch. This section describes the criteria that you should consider when
creating the filter and includes the following topics:

* “Maodification criteria,” next
e “Action criteria’ on page 52
e “Matching criteria’ on page 53

Modification criteria
You can configure filters to modify the following fields:

e 802.1p (VLAN priority)
e DSCP (IP priority)
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Refer to “Global filters” on page 50, for any limitations.

Action criteria

Filtering actionsinclude:

Drop

Forward

Forward to next hop

Mirror — copies the traffic to another port

Police — enforces a Service Level Agreement, at ingress

TCP connect — allows incoming TCP sessions even though the filter action
on this port is DROP,

Stop-on-match — stops the filtering process if the condition matches

Modify the DS field — changes the QoS of the traffic (remarking) at the layer
3 (IP), using the DiffServ field.

Modify the IEEE 802.1p bit — changes the QoS of the traffic (remarking) at
the layer 2 (Ethernet).

IP filters apply to all routed | P packets that are forwarded by the switch on
specified ingress ports.

Thefinal filtering decision isalogica OR between the result of the Global,
Destination and Source filters:

When the port’s default action is drop, if asingle match occurs with an action
of forward, the frame is forwarded.

When the port’s default action is forward, if a single match occurs with an
action of drop, the frameis dropped.

Table 13 defines packet actions for all occurrences of port and filter modes.

Table 13 Port modes and filter actions

Port mode Filter mode Packet action

Forward Default Forward all packets that match the filter
Drop Default Drop all packets

Forward Forward Forward all packets that match the filter
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Table 13 Port modes and filter actions

Port mode Filter mode Packet action

Drop Forward Drop all packets except that match the filter
Forward Drop Drop all packets that match the filter

Drop Drop Drop all packets

Matching criteria

Filtering can be applied to the following matching criteria:

Destination address or address range

Source address or address range

Exact | P protocol match (TCP, UDP or ICMP)
TCP or UDP port numbers

TCP connections established from within the network only or bidirectiona
establishment allowed

IP frame fragment
DiffServ field (only for source/destination filters)

ICMP request

Filters are applied to a port using filter sets, and actions are assigned when
applying afilter set to a port. The actions of individual filters can overwrite the
default actions of the port.

Configuring filters

This section describes how to configure filters on the Passport 8600 switch and
includes the following topics:

“Filtering tasks,” next
“Global filter commands’ on page 55
“Source and destination filter commands’ on page 57

Configuring QoS and IP Filtering



54 Chapter 2 Configuration examples

Filtering tasks

Three tasks are required when you create filters on the Passport 8600 switch:

1

2

Create the filter template, and define the following:

a Thetype of filter — global or source/destination.

b The criteriaused to match the traffic.

¢ Theaction performed if the traffic matches the condition.
Define afilter set:

Thefilter list is always defined after you define the template. A list
comprising atemplate and filter typeis caled a set. Two types of sets can be
defined: global sets (including global filters) and source/destination sets
(including source/destination filters). A template (filter) can be added to
several sets.

Apply afilter set to a port (or ports):

You can apply asingle filter set to multiple ports; you do not have to recreate
the same set.

To apply a set, you must specify that the filtering action will be applied on a
port (you cannot to assign afilter to aVLAN or to multiple portsin one
action). After you specify the filtering action, you can assign one or multiple
sets to that port.

Note: For bridged traffic with IP flows, only Global filters can be used.

= | Source/destination filters are not supported for bridged traffic, and can

only be used for routed I P traffic.

Note: To create afilter template with a match on a DSCP value, you

=»|  must either use a Source or a Destination filter. You cannot use a Global

template to match on aDSCP value. However, you can still modify either
an 802.1p or aDSCP value with either a Global filter or a Source/
Destination Filter.
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Global filter commands

For global filters, assign thefid (fid = filter id) field avaluein the range 1 and 100.
The source | P address and the destination | P address are optional and are
dependent on the filter type that is applied. If no source IP address or destination
IP addressis specified, the filter is applied to all traffic going through this port.

After you define the filter parameters, you can define the filter's action. The
filter's action specifies whether incoming traffic is dropped or forwarded.

You can define three filter actions:

 forward
e drop
o default.

Creating a global filter:
To create aglobal filter, complete the following steps.

1 Create aglobal traffic filter and then specify the filtering action:
a Create aglobal traffic filter:

The following command creates a global traffic filter, which has a gsetid
value in the range 1 and 3071. The src-ip and dst-ip addresses are
optional.

Passport-8610: 5# config ip traffic-filter create
gl obal src-ip <value> dst-ip <value> id <fid>
b  Specify thefilter action:
Thefollowing command specifies which action, match, or modification to
apply (see“ Configuring filters on the Passport 8600 switch” on page 50).

Passport-8610: 5# config ip traffic-filter filter <fid>
[<action> <match>, or <nodify>]
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2 Configure the filter set:

a

Create aglobal filter set:

The following command creates aglobal filter set with aglobal listidin
therange 1 and 100. Note: You can assign anameto alist, but when you
apply thelist to a port you must use the global set id.

Passport-8610: 5# config ip traffic-filter global-set
<gsetid> create nane "<gl obal filter name>"

Add thetraffic filter to the filter set:

The following command adds the filters created in Step 1 to the global
filter set.

Passport-8610: 5# config ip traffic-filter gl obal-set <
gsetid> add-filter <fid>

3 Apply Filter Set and Enable DiffServ on aport basis:

The following steps show how to enable Diff Serv access, as opposed to
DiffServ core, to the access port(s) where you want to apply the newly created
Global filter set. To do this, you first enable DiffServ at a physical port level,
then you add the Global Filter Set (that you previously created in set 2) to
these ports.

a Enable DiffServ access ports:

b

The following commands enable DiffServ access on the desired port(s)
assuming the port typeis Ethernet.

Passport-8610: 5# config ethernet <slot/port>
enabl e-di ffserv true
Passport-8610: 5# config ethernet <slot/port>
access-diffserv true

Add the global set to the physical port:
The following commands add the global set to the physical port level.

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter create

Passport-8610: 5# config ethernet <slot/port>ip
traffic-filter add set <gsetid>
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c Enablethetraffic filter:
Thefollowing commands enable the traffic filter and set the default action
to forward.

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter default-action [<forward>, <drop>,
<none>]

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter enable

Source and destination filter commands

This section describes the commands you can use to create source/destination
filters. For source/destination filters, assign the fid (fid = filter id) field avalue in
the range 1 and 4096.

Creating a source/destination filter:
To create a source/destination filter, complete the following steps:

1 Create asource traffic filter and then specify the filtering action:

a Create asourcetraffic filter:
The following command creates a source traffic filter, which has an id
valuein the range 1 and 3071.
Passport-8610: 5# config ip traffic-filter create
source src-ip <value> dst-ip <value> id <fid>

b Create adestination traffic filter:
Thefollowing command creates a destination traffic filter, which hasanid
valuein the range 1 and 3071.

Passport-8610: 5# config ip traffic-filter create
destination src-ip <value> dst-ip <value> id <fid>
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c

Specify thefilter action:
Thefollowing command specifies which action, match, or modification to
apply (see“ Configuring filters on the Passport 8600 switch” on page 50).

Passport-8610: 5# config ip traffic-filter filter <fid>
[ <action>, <match>, or <nodify>]

2 Configurethefilter set:
a Create aglobal filter set:

b

The following command creates afilter set wherethelist id hasan id
value in the range 300 and 1000. Note: You can assign anameto alist,
but when you apply the list to a port you must use the filter set list id.

Passport-8610: 5# config ip traffic-filter set <listid>
create name “<src/dst filter name>”

Add thetraffic filter to the filter set:

The following command adds the traffic filters created in Step 1 to the
filter set.

Passport-8610: 5# config ip traffic-filter set
<listid> add-filter <fid>

3 Apply Filter Set and Enable DiffServ on a Port basis:

The following steps show how to enable Diff Serv access, as opposed to
DiffServ core, to the access port(s) where you want to apply the newly created
source/destination filter set. To do this, you first enable DiffServ at a physical
port level, then you add the source/destination filter set (that you previously
created in set 2) to these ports.

a Enable DiffServ access ports:

The following command enables Diff Serv access on the desired port(s)
assuming the port typeis Ethernet.

Passport-8610: 5# config ethernet <slot/port>
enabl e-di ffserv true
Passport-8610: 5# config ethernet <slot/port>
access-diffserv true
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b Addtheglobal set to the physical port:

Thefollowing commands add the source or destination filter set from Step
2, to the physical port level.

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter create

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter add set <listid>

¢ Enablethetraffic filter:

The following commands enabl e the traffic filter and sets the default
action to forward.

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter default-action [<forward>, <drop>,
<none>]

Passport-8610: 5# config ethernet <slot/port> ip
traffic-filter enable

Policing traffic

Policing isthe process of assigning atraffic rate to amicro-flow or aggregate flow
as it traverses the Diff Serv network. The micro-flow or aggregate flow is
evaluated against defined traffic profiles. When atraffic profileisin effect, it
checks each packet for the average rate.

If the rate is within the value defined in the profile (that is, the packet is"in
profile"), the packets are marked with the in-profile DSCP. If the rate exceeds the
defined value, the packets are either marked with the out-of-profile DSCP or they
are discarded, based on the action defined in the traffic profile.

The average rate policed on the Passport 8600 switch isin 1-megabit increments
with 1 Mb/s as the minimum value. The Passport 8600 switch uses a token bucket
scheme where the bucket is 2.5ms wide (400 buckets per second). When you set a
rate limit, you determine how many bits the bucket can hold. If the ingress traffic
iswithin the set rate limits, then the entire frame is accepted.
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Thetraffic profile commands are as follows:

1

Create atraffic profile:

The following command creates atraffic profile, which hasan id value in the
range 1 and 64.

Passport-8610:5# config ip traffic-filter create
traffic-profile <pid>

Add a profile name:

The following command adds a name to the newly created traffic profile.
Passport-8610: 5# config ip traffic-filter
traffic-profile <pid> name "<profile nanme>"

Enable or disable traffic discarding:

The following command enables or disables discarding of traffic, if out of
profile.

Passport-8610:5# configiptraffic-filter traffic-profile
<pi d> di scard-out-profile enabl e/ disable

Configure DSCP for al in-profile traffic:

The following command configures the DSCP value for all in-profile traffic.
Passport-8610: 5# config ip traffic-filter traffic-profile
<pi d> in-dscp <val ue>

Configure DSCP for all out-of-profile traffic:

The following command configures the DSCP value for al out-of-profile
traffic if enabled.

Passport-8610: 5# config ip traffic-filter traffic-profile
<pi d> out-dscp <val ue>

Enable DSCP trandlation:

The following command configures the DSCP value for al out-of-profile
traffic if enabled.

Passport-8610:5# configip traffic-filter traffic-profile
<pi d> transl ate-dscp enabl e
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7 Configurethe in-profile average rate:

The following command configures the in-profile average rate, where the
value is an integer value in the range 1 and 65535. To calculate the average
rate that you want to use, divide the average rate (in Mb/s) by 204800.

For example, if you want the average rate to be 10 Mb/s, then the value you
enter is 49 (10 Mb/s, divided by 204800 = 49).

Passport-8610: 5# configip traffic-filter traffic-profile
1 average-rate <val ue>

8 Enablethetraffic profile:

The following command enables the traffic profile.

Passport-8610: 5# configip traffic-filter traffic-profile
<pi d> enabl e true
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Configuration example — DiffServ trusted or untrusted
interfaces

You can configure the Passport 8600 switch, on a per port basis, as a
DiffServ-enabled core port (trusted interface) or access port (untrusted interface).
If you configure the Passport 8600 switch as a Diff Serv core port, the switch does
not remark the 802.1p or Diff Serv Code Point marking, and the DSCP valueis
preserved. If theingress and egress ports are tagged, the 802.1p bits are preserved.
If the egress port only istagged, 802.1p bits are defined according to internal QoS.

In the configuration example shown in Figure 3, the interface between Passport
8600 switches R1 and R2 is configured for DiffServ Core (trusted mode). The
access ports for both switches are set for DiffServ Access (untrusted mode).

Figure 3 Classification by trusted interface

DiffServ Access Interface
configured for untrusted mode

DiffServ Core Interface
configured for trusted mode

Legend

u Passport 8600 switch

The following section provides a step-by-step procedure that shows how to
configure R1, for the example configuration shown in Figure 3. The configuration
steps for R2 are the same as for R1, and are not shown in this procedure.

11042fa
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Configuring R1

1

Enable DiffServ support for ports 1/1 and 3/1 on R1:

The following command enables DiffServ support for ports 1/1 and 3/1. You
can aso specify arange of ports by using a dash between the port range (for
example, 1/1-1/5).

Passport-8610: 5# config ethernet 1/1,3/1 enabl e-diffserv
true

Enable DiffServ access support on a port:

Enables Diff Serv access support on a port. For a Diff Serv Core port, set the
value to false.

Passport-8610: 5# config ethernet 1/1 access-diffserv
true

Figure 4 shows aflowchart that describes default actions when the port is
configured as a Diff Serv Core Port.

Figure 4 DiffServ default action flowchart

DiffServ Core Mode Path
for Bridged or Routed traffic

v

Internal CoS is
based on DSCP

l

Egress
DSCP preserved
» .p remarked according to CoS
.p mapping

Untagged

Ingress tagged
or untagged
?

Tagged

Egress

DSCP preserved
802.1p preserved
if egress port tagged

11043fa

Configuring QoS and IP Filtering



64 Chapter 2 Configuration examples

Configuration example — Classifying per-port traffic for
port-based VLANSs

The configuration example shown in Figure 5 shows how to configure Passport
8600 switch R1 to accomplish the following tasks:

R1 tasks:

» For asource IP address of 10.1.1.1, set DSCP = CS7 (111000).

» For all Hypertext Transfer Protocol (HTTP) flows (TCP port = 80), set
DSCP = AF31 (011010).

» For dl other traffic, set DSCP = AF11 (001010).
» Configureingress port 1/2 for Diff Serv Access (untrusted mode).
» Configure egress ports 1/5 and 1/31 for DiffServ Core (trusted mode).

Figure 5 Classifying per-port traffic
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Expected Results on R1:

1 Regardiessof ingressVLAN on port 1/2, R1 will remark the DiffServ DSCP
in the following order:

a CS7 for traffic from host 10.1.1.1

b AF3L1for traffic from any flow with TCP port number 80

c AF 11 for other flows

On tagged egress port 1/5, R1 will mark both the 802.1p and DSCP values.
On untagged egress port 1/31, R1 will mark the DSCP.

Configuration commands:

The following section provides a step-by-step procedure that shows how to
configure R1 for the example configuration shown in Figure 5 on page 64.

Configure filter templates on R1
The following steps configure three filter templates for R1.

1 Configurethefirst filter template:
a Createaglobal filter with ID = 1.

The following command creates aglobal filter with ID = 1. If the
destination address is not specified, it automatically becomes
0.0.0.0/0.0.0.0.

Passport-8610: 5# config ip traffic-filter create
global src-ip 10.1.1.1/32 id 1

b Setthe DSCP vaue.

The following commands set the DSCP value to 101110 and enable
statistics upon receiving a src-ip address of 10.1.1.1/32. Note that when
you set the DSCP valueto 101110 (EF class-of-service), R1 automatically
setsthe 802.1p valueto 6, for traffic service class of Premium. For tagged
egress ports, R1 marks both the 802.1p and the DSCP values.

Passport-8610: 5# config ip traffic-filter filter 1
action node forward
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Passport-8610: 5# config ip traffic-filter filter 1
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 1
nodi fy dscp 101110

Passport-8610: 5# config ip traffic-filter filter 1
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 1
nane “fil _1"

2 Configure the second filter template:
a Createaglobal filter with ID = 2.

The following command creates aglobal filter with ID = 2.

Passport-8610: 5# config ip traffic-filter create
global id 2

b Setthe DSCPvaue.

The following commands set the DSCP value to 011010 and enable
statistics upon receiving traffic with TCP port = 80. Note that when you
set the DSCP value to 011010 (AF31 class-of-service), R1 automatically
sets the 802.1p value to 4 for traffic service class of Gold. For tagged
egress ports, R1 marks both the 802.1p and the DSCP values.

Passport-8610: 5# config ip traffic-filter filter 2
action node forward

Passport-8610: 5# config ip traffic-filter filter 2
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 2
mat ch dst-port 80 dst-option equa

Passport-8610: 5# config ip traffic-filter filter 2
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 2
nodi fy dscp 011010

Passport-8610: 5# config ip traffic-filter filter 2
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 2
nane “fil _2"
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3 Configurethethird filter template:
a Createaglobal filter with ID = 3.

The following command creates aglobal filter with ID = 3.

Passport-8610: 5# config ip traffic-filter create
global id 3

b Setthe DSCPvaue.

The following commands set the DSCP value to 001010 and enable

statistics upon receiving any traffic outside of global filters 1 and 2. Note
that when you set the DSCP value to 001010 (AF11 class-of-service), R1
automatically setsthe 802.1p value to 2 for traffic service class of Bronze.
For tagged egress ports, R1 marks both the 802.1p and the DSCP val ues.

Passport-8610: 5# config ip traffic-filter filter 3
action node forward

Passport-8610: 5# config ip traffic-filter filter 3
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 3
nodi fy dscp 001010

Passport-8610: 5# config ip traffic-filter filter 3
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 3
nane "“fil _3"

Create the global filter list on R1
Thefollowing steps configure the global filter list for R1.

1 Createaglobal set withID = 1.
The following commands create aglobal set with ID = 1.

Passport-8610: 5# config ip traffic-filter gl obal -set 1
create nane "gset_ 1"
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2 Add thethree previously created filters to the global set 1.

The following commands add the previously created filtersto the global set
with ID = 1.

Passport-8610: 5# config ip traffic-filter gl obal -set 1
add-filter 1
Passport-8610: 5# config ip traffic-filter gl obal -set 1
add-filter 2
Passport-8610: 5# config ip traffic-filter gl obal-set 1
add-filter 3

Enable DiffServ access to ingress ports:
Thefollowing steps enable Diff Serv access on the R1 ingress ports.

1 Enable DiffServ access on port 1/2:

Thefollowing commands enable Diff Serv access on Ethernet port 1/2 and add
the global filter set created previoudly.

Passport-8610: 5# config ethernet 1/2 enable-diffserv
true

Passport-8610: 5# config ethernet 1/2 access-diffserv
true

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
create

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
add set 1

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
defaul t-action forward

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
enabl e

2 Enable DiffServ core on ports 1/5 and 1/31:
The following commands enable DiffServ core on ports 1/5 and 1/31.
Passport-8610: 5# config ethernet 1/5 enable-diffserv
true

Passport-8610: 5# config ethernet 1/31 enabl e-diffserv
true
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Showing traffic filter statistics:

Because the previous commands included enabling of statistics for each traffic
filter, you can use the following show command to display statistics:

Passport-8610: 5# show ip traffic-filter stats

Figure 6 shows sample output for theshow ip traffic-filter stats
command.

Figure 6 show ip traffic-filter stats

@ssport-%lo: 5# show ip traffic-filter stats \

Ip Traffic-filter Stats

TRAFFI C PROFI LE

FILTER I D FI LTER- PKTS FI LTER- OCTETS DI SCARD PKTS
2 22839306 1644430032 0
3 27224892 1960192224 0
1 18727778 1348400016 0
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Configuration example — Classifying and policing traffic

The configuration example shown in Figure 7 shows how to configure Passport
8600 switch R1 to accomplish the following tasks:

R1 tasks:
For IP source subnet 192.1.1.0/24:

» Police dl traffic with TCP port number from 19 to 80 at 10 Mb/sin profile
with a Gold Traffic Service Class— DSCP AF31 (011010).

e Policeadl other traffic at 1 Mb/swith a Bronze Traffic Service Class— DSCP
value AF11 (001010). Discard all traffic that exceeds an average 1 Mb/srate.

Figure 7 Classifying and policing traffic example
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The following section provides a step-by-step procedure that shows how to
configure R1 for the example configuration shown in Figure 7.
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Configure traffic profiles on R1
Thefollowing steps configure two traffic profiles for R1.

1 Configurethefirst traffic profile:
a Createtraffic profile 1:

The following command creates atraffic profile with ID = 1.

Passport-8610: 5# config ip traffic-filter create
traffic-profile 1

b Setthein-profile DSCP value for AF31.

The following commands create traffic profile 1 and set the in-profile
DSCP for AF31. The averagerateis configured for 5 Mb/s
(25 x 204800 = approximately 5 Mb/s).

Passport-8610: 5# config ip traffic-filter
traffic-profile 1 nane "Profile 1"
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 transl ate-dscp enable
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 in-dscp 011010
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 average-rate 24
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 discard-out-profile enable
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 enable true

2 Configure the second traffic profile:
a Create traffic profile 2:
The following command creates atraffic profile with ID = 2.

Passport-8610: 5# config ip traffic-filter create
traffic-profile 2
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b Set thein-profile DSCP value for AF11:

The following commands create traffic profile 2 and set the in-profile
DSCPfor AF11. The averagerateis configured for IMb/s
(5 x 204800 = approximately. 1 Mb/s).

Passport-8610: 5# config ip traffic-filter
traffic-profile 2 nane "Profile 2"
Passport-8610: 5# config ip traffic-filter
traffic-profile 2 transl ate-dscp enable
Passport-8610: 5# config ip traffic-filter
traffic-profile 2 in-dscp 001010
Passport-8610: 5# config ip traffic-filter
traffic-profile 2 average-rate 5
Passport-8610: 5# config ip traffic-filter
traffic-profile 2 discard-out-profile enable
Passport-8610: 5# config ip traffic-filter
traffic-profile 2 enable true

Configure filter templates on R1

The following steps configure three filter templates for R1.

1 Configurethefirst filter template:

a Create asourcefilter with ID = 1.

The following command creates a source filter with ID = 1.

Passport-8610: 5# config ip traffic-filter create
source src-ip 192.1.1.0/255.255.255.0 dst-ip 0.0.0.0/
0.0.0.0id 1

Setup the source filter.

The following commands set the source filter to look for TCP port < 19
and apply the Traffic Policy “traffic-profile 2" configured previoudly.

Passport-8610: 5# config ip traffic-filter filter 1
action node forward

Passport-8610: 5# config ip traffic-filter filter 1
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 1
action traffic-profile 2
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Passport-8610: 5# config ip traffic-filter filter 1
mat ch dst-port 19 dst-option |ess

Passport-8610: 5# config ip traffic-filter filter 1
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 1
nane "fil _1"

2 Configure the second filter template:
a Create asourcefilter with ID = 2.

The following command creates a source filter with ID = 2,

Passport-8610: 5# config ip traffic-filter create
source src-ip 192.1.1.0/255.255.255.0 dst-ip 0.0.0.0/
0.0.0.0id 2

b  Set up the source filter.

The following commands set the source filter to look for TCP port < 81
and apply the police rate (5 Mb/s) configured previoudly.

Passport-8610: 5# config ip traffic-filter filter 2
action node forward

Passport-8610: 5# config ip traffic-filter filter 2
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 2
action traffic-profile 1

Passport-8610: 5# config ip traffic-filter filter 2
mat ch dst-port 81 dst-option |ess

Passport-8610: 5# config ip traffic-filter filter 2
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 2
name "fil _2"

3 Configurethethird filter template:
a Create asourcefilter with ID = 3.
The following command creates a source filter with ID = 3.
Passport-8610: 5# config ip traffic-filter create

source src-ip 192.1.1.0/255.255.255.0 dst-ip 0.0.0.0/
0.0.0.0id 3
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b  Setup the source filter.

The following commands set the source filter to apply the police rate
(1 Mb/s) by using the traffic policy configured previoudly.

Passport-8610: 5# config ip traffic-filter filter 3
action node forward

Passport-8610: 5# config ip traffic-filter filter 3
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 3
action traffic-profile 2

Passport-8610: 5# config ip traffic-filter filter 3
name "fil 3"

Create the source filter list on R1

The following steps configure the source filter list for R1.

1 Create asource set with ID = 300:

The following commands create a source set with D = 300.

Passport-8610: 5# config ip traffic-filter set 300 create
nanme "Fil_set 1"

2 Add thethree previously created filters to the source set 300:

The following commands add the previoudly created filtersto the source set
with 1D = 300.

Passport-8610: 5# config ip traffic-filter set 300
add-filter 1
Passport-8610: 5# config ip traffic-filter set 300
add-filter 2
Passport-8610: 5# config ip traffic-filter set 300
add-filter 3
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Enable DiffServ access to ingress ports:
The following step enables Diff Serv access on the R1 ingress port 1/2.
[l Enable DiffServ access on ingress port 1/2:

Thefollowing commands enable Diff Serv access on Ethernet port 1/2 and add
the source filter set created previoudly.

Passport-8610: 5# config ethernet 1/2 enable-diffserv

true

Passport-8610: 5# config ethernet 1/2 access-diffserv
true

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
create

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
add set 300

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
defaul t-action forward

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
enabl e
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Configuration example — Marking and dropping traffic,
based on port-range

The configuration example shown in Figure 8, shows how to configure Passport
8600 switch R1 to accomplish the following tasks:

R1 tasks:
For this example, R1 is configured to:

» Filter on arange of TCP port numbers.

For this example, the abjective isto drop all packets for TCP portsin the
range 20 and 30, and for TCP portsin the range 80 and 120.

* Mark al TCP traffic in-profile (10 Mb/s or less) with Gold Traffic Service
Class— DSCP AF31 (011010), and out-of-profile with Bronze Traffic
Service Class — DSCP value of AF11 (001010).

o Discard all other traffic.

Figure 8 Marking and dropping port-range traffic example
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The following section provides a step-by-step procedure that shows how to
configure R1 for the example configuration shown in Figure 8.
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Configure traffic profiles on R1
Thefollowing steps configure two traffic profiles for R1.

1 Configurethe traffic profile:
a Createtraffic profile 1:

The following command creates atraffic profile with ID = 1.

Passport-8610: 5# config ip traffic-filter create
traffic-profile 1

b Setthein-profile DSCP value for AF31.

The following commands create traffic profile 1 and set the in-profile
DSCPfor AF31 and out-of-profileto AF11. The average in-profile rateis
configured for 10 Mb/s (49 x 204800 = approximately 10 Mb/s). Notice
that discard-out-profile is not enabled because the objectiveisto only
re-mark the traffic when the average rate is exceeded.

Passport-8610: 5# config ip traffic-filter
traffic-profile 1 nane "profile_1"
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 transl ate-dscp enable
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 in-dscp 011010
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 out-dscp 001010
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 average-rate 49
Passport-8610: 5# config ip traffic-filter
traffic-profile 1 enable true
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Configure filter templates on R1
Thefollowing steps configure six filter templates for R1.

1 Configurethefirst filter template:
a Create asourcefilter with ID = 1.

The following command creates a source filter with ID = 1.

Passport-8610: 5# config ip traffic-filter create
source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 1

b  Setup the source filter.

The following commands set the source filter to look for TCP port > 120,
set the default action to forward, and apply the Traffic Policy
“traffic-profile 1" configured previously.

Passport-8610: 5# config ip traffic-filter filter 1
action node forward

Passport-8610: 5# config ip traffic-filter filter 1
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 1
action traffic-profile 1

Passport-8610: 5# config ip traffic-filter filter 1
mat ch src-port 120 src-option greater
Passport-8610: 5# config ip traffic-filter filter 1
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 1
name "src_1"

2 Configure the second filter template:
a Create asourcefilter with ID = 2.
The following command creates a source filter with ID = 2.
Passport-8610: 5# config ip traffic-filter create

source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 2
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b  Setup the source filter.

The following commands set the source filter to look for TCP port > 80
and set the default action to drop.

Passport-8610: 5# config ip traffic-filter filter 2
action node drop

Passport-8610: 5# config ip traffic-filter filter 2
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 2
mat ch src-port 80 src-option greater
Passport-8610: 5# config ip traffic-filter filter 2
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 2
name "src_2"

3 Configure the third filter template:
a Create asourcefilter with ID = 3.

The following command creates a source filter with ID = 3.

Passport-8610: 5# config ip traffic-filter create
source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 3

b  Setup the sourcefilter.

The following commands set the source filter to look for TCP port > 30,
set the default action to forward, and apply the traffic profile configured
previously.

Passport-8610: 5# config ip traffic-filter filter 3
action node forward

Passport-8610: 5# config ip traffic-filter filter 3
action statistic enable

Passport-8610: 5# config ip traffic-filter

filter 1 action traffic-profile 1

Passport-8610: 5# config ip traffic-filter filter 3
mat ch src-port 30 src-option greater
Passport-8610: 5# config ip traffic-filter filter 3
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 3
name "src_3"
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4  Configure the fourth filter template;

a Create asourcefilter with ID = 4.

The following command creates a source filter with ID = 4.

Passport-8610: 5# config ip traffic-filter create
source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 4

Setup the source filter.

The following commands set the source filter to look for TCP port > 20,
and set the default action to drop.

Passport-8610: 5# config ip traffic-filter filter 4
action node drop

Passport-8610: 5# config ip traffic-filter filter 4
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 4
mat ch src-port 20 src-option greater
Passport-8610: 5# config ip traffic-filter filter 4
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 4
name "src_4"

5 Configure the fifth filter template:

a Create asourcefilter with ID = 5.

The following command creates a source filter with ID = 5.

Passport-8610: 5# config ip traffic-filter create
source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 5

Setup the source filter.

Thefollowing commands set the source filter to ook for TCP port > 0, set
the default action to forward, and apply the traffic profile “ profile_1”
created previously.

Passport-8610: 5# config ip traffic-filter filter 5
action node forward

Passport-8610: 5# config ip traffic-filter filter 5
action statistic enable
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Passport-8610: 5# config ip traffic-filter filter 5
action traffic-profile 1

Passport-8610: 5# config ip traffic-filter filter 5
match src-port O src-option greater
Passport-8610: 5# config ip traffic-filter filter 5
mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 5
name "src_5"

6 Configure the sixth filter template:
a Create asource filter with ID = 6.
The following command creates a source filter with ID = 6.
Passport-8610: 5# config ip traffic-filter create

source src-ip 0.0.0.0/0.0.0.0 dst-ip 0.0.0.0/
0.0.0.0id 6

b  Setup the source filter.
The following commands set the source filter to drop all traffic.
Passport-8610: 5# config ip traffic-filter filter 6
action node drop
Passport-8610: 5# config ip traffic-filter filter 6
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 6
name "src_6"

Create the source filter list on R1
The following steps configure the source filter list for R1.

1 Create asource set with ID = 300:

The following commands create a source set with 1D = 300.

Passport-8610: 5# config ip traffic-filter set 300 create
name "src_groupl”
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2 Addthesix previously created filters to the source set 300:

The following commands add the six previously created filters to the source
filter set with ID = 300.

Passport-8610: 5# config ip traffic-filter set 300
add-filter 1
Passport-8610: 5# config ip traffic-filter set 300
add-filter 2
Passport-8610: 5# config ip traffic-filter set 300
add-filter 3
Passport-8610: 5# config ip traffic-filter set 300
add-filter 4
Passport-8610: 5# config ip traffic-filter set 300
add-filter 5
Passport-8610: 5# config ip traffic-filter set 300
add-filter 6

Enable DiffServ access to ingress ports:
The following step enables Diff Serv access on the R1 ingress port 1/2.
[l Enable DiffServ access on ingress port 1/2:

Thefollowing commands enable Diff Serv access on Ethernet port 1/2 and add
the source filter set created previoudly.

Passport-8610: 5# config ethernet 1/2 enable-diffserv

true

Passport-8610: 5# config ethernet 1/2 access-diffserv
true

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
create

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
add set 300

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
defaul t-action forward

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
enabl e
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Configuration example — Forward-to-next-hop filtering

The configuration example shown in Figure 9 shows how to configure Passport
8600 switch R1 to accomplish the following tasks:

R1 tasks:
For this example, R1 is configured to:

e Forward all HTTP traffic directly to the WEB servers, using aforward-to-next
hop of 10.1.1.1.

Mark all HTTP traffic (TCP port = 80) with Bronze Traffic Service Class —
DSCP value of AF11 (001010)

» Forward all VolP traffic directly to the Vol P servers using a forward-to-next
hop of 10.1.1.14.

Mark al VolP traffic (UDP port 2300-2363) with Premium Traffic Service
Class— DSCP value of EF (101110)

» Mark al other traffic as Best Effort - DSCP DE (000000)

Figure 9 Forward-to-next hop filtering example
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The following section provides a step-by-step procedure that shows how to
configure R1 for the example configuration shown in Figure 9 on page 83.

Configure filter templates on R1

The following steps configure four filter templates for R1.

1 Configurethefirst filter template:

a Create adestination filter with ID = 1.

The following command creates a destination filter with ID = 1.

Passport-8610: 5# config ip traffic-filter create
destination dst-ip 0.0.0.0/0.0.0.0 src-ip
0.0.0.0/0.0.0.0id 1

Setup the source filter.

The following commands set the source filter to look for TCP port = 80,
set the default action to forward-to-next-hop 10.1.1.1, and set the DSCP
valueto AF11

Passport-8610: 5# config ip traffic-filter filter 1

action node forward-to-next-hop

Passport-8610: 5# config ip traffic-filter filter 1

action statistic enable

Passport-8610: 5# config ip traffic-filter filter 1

action next-hop-forward ip-address 10.1.1.1

Passport-8610: 5# config ip traffic-filter filter 1

action next-hop-forward next-hop-unreachabl e-drop enabl e

Passport-8610: 5# config ip traffic-filter filter 1

mat ch dst-port 80 dst-option equa

Passport-8610: 5# config ip traffic-filter filter 1

mat ch protocol tcp

Passport-8610: 5# config ip traffic-filter filter 1

nodi fy dscp 001010

Passport-8610: 5# config ip traffic-filter filter 1

nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 1

nane "dst_ 1"
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2 Configure the second filter template:
a Create adestination filter with ID = 2.

The following command creates a destination filter with ID = 2.

Passport-8610: 5# config ip traffic-filter create
destination dst-ip 0.0.0.0/0.0.0.0 src-ip
0.0.0.0/0.0.0.0id 2

b  Setup the source filter.

The following commands set the source filter to look for UDP port <
2300, and set the DSCP value to DE.

Passport-8610: 5# config ip traffic-filter filter 2
action node forward

Passport-8610: 5# config ip traffic-filter filter 2
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 2
mat ch dst-port 2300 dst-option |ess
Passport-8610: 5# config ip traffic-filter filter 2
mat ch protocol udp

Passport-8610: 5# config ip traffic-filter filter 2
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 2
nanme "dst_2"

3 Configurethethird filter template:
a Create adestination filter with ID = 3.
The following command creates a destination filter with ID = 3.
Passport-8610: 5# config ip traffic-filter create

destination dst-ip 0.0.0.0/0.0.0.0 src-ip
0.0.0.0/0.0.0.0id 3

b  Setup the source filter.

The following commands set up the source filter to look for UDP port <
2364, set the default action to forward-to-next-hop 10.1.1.13, and set the
DSCP value to EF.

Passport-8610: 5# config ip traffic-filter filter 3
action node forward-to-next-hop
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Passport-8610: 5# config ip traffic-filter filter 3
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 3
action next-hop-forward ip-address 10.1.1.14
Passport-8610: 5# config ip traffic-filter filter 3
mat ch dst-port 2364 dst-option |ess
Passport-8610: 5# config ip traffic-filter filter 3
mat ch protocol udp

Passport-8610: 5# config ip traffic-filter filter 3
nodi fy dscp 101110

Passport-8610: 5# config ip traffic-filter filter 3
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 3
nane "dst_ 3"

4 Configure the fourth filter template;
a Create adestination filter with ID = 4.
The following command creates a destination filter with ID = 4.

Passport-8610: 5# config ip traffic-filter create
destination dst-ip 0.0.0.0/0.0.0.0 src-ip
0.0.0.0/0.0.0.0 id 4

b  Setup the source filter.
The following commands set the DSCP value to DE for al other traffic.

Passport-8610: 5# config ip traffic-filter filter 4
action node forward

Passport-8610: 5# config ip traffic-filter filter 4
action statistic enable

Passport-8610: 5# config ip traffic-filter filter 4
nodi fy dscp-enabl e enabl e

Passport-8610: 5# config ip traffic-filter filter 4
nane "dst_ 4"

Create the destination filter list on R1

The following steps configure the destination filter list for R1.
1 Create adestination set with 1D = 300:
The following command creates a destination set with D = 300.

Passport-8610: 5# config ip traffic-filter set 300 create
nane "dst_set 1"
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2 Addthefour previously created filters to the source set 300:

The following commands add the four previously created filters to the source
filter set with ID = 300.

Passport-8610: 5# config ip traffic-filter set 300
add-filter 1
Passport-8610: 5# config ip traffic-filter set 300
add-filter 2
Passport-8610: 5# config ip traffic-filter set 300
add-filter 3
Passport-8610: 5# config ip traffic-filter set 300
add-filter 4

Enable DiffServ access to ingress ports:
The following step enables Diff Serv access on the R1 ingress port 1/2.
[l Enable DiffServ access on ingress port 1/2:

Thefollowing commands enable Diff Serv access on Ethernet port 1/2 and add
the source filter set created previoudly.

Passport-8610: 5# config ethernet 1/2 enable-diffserv

true

Passport-8610: 5# config ethernet 1/2 access-diffserv
true

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
create

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
add set 300

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
defaul t-action forward

Passport-8610: 5# config ethernet 1/2 ip traffic-filter
enabl e
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Chapter 3
Configuring QoS using Device Manager

This chapter describes Passport 8000 Series switch features you can useto
allocate network resources to mission-critical applicationsin place of applications
that are less sensitive to such factors as time delays or network congestion. You
can configure your network to prioritize specific types of traffic, ensuring that
they receive the appropriate Quality of Service (QoS) level.

On the Passport 8600 Switch traffic flows on the WAN are routed at the layer 3
level through a differentiated services (DiffServ) network architecture. Traffic
filtering is a mechanism that helps you to manage traffic by defining filtering
conditions and associating these conditions with specific actions.

IP filtering allows you to assign QoS levels, within a Diff Serv network that are
based on arange of filtering conditions.

Within the DiffServ network, the marked packets are placed in a queue according
to their marking. For example, if avideo stream is marked to receive the highest
priority, it is placed in a high-priority queue. Asthose packets traverse the
DiffServ network, the video stream is forwarded before any other packets.

Note: The Passport 8000 switch is shipped with QoS parameters aready
=»| et to default values that will operate successfully in your network. You
need only enable Diff Serv access ports and core ports.

By assigning QoS levels to traffic flows on your LAN and WAN, you can ensure
that network resources are allocated where they are needed most. To be effective,
you must configure QoS functionality from end-to-end of the network: across
different devices, such as routers, switches, and servers; across platforms and
media; and across link layers, such as Ethernet, ATM, and frame relay.
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This chapter describes how to use Device Manager to configure and manage the

QoS feature on Passport 8000 switches.

»  For conceptual information about QoS, see Chapter 1, “QoS and IP filtering

concepts,” on page 21.

»  For configuration examples, including the required CLI commands, see

Chapter 2, “ Configuration examples,” on page 49.

This chapter includes the following topics:

Topic Page
Enabling DiffServ 90
Overview of QOS service classes and administrative weights 91
Editing a service class’ administrative weight 92
Viewing and configuring ingress mapping tables 94
Viewing and configuring egress mapping tables 98
Assigning QoS levels to non-IP traffic 101
Creating and managing a traffic profile 106

Enabling DiffServ

The Passport 8000 switch is designed to perform Diff Serv functions properly as
soon as you identify and enable DiffServ and identify the Diff Serv access ports
and core ports. All the mapping tables are set up with default values that ensure

communication between the DiffServ domain and the rest of your network.

Unless you plan to modify filters, traffic profiles, or mapping tables, to implement
QoS on an Passport 8000 switch, you need only enable the Diff Serv command and

select the Diff Serv ports and their type, either access ports or core ports.

On a Passport 8000 switch, using a global filter to apply a QoS rate-limiting
profile to a Diff Serv access port results in a nondeterministic effective rate for that
flow. For Diff Serv access ports, use a source/destination filter to impose a specific

rate limit for a flow ingressing those ports.
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To enable DiffServ:

1 Onthedevice view, select aport.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box openswith the Interface tab displayed. Figure 10 displays
the QoS section of the Interface tab.

Figure 10 QoS section of the Interface tab

Qoslevel: |(" levell & levell  level2 © leveld © leveld O leveld © level6 O level?

[ DiffServEnable

DiffSerType: |(" none ¢ access & care |

3 Inthe QoS section of the Interface, enable Diff Serv by setting Diff ServEnable
to true (Figure 10).

4 Specify the port type by setting Diff ServType to access or core.

Overview of QOS service classes and administrative

weights

The Passport 8600 Switch supports eight output queues per port into which the
packet can be placed. Each of the eight queues is mapped to one of the eight QoS
levels, and queues are serviced using guaranteed Weighted Round Robin.

Administrative weights are assigned to each queue as a percentage of the total
number of possible packet transmit opportunities. For example, an administrative
weight of 100 indicates that this queue has 32 packet transmit opportunities. An
administrative weight of 50 indicates that this queue has 50% of the possible

32 packet transmit opportunities, or 16.

Table 14 lists the eight traffic service classes corresponding to the QoS levels and
their configurable administrative weight. The priority is assigned from the highest
(7) to the lowest (0). For example, traffic assigned to QoS level 5isahigher
priority than traffic in QoS level 4. For an in-depth discussion on queue service
and administrative weights, see Networking Concepts for the Passport 8000 Series
Switch.
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Table 14 Qos traffic service classes

Packet transmit

Traffic service opportunity Percentage
class QoS level PHB (best service offered) |(administrative weight) | weight
Network 7 Not configurable; reserved for |2 6%

network node initiated traffic
Premium 6 Expedite forwarding 32 100%
Platinum 5 Assured forwarding 10 31%
Gold 4 Assured forwarding 8 25%
Silver 3 Assured forwarding 6 18%
Bronze 2 Assured forwarding 4 12%
Standard 1 Default 2 6%
User-defined 0 0 0%

Editing a service class’ administrative weight

To edit aservice class' administrative weight:

1 From the Device Manager menu bar, choose QOS > QOS.
The QOS dialog box opens with the QOS tab displayed (Figure 11).
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Figure 11 QOS dialog box—QOS tab
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g T |Met Control 4 4

Refreshlﬁl@@l Clnsel Help...l
B rowis)

2 Intherow of the service class to be edited, double click in the AdminWeight
field and enter the new administrative weight.

3 Click Apply.

Table 15 describes the QOS tab fields.

Table 15 QOS tab fields

Field Description

Row Represents eight egress QoS levels.

Level QoS level (0 to 7) associated with the traffic service class.

Name Specifies the priority handling for traffic in this queue. Names are
Network, Premium, Platinum, Gold, Silver, Bronze, and Standard.

AdminWeight Administrative transmit opportunity, expressed as a percentage of
the total number of packet transmit opportunities (32).

OperWeight Operational transmit opportunity, expressed as a percentage of the
total number of packet transmit opportunities (32).
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Viewing and configuring ingress mapping tables

The Passport 8000 switch can specify certain quality of service treatment for
ingress packets. The Passport 8000 switch providestables for ingress packets that
map the DSCP or the IEEE 802.1p bits to QoS levels, depending onif the IP
traffic is bridged or routed and tagged or untagged.

Table 16 Default QoS parameters

Passport 8600 DiffServ Code Point Allocation
Qos
802.1p Level IP Service Class Traffic Class

Dec Hex PHB DSCP
7 Critical 56 0x38 Cs7 111 000’
7 Network 48 0x30 CS6 110 000’
7 6 Premium 46 Ox2E EF 101 110
40 0x28 CS5 101 000’
6 5 Platinum 34 0x22 AF41 100 010’
36 0x24 AF42 100 100’
38 0x26 AF43 100 110’
32 0x20 Cs4 100 000’
5 4 Gold 26 Ox1A AF31 011 010
28 0x1C AF32 011 100’
30 Ox1E AF33 011 110
24 0x18 CS3 011 000’
4 3 Silver 18 0x12 AF21 010 010’
20 0x14 AF22 010 100’
22 0x16 AF23 010 110’
16 0x10 CSs2 010 000’
3 2 Bronze 10 OxA AF11 001 010’
12 0xC AF12 001 100’
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14 OxE AF13 001 110

8 0x8 Cs1 001 000’
2,1 Standard 0 0 CSO(DE) 000 000’
0 (Default) Custom

Viewing and configuring IEEE 802.1p bits and QoS levels

This section includes the following topics:

“Viewing and configuring |EEE 802.1p bits and QoS levels,” next
“Viewing and configuring DSCP and QoS level mapping” on page 96

You can view and configure the mapping between the IEEE 802.1p bits and QoS
levels. For bridged, tagged traffic, the switch determines the QoS level based on

the IEEE 802.1p bits and the mapping of those bits to QoS levels via the Ingress
TagToQos mapping table.

other Passport 8000 switches and other devicesin your network.
Inconsistent mapping of table values can result in unpredictable service

levels.

Note: Nortel Networks recommends not changing the default val ues. If
you change the values, make sure that the values are consistent on all

To view and configure |EE 802.1p bit and QoS level mapping:

1

From the Device Manager menu bar, choose QOS > QOS.
The QOS dialog box opens with the QOS tab displayed (Figure 11).

Click the Ingress TagToQos tab.
The Ingress TagToQos tab opens (Figure 12).
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Figure 12 QOS dialog box—Ingress TagToQos tab
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Table 17 describes the Ingress TagToQos tab fields.

Table 17 Ingress TagToQos tab fields

Field

Description

Row

Represents eight egress QoS levels.

Inleee8021P

Value of the IEEE802.1 p bit of the incoming packet.

QosLevel

Equivalent QoS egress (0 to 7).

Viewing and configuring DSCP and QoS level mapping

You can view and configure the mapping between the DSCP and QoS levels. For
all routed | P packets, the port maps the DSCP to the QoS level according to the
Ingress DscpToQos table. Note that changes to the mapping table do not take
effect until you reboot the switch.

Note: Nortel Networks recommends not changing the default val ues. If
nd you change the values, make sure that the values are consistent on all

other Passport 8000 switches and other devicesin your network.
Inconsistent mapping of table values can result in unpredictable service
levels.
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To view and configure DSCP and QoS level ingress table mapping:

1 From the Device Manager menu bar, choose QOS > QOS.

The QOS dialog box opens with the QOS tab displayed (Figure 11).
2 Click the Ingress DSCPToQos tab.

The Ingress DSCPToQos tab opens (Figure 13).

Figure 13 QOS dialog box—Ingress DscpToQos tab
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Table 18 describes the Ingress DscpToQos tab fields.

Table 18 Ingress DscpToQos tab fields

Field Description
Row This is used to uniquely identify a row in the table.
InDscp Value of the DiffServ Code Point (in decimal format) in the

IP header of the incoming packet.

InDscpBinaryFormat Value of the DiffServ Code Point in binary format in the IP
header of the incoming packet.

QoslLevel Equivalent Quality of Service level.
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Viewing and configuring egress mapping tables

At the egress node, packets are examined to determineif their IEEE 802.1p bits or
DSCP will be re-marked before leaving the Diff Serv network. Upon examination,
if the packet is egressing as atagged packet, the IEEE 802.1p tag is set based on
the QoS level-to-|EEE 802.1p bit mapping. In routed packets, the DSCP remains
unchanged; in bridged packets, however, the DSCP is reset based on the QoS
level.

This section includes the following topics:

*  “Viewing and configuring QoS level and |EEE 802.1p bit mapping,” next
*  “Managing QoS levelsby VLAN membership” on page 101

Viewing and configuring QoS level and IEEE 802.1p bit
mapping
You can view and configure the mapping between the QoS levels and the |IEEE

802.1p bits. If the packets egress tagged, then the appropriate | EEE 802.1p bitsare
set according to the Egress QosToTag tab.

Note: Nortel Networks recommends not changing the default val ues. If
-> you change the values, make sure that the values are consistent on all
other Passport 8000 switches and other devicesin your network.
Inconsistent mapping of table values can result in unpredictable service
levels.

To view and configure QoS level and IEEE 802.1p bit mapping:

1 From the Device Manager menu bar, choose QOS > QOS.

The QOS dialog box opens with the QOS tab displayed (Figure 11).
2 Click the Egress QosToTag tab.

The Egress QosToTab opens (Figure 14).
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Figure 14 QOS dialog box—Egress QosToTag tab
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Table 19 describes the Egress QosToTag tab fields.

Table 19 Egress QosToTag tab fields

Field Description

Row This is used to uniquely identify a row in the table.
QosLevel QoS level of the outgoing packet.

Outleee8021P Equivalent value of the IEEE 802.1p bit.

Viewing and configuring QoS level and DSCP mapping

You can view and configure the mapping between the QoS levels and the DSCP.
When no traffic filter is used, the DSCP of bridged I P traffic is reset according to
the QoS level as the traffic egresses. Changes to the mapping table do not take
effect until you reboot the switch.

Note: Nortel Networks recommends not changing the default val ues. If
=»| you change the values, make sure that the values are consistent on all
other Passport 8000 switches and other devicesin your network.
Inconsistent mapping of table values can result in unpredictable service
levels.
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To view and configure QoS level and DSCP mapping:

1 From the Device Manager menu bar, choose QOS > QOS.

The QOS dialog box opens with the QOS tab displayed (Figure 11).
2 Click the Egress QosToDscp tab.

The Egress QosToDscp tab opens (Figure 15).

Figure 15 QOS dialog box—Egress QosToDscp tab
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Table 20 describes the Egress QosToDscp tab fields.

Table 20 Egress QosToDscp tab fields

Field

Description

Row

This is used to uniquely identify a row in the table.

QosLevel

QoS level of the outgoing packet.

OutDscp

Equivalent value of the DiffServ codepoint (in decimal format).

OutDscpBinaryFormat | Equivalent value of DiffServ codepoint in binary format.
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Assigning QoS levels to non-IP traffic

The Passport 8000 switch allows you to assign QoS levels to non-1P traffic.
This section includes the following topics:

e “Managing QoS levels by VLAN membership,” next
*  “Viewing and assigning QoS levels by port” on page 104
*  “Viewing and assigning QoS levels by MAC address’ on page 104

Note: In caseswherethe VLAN, port, MAC address, and DiffServ access
nd port have all set a QoS level, the highest level is honored.

Managing QoS levels by VLAN membership

To view or assignh QoS levelsfor VLANS:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed (Figure 16).

Figure 16 VLAN dialog box—Basic tab

45 10.10.43.35 - VLAN x|

Basic | Advanced | Farwarding |

ﬂ Mame | Caolor Idemiﬂerl Type | Stgld|  PortMembers | Activellembers | StalicMembersl NotAIIDWToJuinl Prutucul\dl SubnetAddrl SubnetMaskl
1[Default [white |byPaort 1[41-4/38 4/40-4/48 [4/1-4/36 4/40-4743 | | [none [ N, [MA, |
3WLAN-3 [white |byPort | 1]4/37-4/39 |4/37-4£39 | | [none | N | PAA |

Bl |l| = [ .|App\y| Refreahl T— | Deletelﬁlﬂ—l Clusel Help...l

2 rows)

2 Inthe VLAN dialog box—Basic tab, click the Advanced tab.
The VLAN dialog box—Advanced tab opens (Figure 17).
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Figure 17 VLAN dialog box—Advanced tab
|
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3 To changethe assigned QoS level for al traffic from a specified VLAN,
double click in the QoSLevel field, and select a new level from the list.

Table 21 describes the VLAN dialog box—Advanced tab fields.

Table 21 Advanced tab fields

Field Description

Id A value that uniquely identifies the Virtual LAN associated
with this entry.

Name An administratively assigned name for this VLAN.

Ifindex The logical ifindex assigned to this VLAN; select a value from
2049 to 4095.

Type Type of VLAN:
e byPort

¢ bylpSubnet

* byProtocolld (8600 modules and 8100 modules)
¢ bySrcMac (8600 modules only)

« bySvlan (8600 modules only)

« bylds
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Table 21 Advanced tab fields (continued)

Field Description
Protocolld The protocol identifier for protocol-based VLANS. This value
is taken from the Assigned Numbers RFC.
« ip (IP version 4)
« ipx802dot3 (Novell IPX on Ethernet 802.3 frames)
« ipx802dot2 (Novell IPX on IEEE 802.2 frames)
* ipxSnap (Novell IPX on Ethernet SNAP frames)
* ipxEthernet2 (Novell IPX on Ethernet Type 2 frames)
« appleTalk (AppleTalk on Ethernet Type 2 and Ethernet
SNAP frames)
¢ declLat (DEC LAT protocol)
¢ decOther (Other DEC protocols)
¢ snaB802dot2 (IBM SNA on IEEE 802.2 frames)
¢ snaEthernet2 (IBM SNA on Ethernet Type 2 frames)
« netBIOS (NetBIOS protocol)
¢ xns (Xerox XNS)
¢ vines (Banyan VINES)
e ipv6 (IP version 6)
« usrDefined (user-defined protocol)
*« RARP (Reverse Address Resolution protocol)
« PPPoOE (Point-to-point protocol over Ethernet)
Note: if the VLAN type is port-based, None is displayed in
the Basic tab Protocolld field.
Encap The encapsulation method. Values are:
e Ethernetl
¢ SNAP
e LLC
¢ RAW
AgingTime The timeout period (in seconds) for aging out dynamic
member ports of policy-based VLANs.
MacAddress MAC address assigned to the virtual router interface of this

VLAN. This field is meaningful only if rcVlanRoutingEnable is
equal to true(1).

Vlan Operation Action

VLAN-related actions.

Result Result from the last VLAN action.

UserDefinedPid When rcVilanProtocolld is set to usrDefined(15) in a
protocol-based VLAN, this field represents the 16-bit
user defined protocol identifier.

UserPriority Priority level.
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Table 21 Advanced tab fields (continued)

Field Description

QosLevel The assigned QoS level for all traffic from a VLAN.

FirewallVlanType The Firewall VLAN type used for this VLAN. Values are
* None

*  NAAP

« Enforceable

¢ Peering

Viewing and assigning QoS levels by port

To view or assign QoS levels by port:
From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed. Figure 18 illustrates
the QoS area of the Interface tab.

Figure 18 QoS area of Interface tab
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[ DiffServEnable
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The QosLevel field shows the QoS level assigned to the specified port.

Viewing and assigning QoS levels by MAC address

To view or assign QoS levels by MAC address:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed (Figure 19).
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Figure 19 VLAN dialog box—Basic tab
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2 IntheVLAN dialog box—Basic tab, select aVVLAN.
The Bridge button is highlighted.
3 Click Bridge.

The Bridge, VLAN dialog box opens with the Transparent tab displayed
(Figure 20).

Figure 20 Bridge, VLAN dialog box—Transparent tab
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4  Select the Static tab.
The Bridge, VLAN dialog box—Static tab opens (Figure 21).

Figure 21 Bridge, VLAN dialog box—Static tab
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5 IntheBridge, VLAN dialog box—Static tab, click Insert.
The Bridge, VLAN, Insert Static dialog box opens (Figure 22).

Figure 22 Bridge, VLAN Insert Static dialog box
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In the MacAddress text box, type aMAC address.
In the Port text box, click the ellipsis button and select the port(s).
In the QosLevel area, select the QoS level.

Click Insert.

© 00 N O

Creating and managing a traffic profile

Policing is the process of assigning atraffic rate to a microflow or aggregate flow
asit traverses the Diff Serv network. The microflow or aggregate flow is eval uated
against defined traffic profiles. When atraffic profile isin effect, it checks each
packet for the average rate. If the rate is within the value defined in the profile
(that is, the packet is“in profile”), the packets are marked with the in-profile
DSCP. If the rate exceeds the defined value, the packets either are marked with the
out-of-profile DSCP or are discarded, based on the action defined in the traffic
profile. The following section describe how to configure a traffic profile.

This section includes the following topics:

» “Creating atraffic profile,” next
» “Editing atraffic profile’ on page 108
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Creating a traffic profile

A traffic profile specifies the handling properties of atraffic flow selected by a
classifier. It provides rulesfor determining whether a particular packet isin profile
or out of profile; this determination resultsin the policing of 1P packets within a

traffic flow.

To create atraffic profile:

1 From the Device Manager menu bar, choose QOS > Profile.
The QOSProfile dialog box opens (Figure 23).

Figure 23 QOSProfile dialog box
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2 Click Insert.

The QOSProfile, Insert dialog box opens (Figure 24).

Figure 24 QOSProfile, Insert dialog box
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3 Typeinformation in the appropriate fields.
4  Click Insert.

Table 22 describes the fields in the QOSProfile, Insert dialog box.

Table 22 QOSProfile, Insert dialog box fields

Field Description

Id Profile ID.

Name Profile name.

Enable Enables (true) or disables (false) the profile.

TranslateDscpEnable | Specifies whether translation of the DSCP should be performed.
If true is selected, packets that fall within the traffic profile are
re-marked with the InProfileDscp value. Packets that fall outside
the traffic profile are re-marked with the OutProfileDscp value.

If false is selected, no translation is performed.

InProfileDscp Specifies the DSCP value for “good” packets. A value of zero
(000000) means leave the DSCP field unchanged.

OutProfileDscp Specifies the DSCP value for “violation” packets. A value of zero
(000000) means leave the DSCP unchanged.

DiscardEnable Specifies whether or not packets that fall outside the traffic

profile should be discarded.

AverageRate Average rate is accomplished in increments of 64 bytes every
2.5 milliseconds.

Editing a traffic profile

A traffic profile specifies the handling properties of atraffic flow selected by a
classifier. It provides rules for determining whether a particular packet isin profile
or out of profile; this determination results in the policing of | P packets within a
traffic flow.

To edit atraffic profile:

1 From the Device Manager menu bar, choose QOS > Profile.

The QOSProfile dialog box opens with the Traffic Profile tab displayed
(Figure 25).
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Figure 25 Traffic Profile tab—QOSProfile dialog box

5 10.125.200.44 - QOSProfile

Traffic Pruﬂlel

|d|Mame| Enable| TranslateDscpEnable| InProfileDscp | QuiProfileDscp | DiscardEnable| AverageR ate
1|Accta |true true aooooo Qooono true 1

Applvl Refreshl Insert [e[ElE |ﬁ|@@ﬂﬂl

insered.

2 To change the name of atraffic profile, double click in the name field and
enter anew name.

3 Toenable or disable atraffic profile feature, double click in the desired field
and select enable (true) or disable (false) from the list, as shown in Figure 26.

Figure 26 Editing a traffic profile
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Table 23 describes the Traffic Profile tab fields.

Table 23 Traffic Profile tab fields

Field Description

Id Profile ID.

Name Profile name.

Enable Enables (true) or disables (false) the profile.

TranslateDscpEnable | Specifies whether translation of the DSCP should be performed.
If true is selected, packets that fall within the traffic profile are
re-marked with the InProfileDscp value. Packets that fall outside
the traffic profile are re-marked with the OutProfileDscp value.

If false is selected, no translation is performed.
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Table 23 Traffic Profile tab fields (continued)

Field

Description

InProfileDscp

Specifies the DSCP value for “good” packets. A value of zero
(000000) means leave the DSCP field unchanged.

OutProfileDscp

Specifies the DSCP value for “violation” packets. A value of zero
(000000) means leave the DSCP unchanged.

DiscardEnable

Specifies whether or not packets that fall outside the traffic
profile should be discarded.

AverageRate

Average rate is accomplished in increments of 64 bytes every
2.5 milliseconds.

316433-C Rev 00




111

Chapter 4
Configuring QoS using the CLI

This chapter describes CLI commands that are used to configure IP QoS and the
IP forwarding database in your Passport 8000 Series Switch.

»  For conceptual information about QoS, see Chapter 1, “QoS and IP filtering
concepts,” on page 21.

»  For configuration examples, including the required CLI commands, see
Chapter 2, “ Configuration examples,” on page 49.

This chapter includes the following topics:

Command Page
Roadmap of IP commands 112
IP QoS commands 113
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Roadmap of IP commands

The following roadmap lists some of the IP commands and their parameters. Use

thislist asaquick reference or click on any command or parameter entry for more
information.

Command Parameter

config ethernet <ports>
enabl e-di ffserv true

config ethernet <ports>
access-di ffserv true

config ethernet <ports>
access-diffserv fal se

config qos egressnmap <l evel > i nfo
1p <l evel > <ieeelp>

ds <l evel > <dscp>

config qos ingressmap <l evel > i nfo
1p <i eeelp> <l evel >

ds <dscp> <l evel >

show gos queue <l evel >
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IP QoS commands

The IP QoS commands allow you to enable the Quality of Service (QoS) features
on the switch. Refer to Chapter 1, “QoS and I P filtering concepts,” on page 21 for
general information about Quality of Service features.

This chapter includes the following topics:

e “Configuring DiffServ ports,” next

e “Configuring the QoS egress map table” on page 116
» “Configuring the QoS ingress map table” on page 118
» “Showing QoS queue information” on page 120

Configuring DiffServ ports

On a Passport 8000 switch, using a global filter to apply a QoS rate-limiting
profile to a Diff Serv access port results in a nondeterministic effective rate for that
flow. To impose a specific rate limit for traffic flow ingressing those ports, use a
source/destination filter for the Diff Serv access ports.

To enable end-to-end QoS for |P traffic, you must identify which ports will serve
as the Diff Serv access ports (untrusted ports) and which ports will serve as
DiffServ core port (trusted ports) and set them accordingly (Figure 27).

Figure 27 Access and core ports
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Enabling Diffserv on a port
To enable DiffServ on a port, use the following command:
config ethernet <ports> enable-diffserv true

When you first enable DiffServ on a port, the port typeis set to “core,” by default,
which means the Type of Service (TOS)! bits are trusted.

Changing the default core port to an access port
To change the default core port to an access port, use the following command:
config ethernet <ports> access-diffserv true

Note that Access ports are untrusted ports.

Changing an access port to a core port

You can change an untrusted access port to a (trusted) core port using the
following command:

config ethernet <ports> access-diffserv false

Viewing traffic classification and policing variables

Your Passport 8000 Series switch contains the QoS mapping needed to enable a
DiffServ domain. You can view the default QoS configurations, including the
following:

» The egress and ingress mapping tables for the DiffServ codepoints (DSCP)
and the eight QoS levels

» Thetraffic classification and policing variables

1 IP allows a Type of Service implementation, providing traffic prioritization and Quality of Service
(QOS) attributes.
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To view the traffic classification and policing variables, use the following
commands:

show qos queue

config ip traffic-filter traffic-profile <pid> info
config qos ingressmap info

config qos egressmap info

To view the Diff Serv settings for non-1P traffic, use the following commands to
display the QoS setting for VLANS, ports, and MAC addresses, respectively:

config vlan <vid> info
config ethernet <ports> info
show vl an info fdb-entry <vid>

Caution: Nortel Networks recommends not changing the default

@ values. If you change the values, make sure that the values are consistent
on all other Passport 8000 Series switches and other devicesin your
network. Inconsistent mapping of values can result in unpredictable
service levels.
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Configuring the QoS egress map table

To configure IEEE 802.1p levels and DSCP bytesto QoS level maps, use the
following command:

config qos egressmap <l evel >

This command includes the following options:

config qos egressmap <l evel >

followed by:

info Displays which DSCP and IEEE 802.1p levels are
mapped to QoS levels for egress traffic
(Figure 28).

1p <l evel > <i eeelp> Maps the QoS level to IEEE 1p priority bits.

Changes to this mapping table will not take effect
until you save and reboot the switch.

« | evel isthe QoS level {0..7}.
« ieeelpisthe IEEE 802.1p bits {0..7}.

ds <l evel > <dscp> Maps the QoS level to the DSCP. Changes to this
mapping table will not take effect until you save
and reboot the switch.

« | evel isthe QoS level {0..7}.
» dscp is a 6-bit binary number.

Figure 28 on page 117 shows sample output for this command.
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Figure 28 config qos egressmap info command output

4 N

Passport-8610# config qos egressmap info

1p
level : O
ieeelp : 1

1p
level : 1
ieeelp : O

1p
| evel : 2
ieeelp : 2

1p
level : 3
ieeelp : 3

1p
level : 4
ieeelp : 4

1p
level : 5
ieeelp : 5

1p
level : 6
ieeelp : 6

1p
level : 7
ieeelp : 7

ds
level : O
DSCP : O

DSCP- bi n : 000000

ds
level : 1
DSCP : O

DSCP- bi n : 000000
ds
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Configuring the QoS ingress map table

To configure the IEEE 802.1p levels and DSCP bytes to QoS level maps and to

change those settings, if necessary

config qos ingressmap <l evel >

This command includes the following options:

followed by:

config qos ingressmap <l evel >

info

Displays which DSCP and IEEE 802.1p levels are
mapped to QoS levels for egress traffic
(Figure 29).

1p <i eeelp> <l evel >

Maps the QoS level to IEEE 1p priority bits.
Changes to this mapping table will not take effect
until you save and reboot the switch.

» <i eeelp>isthe IEEE 802.1p bits {0..7}.
« <| evel > is the QoS level {0..7}.

ds <dscp> <l evel >

Maps the QoS level to the DSCP. Changes to this
mapping table will not take effect until you save
and reboot the switch.

» <dscp> is a 6-bit binary number.
« <| evel > is the QoS level {0..7}.

Figure 29 shows an example of the output for this command.
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Figure 29 config qos ingressmap info command output

\

Passport-8610# config qos ingressmap info

1p
ieeelp : O
| evel 1

1p
ieeelp : 1
level : O

1p
ieeelp : 2
level : 2

1p
ieeelp : 3
level @ 3

1p
ieeelp : 4
level : 4

1p
ieeelp : 5
level : 5

1p
ieeelp : 6
level : 6

1p
ieeelp : 7
level : 7

ds
DSCP : O

DSCP-bi n : 000000

level : 1

ds
DSCP : 1

DSCP-bi n : 000001

level : 1

Configuring QoS and IP Filtering



120 Chapter 4 Configuring QoS using the CLI

Showing QoS queue information

To show the DiffServ queue settings for the eight queues on the switch, use the
following command:

show qos queue <l evel >

The queues are serviced using guaranteed Weighted Round Robin mechanism.
QoSlevel 7 isreserved for network control traffic, and you cannot change the

settings for that queue. Refer to Chapter 1, “QoS and | P filtering concepts,” on
page 21 for more information about these queues.

Figure 30 shows sample output for this command.

Figure 30 show qos queue 3 command output

4 )

Passport-8610# show qos queue 3

Qs Queue Tabl e

SERVI CE ADM N OPER
LEVEL CLASS VEI GHT VEI GHT
3 Sil ver 18 18
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Chapter 5
Configuring IP filters using Device Manager

IP filters are used to manage traffic and, in some cases, to provide security. Each
filter set includes match conditions (alist of filter records defining the match
criteria) and actions (forward, drop, prioritize, mirror, modify DS field, modify
IEEE 802.1p priority, or prevent incoming TCP connections) to be performed
when a match condition is satisfied.

However certain configurations that require alarge number of IP filtersare known
to block the processing of LED information. Therefore, the CPU Utilization LED
display may not be updated when the CPU is at 100% utilization.

This chapter describes how to use Device Manager to configure IP filters that are
supported on a Passport 8000 Series Switch.

»  For conceptual information about QoS, see Chapter 1, “QoS and IP filtering
concepts,” on page 21.

»  For configuration examples, including the required CLI commands, see
Chapter 2, “ Configuration examples,” on page 49.

This chapter includes the following topics.

Topic Page
Filter characteristics 122
Managing filters 124
Controlling filters 137
Editing Diffserv information 139
Building global filter sets 141
Building source and destination filter sets 143
Editing filtered ports 144
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Filter characteristics

IP filters apply to all routed IP packets to be forwarded through a switch on
specified ingress ports. The filters are applied to the switch ingress ports with a
default action to forward or drop. All packets not matching any filter are
forwarded or dropped, depending on the port’s default action.

This section includes the following topics:

e “Global filters,” next
o “Trafficfilters (source and destination)” on page 123
e “Action modes’ on page 124

Note: Filters are applied to a port using filter sets, and actions are
=¥ | assigned when applying afilter set to a port. The actions of individual
filters can override the default actions of the port.

Filters on an [Product Family] have the following characteristics and
reguirements:

» Global filter set lists must have an ID of 1 through 100 (100 total).

e Source and destination filter set lists must have an 1D of 300 to 1000 (700
total).

Note: You can have only acombined total of 128 global filter sets and
=>| source/destination filter sets.

» Source, destination, and global filter names do not have to be unique.

» A set of source/destination filtersisdefined in alist, and thelist isapplied to a
port or set of ports. Multiple lists can be assighed to any given port.

» A setof global filtersisdefined in alist (not exceeding eight per list), and the
list isapplied to a port or set of ports. Multiple lists may be applied to agiven
port or set of ports, but the maximum number of global filters that can be
enabled on agiven port set is eight.
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Global filters

Global filters may specify a source |P address and mask, a destination |P address
and mask, both of these, or neither of these. Global filters have the following
characteristics:

e No minimum or maximum mask length exists.

* Only one unique global filter of each source/address pair can be defined.

» Uptoeight global filters can be applied to aport or set of ports on an [Product
Family].

» A global filter can cause the same actions as described above for source/
destination filters.

Note: Global filters for IP routed traffic can only be applied to
=»| non-DiffServ enabled ports.

Traffic filters (source and destination)

Source filters must specify a source | P address and mask, and they may optionally
specify a destination | P address and mask. Destination filters must specify a
destination |P address and mask, and they may optionally specify a source IP
address and mask. You can configure source filters with 0.0.0.0/0.0.0.0 as the
source address however, thisfilter will be connected to al forwarding records.
You can configure destination filters with 0.0.0.0/0.0.0.0 as the destination
address.

» Forward the packet when the filter is applied with aforward action.
» Drop the packet when the filter is applied with adrop action.

*  Mirror the packet to the defined mirror port.

* Matchthe DSfield.

* Modify the DS codepoint (only on DiffServ access ports).

« Modify |EEE 802.1p.
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Action modes

Each brouter port on an [Product Family] has a default action mode of forward
associated with it. A packet that matches any filter with the action mode of drop
will be dropped. A packet that matches one filter having the action mode of
forward will be forwarded if and only if it does not also match afilter with the
drop action mode. If a packet matches multiple filters, if any one of them is drop,
the packet will be dropped.

Table 24 indicates the forward/drop behavior of a port if filter matches are found
for a packet.

Table 24 Port actions for filters

Port mode Filter mode Packet action

Forward Default Forward all packets that match the filter.

Drop Default Drop all packets.

Forward Forward Forward all packets that match the filter.

Drop Forward Drop all packets except those that match the filter.
Forward Drop Drop all packets that match the filter.

Drop Drop Drop all packets.

Managing filters

You can edit and create filter and Diff Serv information from the Filters tab. The

following sections describe tasks involved in managing filters:

e “Inserting afilter,” next

*  “Graphing afilter” on page 136
« “Editing afilter” on page 137
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Inserting a filter

On an Passport 8000 Series Switch chassis, you can create global, destination, and
source filters.

Inserting a global filter

To insert aglobal filter:

1

From the Device Manager menu bar, choose |P Routing > Filter.
The Filter dialog box opens with the Filters tab displayed (Figure 31).

Figure 31 Filter dialog box—Filters tab

x|
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18 rovwls)
2 Click Insert.
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The Filter, Insert Filters dialog box opens (Figure 32).

You can use this dialog box to select the criteriafor global filters and Diff Serv
filters. The DiffServ filter fields are described in Table 28 on page 140.

The values displayed in Figure 32 are the default values, and the only criteria
that is automatically enabled on afilter is StopOnMatch.

In the Typefield, select Glabal.

In the DstAddr field, type the destination I1P address (optional).
In the DstMask field, type the destination subnet mask (optional).
In the SrcAddr field, type the source | P address (optional).

In the SrcMask field, type the subnet mask (optional).

Type the name of thefilter (optional).

Set the Protocol Type: ignore (none), icmp, tcp, or udp (optional).
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10

11

12

13

14
15

16

17

18

Type the source port, and select the source option (equal, not equal, greater,
less, or ignore).

Thisstep is applicable only if a TCP or UDP protocol was selected.

Type the destination port, and select the destination option (equal, not equal,
greater, less, or ignore).

This step is applicable only if aTCP or UDP protocol was selected.
Set the following parameters (optional):

— Mirror
— TcpConnect

In the Mode field, select the mode (useDefaultAction, forward, drop, or
forwardToNextHop).

In the Set StopOnM atch option box, click to enable or disable.

In the MatchlcmpRequest option box, click to enableif you want matching on
ICMP request packets performed.

In the Matchl pFragment option box, click to enable if you want matching on
fragmented | P packets performed.

In the EnableStatistic option box, click to enableif you want statistics for this
filter.

Select the Diff ServM odifyleeeB021PEnabl e option box if you want to modify
the |IEEE 802.1p field.

Note: When you enable atraffic filter to modify either the DSCP or the

=»| |EEE 802.1p bits, the traffic filter also modifiesthe other value based on

the corresponding value in the QoS ingress tabl es.

19

20

21

If you do not want to use the | EEE 802.1p value automatically assigned based
on the QoS Table, you can enter the modify value of the IEEE 802.1p field.

In the Diff ServM odifyDscpEnabl e option box, click to enable if you want to
modify the DiffServ codepoint field.

In the DiffServModifyDscp field, you can type the value of the Diff Serv
codepoint if you do not want to use the DSCP value automatically assigned
based on the QoS Table.
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22 Specify the DiffServTrafficProfileld of the traffic profile, if any, to be
associated with thisfilter.

23 Click Insert.

The new filter isdisplayed in the Filters tab (see Figure 31 on page 125). If
you changed the DiffServ filter fields, that information is displayed in the
DiffServ tab (see Figure 38 on page 140).

Figure 32 Filter, Insert Filters dialog box—qglobal type selected
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Table 25 describes the Filter, Insert Filters dialog box fields.
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Table 25 Filter, Insert Filters dialog box fields

Field Description

Type Source filter, destination filter, global filter.

DstAddr Destination IP address.

DstMask Destination subnet mask.

SrcAddr Source IP address.

SrcMask Source subnet mask.

Id The filter ID (1 to 4096).

Name The IP filter name.

ProtocolType The IP protocol type (icmp, tcp, udp).

ProtocolTypeUsrDefined When the ProtocolType is set to 256 in an IP Filter,
this field represents the 8-bit user defined protocol
identifier. The default is 0.

SrcPort (tcp/udp only) The TCP/UDP source port number.

SrcOption (tcp/udp only)

The TCP/UDP source port option (ignore, equal, less,
greater, or not equal).

DstPort (tcp/udp only)

The TCP/UDP destination port number.

DstOption (tcp/udp only)

The TCP/UDP destination port option (ignore, equal,
less, greater, or not equal).

Mirror

Set to enable to mirror the packet to the defined mirror
port.

TcpConnect (tcp only)

Set to enable to allow only TCP connections
established from within the network or disable to allow
bidirectional establishment.

Mode This field can be set to useDefaultAction, forward,
dropforwardToNextHop.
StopOnMatch Sets the filter to stop on match, the default setting.

MatchlcmpRequest

Set MatchlcmpRequest to enable if matching on ICMP
request packets should be performed.

MatchlpFragment

Set MatchlpFragment to enable if matching on
fragmented IP packets should be performed.

EnableStatistic

Set EnableStatistic to enable if you want statistics for
this filter.

NextHopForwardIpAddr
(destination/source filter only)

Set NextHopForwardlpAddr to apply filter to the next
hop.
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Table 25 Filter, Insert Filters dialog box fields (continued)

Field

Description

NextHopUnreachableDropEnable
(destination/source filter only)

Set NextHopUnreachableDropEnable to enable if you
want drop action.

DiffServMatchDscpEnable
(destination/source filter only)

Set to enable to allow a match on the DS field (8 bits),
which is composed of the 6-bit DS codepoint (DSCP)
and the 2-bit reserved fields.

DiffServMatchDscp

This field is used to specify the match value for the
DSCP. The user must enter a 6-bit binary value, and,
by default, the value is 000000. If the DSCP in the
incoming packet matches this value, then this filter is
applied to the packet.

DiffServMatchDscpReserved

This field is reserved for future use. The default is a
2-bit binary value of 00 and should not be changed.

DiffServModifyleee8021PEnable

Set to enable to allow the IEEE 802.1p field to be
modified on packets ingressing DiffServ access ports
only. By default, the IEEE 802.1p field is set to zero.

DiffServModifyleee8021P

If you do not want the IEEE 802.1p field set to zero,
use this field to specify the value of the IEEE 802.1p
field. You first must enter a value, set the
Modifyleee8021PEnable field to false, and then set it
to true.

DiffServModifyDscpEnable

Set to enable to allow the DSCP (6 bits) to be modified
on packets ingressing DiffServ access ports only. By
default, the DS codepoint is set to 000000.

DiffServModifyDscp

If you do not want the DSCP set to zero, use this field
to specify the value of the DSCP. You first must enter a
6-bit value, set the ModifyDscpEnable field to false,
and then set it to true.

DiffServTrafficProfileld

This field is used to specify which traffic profile should
be applied to packets matching this filter. A zero value
means do not apply any traffic profile.

Inserting a destination filter

To insert a destination filter:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (Figure 31 on

page 125).
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2 From the Filterstab, click Insert.
The Filter, Insert Filters dialog box opens (Figure 33).
Table 25 on page 128 describes the Filter, Insert Filters dialog box fields.
3 Inthe Typefidd, select destination.
The Insert Filters dialog box with destination selected for type is shownin
(Figure 33).

Figure 33 Filter, Insert Filters dialog box—destination type selected

Type: | C global & [ DittServMatchDscpEnable

DstAddr: IDDDD— DiffServMatchDecq: W(B-bﬂ bitaty: walue]
DstMask: IDDDD— LiffServMatehDecpReserved: J00 [ 2-bit bifary: walue]
SrcAddr: IDDDD— r DitfServiodifyleee5021PEnakle
SrcMask: IDDDD— DiffSeryModifyleeeBU2 R |0 0.7

Id: [1 1..3071 r DitfServiodityDscpEnable
[arne: l— DiffSeryModifyiacg: (000000 (E-bait bifary: walue]
&+ ignore  icmp  tep
PraotocolType: | udp " ipsecesp { ipsecah DitiServTrafficProfield: [0 0,64
" ospt  wrrp " ustDefined

Protocallypellsriefined: |0 0,255

SrePort: ID 0. 65535

SroOption: | € equal € notEgual € grester € less % lignare

DratRart: ID 0. 65535

Distption: | equal € notEguall € grester € less % ignore
™ mirror
™ TepConnest

% uzeDefauttaction  © forward
hode:
" drop " forwardToNextHop

[ StopCnhistch
r MatchlcmpRequest
r MatchlpFragment

™ EnableStatistic

MextHopForwardipddr: I

r MextHopUnreachahleDropEnakble

Closel Help...l

4  For destination filters, type the destination |P address and subnet mask.
5 Inthe DstAddr field, type the destination | P address.
6 Inthe DstMask field, type the destination subnet mask.
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12

13

14

15

16
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In the SrcAddr field, type the source | P address (optional).

In the SrcMask field, type the subnet mask (optional).

Type the name of thefilter (optional).

Set the Protocol Type: ignore (none), icmp, tcp, or udp (optional).
Set the Protocol TypeUsrDefined.

Type the source port and select the source option (equal, not equal, greater,
less, or ignore).

This step is applicable only if a TCP or UDP protocol was selected.

Type the destination port and select the destination option (equal, not equal,
greater, less, or ignore).

This step is applicable only if a TCP or UDP protocol was selected.
Set the following parameters (optional):

— Mirror
— TcpConnect

In the Mode field, select the mode (useDefaultAction, forward, drop, or
forwardToNextHop).

In the Set StopOnM atch option box, click to enable or disable.

In the MatchlcmpRequest option box, click to enableif you want matching on
ICMP request packets performed.

In the MatchlpFragment option box, click to enable if you want matching on
fragmented 1P packets performed.

In the EnableStatistic option box, click to enableif you want statistics for this
filter.

In the NextHopForwardl pAddr field, type the | P address of the forwarding
hop.

In the NextHopUnreachableDropEnable option box, click to enable or
disable.

Select the Diff ServM atchDscpEnable option box, if you want to modify the
DiffServMatchDscp field.

Enter the Diff ServMatchDscp value (in binary format) to match the DiffServ
codepoint field.
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24

Leave the DiffServMatchDscpReserved field at its default of 00.

Note: When you enable atraffic filter to modify either the DSCP or the

=»| |EEE 802.1p bits, the traffic filter also modifiesthe other value based on

the corresponding value in the QoS ingress tables.

25

26

In the Diff ServM odifyl eee8021PEnabl e option box, click to enable if you

want to modify the IEEE 802.1p field.

If you do not want to use the |EEE 802.1p value automatically assigned based
on the QoS Table, you can enter the modify value of the IEEE 802.1p field.

Note: When you enable atraffic filter to modify either the DSCP or the

=>| |EEE 802.1p hits, the traffic filter also modifies the other value based on

the corresponding value in the QoS ingress tables.

27

28

29

30

In the Diff ServM odifyDscpEnable option box, click to enable if you want to
modify the DiffServ codepoint field.

In the Diff ServModifyDscp field, you can type the value of the Diff Serv
codepoint if you do not want to use the DSCP value automatically assigned
based on the QoS Table.

Specify the DiffServTrafficProfileld of the traffic profile, if any, to be
associated with thisfilter.

Click Insert.

The new filter is displayed in the Filters tab (see Figure 31 on page 125). If
you changed the DiffServ filter fields, that information is displayed in the
Filters Diff Serv dialog box (see Figure 38 on page 140).

Inserting a source filter

To insert a source filter:

1

From the Device Manager menu bar, choose | P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).

Click Insert.
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The Filters, Insert Filters dialog box opens (see Figure 32 on page 127).
Table 25 on page 128 describes the Filter, Insert Filters dialog box fields.
3 Inthe Typefield, select Source.

The Filters, Insert Filters dialog box with Source selected for typeis shown in
Figure 34.

Figure 34 Filter, Insert Filters dialog box—source type selected

Type: | © global  destination [ DittServMatchDscpEnable

DstAddr: IDDDD— DiffSeryMatehDeacg: (000000 (E-bait bifary: walue]
DstMask: IDDDD— LiffSeryMatehDscpReserved: IDD—(2-b'rt bitaty: walue]
SrcAddr: IDDDD— r DitfServiodifyleee5021PEnakle
SrcMask: IDDDD— LiffSeryhodifyleeeB021 B ID_ 0.7

Id: [1 1..3071 r DitfServiodityDscpEnable
[arne: l— DiffSersModify e W(B-bﬂ bitaty: walue]
& igrore  iomp e
PraotocolType: | udp " ipsecesp { ipsecah DiffServTrafficProfiIeId:ID_D..B4
" ospt  wrrp " ustDefined

Protocallypellsriefined: |0 0,255

SrePort: ID 0. 65535

SroOption: | € equal € notEgual € grester € less % lignare

DratRart: ID 0. 65535

Distption: | equal € notEguall € grester € less % ignore

™ mirror

™ TepConnest

% uzeDefauttaction  © forward
hode:
" drop " forwardToNextHop

[ StopCnhistch

r MatchlcmpRequest
r MatchlpFragment
I” Erablestatistic

MextHopForwardipddr: I

r MextHopUnreachahleDropEnakble

Closel Help...l

In the DstAddr field, type the destination |1P address (optional)

In the DstMask field, type the destination subnet mask (optional).
In the SrcAddr field, type the source | P address.

In the SrcMask field, type the subnet mask.

Type the name of thefilter (optional).

o N o o1 b~
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Set the Protocol Type: ignore (none), icmp, tcp, or udp (optional).
Set the Protocol TypeUsrDefined.

Type the source port, and select the source option (equal, not equal, greater,
less, or ignore).

This step is applicable only if a TCP or UDP protocol was selected.

Type the destination port, and select the destination option (equal, not equal,
greater, less, or ignore).

This step is applicable only if a TCP or UDP protocol was selected.
Set the following parameters (optional):

— Mirror
— TcpConnect

Set the Mode (use default, forward, or drop).
In the StopOnM atch option box, click to enable or disable.

In the MatchlcmpReguest option box, click to enableif you want matching on
ICMP request packets performed.

In the Matchl pFragment option box, click to enable if you want matching on
fragmented | P packets performed.

In the EnableStatistic option box, click to enableif you want statistics for this
filter.

In the NextHopForwardlpAddr field, type the IP address of the forwarding
hop.

In the NextHopUnreachableDropEnable option box, click to enable or
disable.

Select the Diff ServM atchDscpEnable option box if you want to modify the
DiffServMatchDscp field.

Enter the Diff ServMatchDscp value (in binary format) to match the DiffServ
codepoint field.

L eave the DiffServMatchDscpReserved field at its default of 00.

Note: When you enable atraffic filter to modify either the DSCP or the

=»| |EEE 802.1p bits, the traffic filter also modifiesthe other value based on

the corresponding value in the QoS ingress tables.
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24

25

In the Diff ServM odifyleeeB021PEnabl e option box, click to enable if you

want to modify the IEEE 802.1p field.

If you do not want to use the |EEE 802.1p value automatically assigned based
on the QoS Table, you can enter the modify value of the IEEE 802.1p field.

Note: When you enable atraffic filter to modify either the DSCP or the

=>| |EEE 802.1p hits, the traffic filter also modifies the other value based on

the corresponding value in the QoS ingress tabl es.

26

27

28

29

In the Diff ServM odifyDscpEnable option box, click to enable if you want to
modify the Diff Serv codepoint field.

In the Diff ServModifyDscp field, you can type the value of the Diff Serv
codepoint if you do not want to use the DSCP value automatically assigned
based on the QoS Table.

Specify the DiffServTrafficProfileld of the traffic profile, if any, to be
associated with thisfilter.

Click Insert.

The new filter is displayed in the Filters tab (see Figure 31 on page 125). If
you changed the DiffServ filter fields, that information is displayed in the
Filters DiffServ dialog box (see Figure 38 on page 140).
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Graphing a filter
Use the Filter tab to graph filter statistics.
To graph filter statistics:

1 From the Device Manager menu bar, choose | P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (Figure 35).
Figure 35 Filters tab—Filter selected

5 134.177.229.236 - Filter

Fiters | cortrol | Diffservs | Giobal Sete | SourceDestination Sets | Mutinesis Platiorms | Mutimedia Streams | Fitered Parts |

Type | Dstadr | Dethtask | Sroadar | Sromack]

Id]| Mame ProtocoIT'fpel SrcPDr‘[I SrcOp’[ionI DstPor‘[I DsiOptiDnI PrutocolT\,fpeLlerefinedI
global (0000 0000 [pooo  [oooo |4

ignore | 0 |ign0re |

0 |ign0re |

ol

E}raph Afply | Refreshl Inser‘t...l Deletel | | hl El ﬁl CIoSel Help...l
1 rovel=)

2 Click the name of thefilter to graph.
3 Click Graph.

The FilterStat dialog box opens with the Filter tab displayed (Figure 36).
Figure 36 FilterStat dialog box— Filter tab

s

& 134.177.229.236 - Filter Stat, Filter ID 1

Abzolutealue | Cumulative | Averageisec | Minitnurmizec | Maximumizec LasWaIIsecI

IngressOctets
IngressPkis
RateLimitDiscardPkts

| | ml Ol El ﬂl Clear c:c-untersl Closel Help. . | Pall Interval: [105 = | (00 days, 00h 00m 00s)

nosuchiMame

4 Select the statistic(s) you want to graph.

5 InthePall Interval box, select the polling interval.

6 Click the Graph button (bar, pie, chart, line).
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Table 26 Filter tab fields

Field Description

IngressOctets The total number of igress octets received for this filter.
IngressPkts The total number of ingress packets received for this filter
RateLimitDiscardPkts The total number of rate limit discard packets for this filter.

Editing a filter
To edit basic filter information:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125). Packets matching afilter match criteria follow the filter action
specified in thefilter. The options set for Diff Serv can be seen in the DiffServ
tab (see Figure 38 on page 140), not the Filters tab.

Table 25 on page 128 describes the Filters tab fields.

2 Click any of the fields with white backgrounds. You will have the option
either to select anew value from the pop-up menu or to enter a new value.

Click Apply.
4 Click Refresh.

After you finish editing the filter, you must reapply the ports associated with
that filter.

Controlling filters

After you insert afilter, you can view and manage filter information in the Control
tab.

To control filter information:

1 From the Device Manager menu bar, choose | P Routing > Filter.
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The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).

2 Click the Control tab.

The Control tab opens (Figure 37).

Figure 37 Filter dialog box—Control tab

erg Contral | DiﬁServs' Global Sets' SourcelDestination Sets' Multimedia Plarrorms| Multimedia Streams' Filtered Pons|

MName | Mirrar | TcpConnect Mode StopOnMateh | MatchlcmpReguest| MatchlpFragment | EnableStatistic | MextHopForwardipAddr | MextHopUnrea
3|alobal-8 [false |false useDefaulthction [true false false false 0.0.0.0 false
3| kathy false |falze useDefaulthction [true false false false 0.0.0.0 false
Jinguyen |false |false useDefaulthction [true false false false 0.0.0.0 false
Tlalabal-17 |false |false useDefaultAction [true false false false 0.0.0.0 false

Twis)

[ 0] ] 0] 2 ] e |

Click Refresh.

4  Select the parameter(s) that you want to modify for each filter.
Click Apply.
Table 27 describes the Control tab fields.

Table 27 Control tab fields

Field Description

Id A unique identifier for the filter.

Name The IP filter name.

Mirror Set to enable to mirror the packet to the defined mirror
port.

TcpConnect Set to true to allow only TCP connections established

from within the network or disable to allow
bidirectional establishment.

Mode This field can be set to:
e UseDefaultAction
e Forward
e Drop

e ForwardToNextHop

StopOnMatch Sets to true to stop on match, the default setting.
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Table 27 Control tab fields (continued)

Field

Description

MatchlcmpRequest

Set MatchlcmpRequest to true if matching on ICMP
request packets should be performed.

MatchlpFragment

Set MatchlpFragment to true if matching on
fragmented IP packets should be performed.

EnableStatistic

Set EnableStatistic to true if you want statistics for this
filter.

NextHopForwardlpAddr

Set NextHopForwardIpAddr to apply filter to the next
hop.

NextHopUnreachableDropEnable

Set NextHopUnreachableDropEnable to enable if you
want drop action.

6 Click any of the fields with white backgrounds. You will have the option
either to select anew value from the pop-up menu or to enter anew value.

If you change avalue in the ModifyDscp or the Maodifyleee8021P field, you
must set the M odifyDscpEnable or M odifyleee8021PEnable field to disable.
Click the Apply and the Refresh buttons, set that field to enable, and then
click the Apply and the Refresh buttons again.

7 Click Apply.
Click Refresh.

After you finish editing the filter, you must reapply the ports associated with

that filter.

Editing Diffserv information

To edit DiffServ information:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on

page 125).
2 Click the DiffServstab.

The DiffServs tab opens (Figure 38). Packets matching afilter criteriafollow
the filter action specified in the filter.
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Note: When you enable atraffic filter to modify either the DSCP or the
=»| |EEE 802.1p bits, the traffic filter also modifiesthe other value based on
the corresponding value in the QoS ingress tables.

Figure 38 Filter dialog box—Diffservs tab

= 10.10.54.27 - Filter x
Filters | Control DifiSevs | Global Sets | Source/Destination Sets | Multimedia Platiorms | Muttimedia Streams | Filtered Ports |
Id Mame | MatchDscpEnable | MatchDsep| MatchDscpReserved | Maodifyleee8021PEnable | Modifyleee8021F | ModifyDscpEnahle | MadifyDscp | TrafficProfil
8laglobal-8 |false oooooo no false Olfalze oooooo :l
Q| kathy true oooooo no false Olfalze oooooo —
10/ nguyen  |falze oooooo no false Olfalze noooon -
4 |

[ 0] ] 0] 2 ] e |

19 ronws)

Table 28 describes the Diff Servs tab fields.

Table 28 DiffServs tab fields

Field Description

Id This field is the filter's unique identifier (id). This field is
automatically generated by the system when a filter is
created.

Name The IP filter name.

MatchDscpEnable Set to enable to allow a match on the DS field (8 bits),

which is composed of the 6-bit DS codepoint (DSCP)
and the 2-bit reserved fields.

MatchDscp This field is used to specify the match value for the
DSCP. The user must enter a 6-bit binary value, and, by
default, the value is 000000. If the DSCP in the incoming
packet matches this value, then this filter is applied to

the packet.
MatchDscpReserved This field is reserved for future use. The default is a 2-bit
binary value of 00 and should not be changed.
Modifyleee8021PEnable Set to enable to allow the IEEE 802.1p field to be

modified on packets ingressing DiffServ access ports
only. By default, the IEEE 802.1p field is set to zero.
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Table 28 DiffServs tab fields (continued)

Field Description

Modifyleee8021P If you do not want the IEEE 802.1p field set to zero,
use this field to specify the value of the IEEE 802.1p
field. You first must enter a value, set the
Modifyleee8021PEnable field to disable, and then
set it to enable.

ModifyDscpEnable Set to enable to allow the DSCP (6 bits) to be modified
on packets ingressing DiffServ access ports only. By
default, the DS codepoint is set to 000000.

ModifyDscp If you do not want the DSCP set to zero, use this field to
specify the value of the DSCP. You first must enter a
6-bit value, set the ModifyDscpEnable field to disable,
and then set it to enable.

TrafficProfileld This field is used to specify which traffic profile should be
applied to packets matching this filter. A zero value
means do not apply any traffic profile.

3 Click any of the fields with white backgrounds. You will have the option
either to select a new value from the pop-up menu or to enter anew value.

If you change a value in the ModifyDscp or the Modifyleee8021P field, you
must set the M odifyDscpEnable or M odifyleee8021PEnable field to disable.
Click the Apply and the Refresh buttons, set that field to enable, and then
click the Apply and the Refresh buttons again.

4 Click Apply.
Click Refresh.

6 After you finish editing the filter, you must reapply the ports associated with
that filter.

Building global filter sets

To build alist of global filter sets:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).
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2 Click the Global Setstab.
The Global Sets tab opens (Figure 39).

Figure 39 Filter dialog box—Global Sets tab

% 10.10.54.27 - Filter

Filters | Control | Difigervs Global Sets | Source/Destination Sets | Multimedia Platiorms | Muttimedia Streams | Filtered Ports |

Id| Mame | FilterldList| MemberPorts
1 [filter-1 |1
2|filter-2 |2,7.8
3|Kathy |27.8
4|filter-9 |2,7.8
5lfilter-5 |2,7.8
Gltest-6

B ronw(s)

3 Click Refresh.
4 Click Insert.
The Filter, Insert Global Sets dialog box opens (Figure 40).

Figure 40 Filter, Insert Global Sets dialog box

% 134.177.229.235 - Filker, I

Id: |3 1..100

Mane: I
FilterldList: o

Inzert| Cloze | Helg. .. |

5 Typethefilter name and select filter ids.
6 Click Insert.

Table 29 describes the fields in the Global Sets tab.
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Table 29 Global Sets tab fields

Field Field

Id An unigue value to identify a particular global filter list.

Name The name that is given to the filter list.

FilterldList This is used to indicate the number of filters that are
associated with this filter list.

MemberPorts The names of the ports the filter is used on.

Building source and destination filter sets

To build source or destination filter sets:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).
2 Click the Source/Destination Sets tab.

The Source/Destination Sets tab opens (Figure 41).

Figure 41 Filter dialog box—Source/Destination Sets tab

% 10.10.54.27 - Filter =]

Filters | Control | Difigervs | Global Sets SourceiDestination Sats | wultimedia Platiorms | Muttimedia Streams | Filtered Ports |

Id | Mame |FilterldList| MemberPorts
300[filter-300 |3
301 [filter-301 |4
302 [filter-302 |34
303 [filter-303 |4

4 ronw(s)
Click Refresh.
4  Click Insert.

The Filter, Insert Source/Destination Sets dialog box opens (Figure 42). You
can use this dialog box to build alist of source and destination filters.
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Figure 42 Filter, Insert Source/Destination Sets dialog box

5 Typethefilter ID and name, and select thefilter ID in the FilterldList.

% 134.177.229.235 - Filter,

Id: |301 300..1000
Marme: I
FiterldList: |
Inzert)] Cloze Help...l

Editing filtered ports

To edit filtered ports:

1 From the Device Manager menu bar, choose |P Routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).

2 Click the Filtered Ports tab.
The Filtered Ports tab opens (Figure 43).

Figure 43 Filter dialog box—Filtered Ports tab

% 10.10.54.27 - Filter

Filters | Control | Difigervs | Global Sets | SourcerDestination Sats | Multimedia Platiorms | mutimedia Streams Fittered Parts |
Ifndesx| FilterSet| Defaulthction | Enable| MumGlobalFilters| MumBaseFilters
14 {300 drap false 1] 1
15 drap false 1] 1]
Applyl Refreshl Insen___l Delete | | hl El ﬂl Closel HElp---l
2 row(s)
3 Click Refresh.
4  Click Insert.

The Filter, Insert Filtered Ports dialog box opens (Figure 44).
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Figure 44 Filter, Insert Filtered Ports dialog box

% 134.177.229.235 - Filter, I x|
Ports: I J
Fiterset: |

Defauttaction: | © forward € drop % none

|_ Enakle

Inzert Clusel Helg... |

5 Inthe Portsfield, click the ellipsis button to the right of the Ports field and
select ports.

6 Click on the élipsis button next to the FilterSet field and select afilter set.

7 Inthe DefaultAction option box, select the action mode to forward, drop, or
none.

8 Click Insert.

Table 30 describes the fields in the Filtered Ports tab.

Table 30 Filtered Ports tab fields

Field Field

Ifindex The port associated with the filter.

Ports The port(s) to which the filter sets need to be applied.
Note: You must select physical ports, not logical ports like
MLT.

FilterSet The selection of filter lists, both global and nonglobal.

DefaultAction This action will be forward, drop, or none.

Enable To make the filters active.

Note: Whenever you change a filter parameter, you must
first disable the filter on its filter ports and then enable the
filter again to reapply the changed filter to the ports.

NumGlobalFilters The number of global filters applied to this port.
NumBaseFilters The number of base source/destination filters applied to
this port.
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Configuring IP telephony and multimedia platform filters

To configure IP telephony multimedia platform filters:

1 From the Device Manager menu bar, choose IP routing > Filter

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).
2 Click the Multimedia Platforms tab.

The Multimedia Platforms tab is displayed (Figure 45).

Figure 45 Filter dialog box—Multimedia Platforms tab
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3 Click Insert.
The Filter, Insert Multimedia Platforms dialog box opens (Figure 46).

Figure 46 Filter, Insert Multimedia Platforms dialog box
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Specify optional name.
Select device.
Select platform.

Click Insert

Specify optional gateway-1P address.
Click optional statistics enable

Table 31 describes the fidlds in the Multimedia Platforms tab.

Table 31 Insert Multimedia Platform fields

Field

Description

Mediald

The number assigned to the filter set. The range is from
3000 to 3127.

Name

Specifies a name for the multimedia platform.

Platform

Specifies the type of multimedia platform used.

Device

Specifies the type of multimedia device used.

IP Address

IP address of the interface you are specifying.

StatisticEnable

Enables or disables the display of statistics on the filter.

Configuring IP telephony and multimedia streams

To configure IP telephony and multimedia streams:

1 From the Device Manager menu bar, choose |P routing > Filter

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on

page 125).

2 Click the Multimedia Streams tab.
The Multimedia Streams tab displays (Figure 47).
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Figure 47 Filter dialog box—Multimedia Streams tab
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3 Click Insert.
The Filter, Insert Multimedia Streams dialog box opens (Figure 48).

Figure 48 Filter, Insert Multimedia Streams dialog box

£ 10.10.40.27 - Filter. Insert Multimedia Streams

Mediald:

Streamid: I_ 1.4
Name:l

|

i

Protocol; (I tcp & udp

Porthin: 0.65534

Ii
Parthda: I 065534

F'artOptiDn:|f'“ src  dest @ grcDest |

Stream Type: € signal & media

MatchDscp:l (B-hit binary value)

Insertl Clnsel Help...l

4  Click the ellipsis button to the right of the Mediald field.
The Mediald list box opens (Figure 49).

Configuring QoS and IP Filtering



Chapter 5 Configuring IP filters using Device Manager 149

Figure 49 Mediald list box

(3000) test!
{3001) test2
(3002) test3

Okl Refreshl CIDSEl

5 Select aMediald from the list box.

6 Click OK.

7 Inthe Filter, Insert Multimedia Stream dialog box, specify Stream Id
8 Specify optional name

9 Select optional Protocol.

10 Specify optional PortMin.

11 Specify optional PortMax.

12 Select PortOption.

13 Select Type.

14 Specify MatchDSCP.

Table 32 describes the Filter, Insert Multimedia Streams dialog box fields.

Table 32 Filter, Insert Multimedia Streams dialog box fields

Field Description

Mediald Displays the Media Id in Media ID Table. (Missing
the pop up screen when selecting the Media Id see
attachment).

StreamID Displays the Port range Id.

Name Enter the stream name.

Protocol Select either TCP or UDP protocol.

Port Min TCP/UDP source or destination port to filter on.

Port Max TCP/UDP source or destination port to filter on.
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Table 32 Filter, Insert Multimedia Streams dialog box fields (continued)

Field

Description

PortOption

Select source port or destination port or both.

Stream Type

Type of stream to filter on. Signal or media.

MatchDscp

Used to specify what the value of the DSCP should
be modified to if this stream is identified. The modifi-
cation is applied at the egress point. The DSCP rep-
resents the high-order 6 bits of the TOS byte.

Configuring IP telephony and multimedia filter lists on a

port

Note: When you create filters for a particular 1P telephony device, they
are exclusive for the device.

To configure an | P telephony filter with defaults:

1 From the Device Manager menu bar, choose IP routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).

2 Click the Filtered Ports tab.
The Filtered Ports tab opens (Figure 50).

Figure 50 Filter dialog box—Filtered Ports tab

% 10.10.40.27 - Filter

Filters| Cuntrnll DiﬁSeNs' Global Setsl SourceiDestination Sets' Multimedia Flatforms | Multimedia Streams  Filtered F'Dﬂsl

Ifindex| FilterSet| DefaultAction | Enable| MumGlobalFilters| MumBaseFilters
141300 nane false a 1
104 nane falsa i] I
Applyl Refreshl Insert Deletel | | ﬁl @l @l Cluse| Help...|
inserted.

3 Click Insert.
The Filter, Insert Filtered Ports dialog box opens (Figure 51).
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Figure 51 Filter, Insert Filtered Ports dialog box

#% 10.10.40.27 - Filter. Insert Filtered Ports

Ports: I— J

FiIterSet:I

Defaultdction: ‘(" forward © drap @ nane ‘

[ Enahle

Insertl Clnsel Help...l

4 Click the Port list box selection button.

The I pFilterPortlflndex dialog box opens (Figure 52).

Figure 52 FilterPortIflndex dialog box

5 10.10.40_27-1pFilterPort findex

=
-

1|z]z]als |8 |7 |2 |a|10]11]12] 12| 14] 15| 16| 17| 18] 18] 20| 21| 22| 23| 24| 25| 26 27 | 28| 26| 20| 21| 22| 22| 24| 25| 26| 27 | 22| 2| aa| a1

1|2z |3|5|6]7 |2

12|25 |67 |5

5] oo

5 Select aport.
6 Click OK.
7 Click on the ellipsis button to the right of the FilterSet field.
8 Select afilter set.
9 Click OK.
10 Select forward.
11 Check Enable.
12 Click Insert.
Thefiltered port is enabled and appears in the Filter dialog box.

Table 33 describes the Filter, Insert Filtered Ports dialog box fields
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Table 33 Filter, Insert Filtered Ports fields

Field Description

Ports Specifies the slot/port numbers of the filtered port.
Filterset Identifies the filter set to be enabled.

Enable Enables and disables the filter. The default is dis-

abled.

Default Action

Defines the default action. Options are forward,
drop, and none.

Enabling and Disabling an IP telephony and multimedia
filter on a port

To enable an IP telephony and multimedia filter on a port:

1 From the Device Manager menu bar, choose IP routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on

page 125).

2 Click the Filtered Ports tab.
The Filtered Ports tab opens (Figure 53).
3 Double click on the Enable column of the filter you want to enable.

A list box opens (Figure 53).

Figure 53 Filter dialog box—Filtered Ports tab.

% 10.10.40.27 - Filter

Filtersl Cnntrall Diﬂ’Servs' Glohal Sets' Source/Destination Setsl Multimedia Platforms | Multimedia Streams  Filtered Forts

Ifindex| FilterSet| Defaultdction | Enable] MumGlobalFilters | MumBaseFilters
101|300 nomne al... =l 0 1
114 none 0 1}
el Refreshl Insen...l Deletel | | ﬁl @l @l Clusel Help...l
2 rowis)

4  Select true or false.
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5 Click Apply.

Deleting an IP telephony and multimedia filter list from a
port

To delete an | P telephony filter:

1 From the Device Manager menu bar, choose IP routing > Filter.

The Filter dialog box opens with the Filterstab displayed (see Figure 31 on
page 125).
2 Click the Filtered Ports tab.

The Filtered Ports tab opens (Figure 53).

Select the row with slot/port number of the filter you want to delete.
4 Click Delete.

The port isremoved from the list of filtered ports.

Configuring QoS and IP Filtering



154 Chapter 5 Configuring IP filters using Device Manager

Configuring QoS and IP Filtering



155

Chapter 6
Configuring IP filters using the CLI

This chapter describes CLI commands that are used to configure IP traffic filters
on the Passport 8000 Series Switch.

Certain configurations that require alarge number of IP filters are known to block
the processing of LED information. Therefore, the CPU Utilization LED display
may not be updated when the CPU is at 100% utilization.

»  For conceptual information about QoS, see Chapter 1, “QoS and IP filtering
concepts,” on page 21.

»  For configuration examples, including the required CLI commands, see
Chapter 2, “ Configuration examples,” on page 49.

This chapter includes the following topics.

Command Page
Roadmap of IP commands 156
Configuring IP traffic filter commands 160
Configuring Ethernet IP traffic filter commands 183
Showing ip traffic filter commands 185
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Roadmap of IP commands

The following roadmap lists some of the IP commands and their parameters. Use
thislist asaquick reference or click on any command or parameter entry for more

information.

Command Parameter

config ip traffic-filter i nfo
clear-stats [<fid>]

config ip traffic-filter create i nfo
destination dst-ip <val ue>
[src-ip <value>] [id <val ue>]
global [src-ip <value>] [dst-ip
<value>] [id <val ue>]
source src-ip <value> [dst-ip
<val ue>] [id <val ue>]
traffic-profile <pid>

config ip traffic-filter filter i nfo

<fid>
del ete
name <name>

config ip traffic-filter filter i nfo

<fid> action
m rror <enabl e| di sabl e>

node <default|forward
| drop| f or war d-t o- next - hop>

next - hop-forward i p-address
<i paddr >

next - hop-forward info

next - hop-f orward
next - hop- unr eachabl e- dr op
<enabl e| di sabl e>
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Command Parameter

statistic <enabl e| di sabl e>
stop-on-match <true|fal se>
t cp-connect <enabl e| di sabl e>

config ip traffic-filter filter i nfo
<fid> action next-hop-forward

i p- address <i paddr>

next - hop- unr eachabl e- dr op
<enabl e | disabl e>

config ip traffic-filter filter i nfo
<fid> match

ds-field <6-bit dscp> <2-bit
reserved>

ds-fiel d-enabl e <enabl e| di sabl e>

dst-port <port> [dst-option
<val ue>]

i cnp-request <true | fal se>
i p-fragnent <true | false>
prot ocol <protocoltype> [<pid>]

src-port <port> [src-option
<val ue>]

config ip traffic-filter nedia i nfo
<medi al d>

create

del ete
gateway-ip
nane
statistic

stream
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Command Parameter
config ip traffic-filter nedia i nfo
<medi al d> streans <streanl d>

create

del ete

gat eway-ip

mat ch- dscp
name

port-option

ports min
pr ot ocol

config ip traffic-filter filter i nfo

<fid> nodify
dscp <6-bit dscp>
dscp-enabl e <enabl e| di sabl e>
i eee8021p <integer>
i eee8021p- enabl e
<enabl e| di sabl e>

config ip traffic-filter i nfo

gl obal -set <gsetid>
add-filter <fid>
create [name <val ue>]
del ete

renmove-filter <fid>

config ip traffic-filter set i nfo
<setid>

add-filter <fid>

create [name <val ue>]
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Command Parameter

del et e

renove-filter <fid>

config ip traffic-filter i nfo
traffic-profile <pid>

average-rate <int>
del ete

di scard-out-profile
<enabl e| di sabl e>

enabl e <true|fal se>
i n-dscp <val ue>
name <name>

out -dscp <val ue>

transl at e-dscp <enabl e | disabl e>

config ethernet <ports> ip i nfo
traffic-filter

add set <val ue>
create
del ete
di sabl e
enabl e

renove set <val ue>

config ethernet <ports> ip info
traffic-filter default-action
forward
drop
none

config ethernet <ports> multinmedia info
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Command Parameter

di sabl e
enabl e
sel ect <sel ect>

show ip traffic-filter active

showip traffic-filter destination
[<fid>]

show ip traffic-filter disabled
[ <port s>]

show ip traffic-filter enabled
[ <port s>]

show ip traffic-filter gl obal
[<fid>]

show ip traffic-filter interface
<ports>

show ip traffic-filter nedia

show ip traffic-filter source
[<fid>]

show ip traffic-filter stream

show ip traffic-filter stats
[ <fid>]

show ip traffic-filter info

gl obal -set [<id>]

show ip traffic-filter info set
[ <id>]

show ip traffic-filter
traffic-profile info [<id>]

Configuring IP traffic filter commands

The IP filters on your Passport 8000 Series switch allow you to manage traffic
and, in some cases, to provide security. Each filter set includes match conditions
and actions to be performed when a match condition is satisfied.
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Packet filters apply to all routed packets to be forwarded through the switch on
specified ingress ports. The filter sets are applied to the port, and a default action
(forward or drop) is set for the port. All packets that do not match any filter take
the default action; packets that match any single filter with the opposite action will
take that action.

For more information about filtering, refer to Chapter 1, “QoS and IP filtering
concepts,” on page 21.

This section includes the following topics:

“Clearing traffic filter statistics,” next

“Creating traffic filters’ on page 162

“Creating destination traffic filters’ on page 163

“Creating source traffic-filters’ on page 164

“Configuring a specific traffic filter” on page 166
“Configuring traffic-filter action parameters’ on page 166
“Configuring the traffic filter next hop |P address’ on page 168
“Configuring traffic filter match settings’ on page 169
“Configuring traffic filters for Diff Serv access ports’ on page 171
“Configuring global traffic filter settings’ on page 172
“Configuring traffic filter media’ on page 173

“Configuring atraffic filter media stream” on page 175
“Configuring atraffic filter source/destination set” on page 178
“Configuring traffic filter rate-limiting profiles’ on page 179

Clearing traffic filter statistics

Theconfig ip traffic-filter commandincludesthefollowing options:

config ip traffic-filter

followed by:
info Displays which IP traffic filters are set for the
cl ear - st at s command.
clear-stats [<fid>] Clears filter statistics for the specified filter ID.
« <fid >isthe traffic filter ID range of 1 to 4000.
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Creating traffic filters

Theconfig ip traffic-filter create command allowsyou to configure
source, destination, and global traffic filters for the interface.

The command includes the following options:

followed by:

config ip traffic-filter create

info

Displays the destination, source, and global filters
that have been created (Figure 54).

destination dst-ip
<val ue>

[src-ip <val ue>]
[id <val ue>]

Creates a destination filter:

e dst-ip <val ue>is the destination IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

e src-ip <val ue>isthe source IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

« id <val ue> is the traffic filter ID {1..4096}.

gl obal [src-ip <val ue>]
[dst-ip <val ue>]
[1d <val ue>]

Creates a global filter:

e src-ip <val ue>isthe source IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x |default}.

e dst-ip <val ue>isthe destination IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

« i d <val ue> is the traffic filter ID {1..4096}.

source src-ip <val ue>
[dst-ip <val ue>]
[id <val ue>]

Creates a source filter:

e src-ip <val ue>isthe source IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

e dst-ip <val ue>is the destination IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

e id <val ue> is the traffic filter ID {1..4096}.

traffic-profile <pid>

Specifies a traffic profile to use with this traffic filter.
« <pi d> is the profile number {1..64}.

Figure 54 shows sample output for theconfig ip traffic-filter create

command.
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Figure 54 config ip traffic-filter create info command output

-

assport-8610/config/ip/traffic-filter# create info

\

Sub- Context: create filter global-set set traffic-profile
Current Context:

global : (id 2)
src-ip - 0.0.0.0/0.0.0.0
dst-ip - 0.0.0.0/0.0.0.0
source : not created
destination : (id 1)
src-ip -
dst-ip -
traffic-profile : (id 1)

- /

Creating destination traffic filters

2. 4.0/ 255. 255. 255. 0

1.
1.2.3.0/255.255.255.0

Theconfig ip traffic-filter create destination dst-ip
<val ue> command alows you to configure destination traffic filters for the
interface.

The command includes the following options:

config ip traffic-filter create
followed by:
destination dst-ip Creates a destination filter:
<val ue> « dst-ip <val ue>is the destination IP/mask
[ Src- | p <Va| ue>] {a.b.C.d/X | a.b.c.d/x.x.x.x I default}.

id <val ue> « src-ip <val ue>is the source IP/mask
[ ] {a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

« id <val ue> is the traffic filter ID {1..4096}.

Figure 55 shows sample configuration output for theconfig ip
traffic-filter create destination dst-ip and config ip
traffic-filter create source src-i p command. The example aso
shows use of thei nf o command to display information about the filter.
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Creating source traffic-filters

Theconfig ip traffic-filter create source src-ip
<val ue> command allows you to configure source traffic filters for the interface.

The command includes the following options:

followed by:

config ip traffic-filter create

source src-ip <val ue>
[dst-ip <val ue>]
[id <val ue>]

Creates a source filter:

e src-ip <val ue>isthe source IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

e dst-ip <val ue>isthe destination IP/mask
{a.b.c.d/x | a.b.c.d/x.x.x.x | default}.

e id <val ue> is the traffic filter ID {1..4096}.

Figure 55 shows sample configuration output for theconfig ip
traffic-filter create destination dst-ip and config ip
traffic-filter create source src-i p command. The example aso
shows use of thei nf o command to display information about the filter.
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Figure 55 config ip traffic-filter create configuration output

-

assport-8603: 3/config/ip/traffic-filter/create# destination
dst-ip 0.0.0.0/0
Destination filter 1 is created.
Passport-8603: 3/config/ip/traffic-filter/create# source src-ip
0.0.0.0/0
Source filter 2 is created.
Passport-8603: 3/config/ip/traffic-filter/create# info

Sub- Cont ext :

Current Context:

gl obal : not created

source : (id 2)

src-ip - 0.0.0.0/0.0.0.0

dst-ip - 0.0.0.0/0.0.0.0

destination : (id 1)

src-ip - 0.0.0.0/0.0.0.0

dst-ip - 0.0.0.0/0.0.0.0

traffic-profile : not created
Passport-8603: 3/config/ip/traffic-filter# set 300
Passport-8603: 3/config/ip/traffic-filter/set/300# create
Passport-8603: 3/config/ip/traffic-filter/set/300# add-filter 1
Passport-8603: 3/config/ip/traffic-filter/set/300# add-filter 2
Passport-8603: 3/config/ip/traffic-filter/set/300# info

Sub- Cont ext :

Current Context:

create :

name -

delete : NA

add-filter : 1 2

renove-filter : NA
Passport-8603: 3# config ethernet 2/1
Passport-8603: 3/config/ethernet/2/1# ip traffic-filter
Passport-8603: 3/config/ethernet/2/1/ip/traffic-filter#
Passport-8603: 3/ config/ethernet/2/1/ip/traffic-filter# create
Passport-8603: 3/config/ethernet/2/1/ip/traffic-filter# add set
300

N /

\

Configuring QoS and IP Filtering



166 Chapter 6 Configuring IP filters using the CLI

Configuring a specific traffic filter

Theconfig ip traffic-filter filter <fi d> command alowsyou to
set up traffic filterswhere <f i d> isthe traffic filter ID (1 to 4000).

The command includes the following options:

config ip traffic-filter filter <fid>

followed by:
info Displays the settings for the specified filter.
del ete Deletes the specified traffic filter.

nane <nane>

Names the filter.
¢ nanme <nane> is the IP filter name {string}.

Configuring traffic-filter action parameters

Theconfig ip traffic-filter filter <fid> action commandis
used to set action parameters for |P filters by enabling or disabling the filters
where <f i d> isthe traffic filter ID (1 to 4000).

The command includes the following options:

config ip traffic-filter filter <fid> action

<enabl e| di sabl e>

followed by:
info Displays configure actions for the filter (Figure 56).
mrror Enables or disables the traffic filter mirror option.

node <defaul t|forward
| drop| f or war d- t o- next
- hop>

Sets the action to occur when a filter is applied.
« defaul t is the default action.

« forwar d forwards the packet.

e drop drops the packet.

- forward-to-next - hop forwards the packet to
the next-hop router.
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config ip traffic-filter filter <fid> action

followed by:

next - hop-f orwar d
i p-address <i paddr>

Specifies the IP address of the next-hop router to be
used by the node f orwar d-t o- next - hop
option. If the next-hop router is unreachable (no ARP
resolution is possible), packets that match the filter are
forwarded normally unless the next - hop-

unr eachabl e- dr op option is enabled (see below).

next - hop-forward info

Displays information about the next-hop-forward filter
settings.

next - hop-f orwar d
next - hop- unr eachabl e-
drop <enabl e| di sabl e>

When enabled, specifies that if the next-hop address is
unreachable, the packet is dropped.

statistic
<enabl e| di sabl e>

Enables or disables the option to collect statistics on
the traffic filter. The default setting is disable.

If disabled, the show ip traffic-filter

st at s command will display zeros for this filter.

st op-on-mat ch
<true| fal se>

Stops further filtering if the current filter is applied.

t cp- connect
<enabl e| di sabl e>

Enables or disables the traffic filter TCP-connect
option, which allows only TCP connections established
from within the network (enabled) or allows
bidirectional establishment (disabled). The default is
disabled.

Figure 56 shows sample output for theconfig ip traffic-filter filter
action i nf o command output.

Figure 56 config ip traffic-filter filter action info command output

Sub- Cont ext :
Current Context:

o

PKassport-8610/config/ip/traffic-filter# filter 2 action info

create filter global-set set traffic-profile

nmode : useDefaul t Action
mrror : false
statistics : disable
stop-on-match : fal se
t cp- connect fal se

traffic-profile : 0

~

/
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Configuring the traffic filter next hop IP address

Theconfig ip traffic-filter filter <fid> action

next - hop-f orward command allows you to specify the | P address of the
next-hop router to be used by thenode f or war d-t o- next - hop option.

If the next-hop router is unreachable (no ARP resolution is possible), packets that
match the filter are forwarded normally unlessthe next - hop-

unr eachabl e- dr op option is enabled (see below).

Theconfig ip traffic-filter filter <fid> action
next - hop-f orward command includes the following options:

config ip traffic-filter filter <fid> action
next - hop-f orwar d

followed by:

info Displays information about the next-hop-forward filter
settings.

i p-address <i paddr> Specifies the IP address of the next-hop router.
¢ <ipaddr> isan IP address in dotted-decimal

notation.
next - hop- unr eachabl e- | When enabled, specifies that if the next-hop address is
drop <enabl e | unreachable, the packet is dropped.
di sabl e>

316433-C Rev 00



Chapter 6 Configuring IP filters using the CLI 169

Configuring traffic filter match settings

Theconfig ip traffic-filter filter <fid> match command allows
you to create matching criteriafor filters. The commandsrequire a<f i d> that is

the traffic filter ID (1 to 4000).

The command includes the following options:

followed by:

config ip traffic-filter filter <fid> match

info

Displays the matching settings for the filter (Figure 57).

ds-field <6-bit dscp>
<2-bit reserved>

Sets the DS field to a specific number. This field is used
to specify the match value for the DS field. The user
must enter an 8-bit value, which is composed of the
6-bit DSCP and the 2-bit DSCP reserved fields. If the
DS field in the incoming packet matches this value,
then this filter will be applied to the packet.

e 6-bit dscpisa binary number.
« 2-bit reserved isa binary number.

ds-fiel d-enable
<enabl e| di sabl e>

Enables or disables the traffic filter to match on the DS
field set for the traffic filter.

dst-port <port>
[dst-option <val ue>]

Sets the TCP/UDP destination port and destination

option.

e port isthe TCP/UDP destination port to filter on
(0 to 65535).

+ dst-option <val ue>isthe TCP/UDP
destination port option.
{ignore|equall|less|greater|notequal}.

i cnp-request <true |
fal se>

Enables or disables the traffic filter to match ICMP
requests.

i p-fragnent <true |
fal se>

Enables or disables the traffic filter to allow IP
fragments to be filtered.
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config ip traffic-filter filter <fid> match

followed by:
pr ot ocol Sets the protocol type for the filter.
<pr ot ocol type> « protocol typeis{ignore || CMP | TCP | UDP |
[ <pi d>] vrrp | ospf | ipsec_esp | ipsec_ah | usrDefined}.
e <pi d> isthe pid number in decimal {0..255} format
that you assign.
src-port <port> Sets the TCP/UDP source port and source option.
[src-option <value>] |« port isthe TCP/UDP source port to filter on
(0 to 65535).
+ src-option <val ue> isthe option
{ignore|equallless|greater|notequal}.

Figure 57 shows sample output fortheconfig ip traffic-filter filter
mat ch i nf o command.

Figure 57 config ip traffic-filter filter match info command output

gssport-8610:6/config/ip/traffic-fiIter/fiIter/l/rmtch# info \

Sub- Cont ext :
Current Context:

ds-field : 001000
ds-field-reserved : 11
ds-field-enable : disable
i cnp-request : fal se
ip-fragment : false
src-port : O

src-option : ignore
dst-port : O

dst-option : ignore
protocol : ignore
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Configuring traffic filters for DiffServ access ports

Theconfig ip traffic-filter filter <fid> nodify command
allows you to modify traffic entering Diff Serv access ports that meets the traffic
filter. The command requires atraffic filter ID <f i d > between 1 and 4000.

The command includes the following options:

config ip traffic-filter filter <fid> nodify

followed by:

info Displays the modify settings for the filter (Figure 58).

dscp <6-bit dscp> If you want the DS codepoint (DSCP) modified to another
value instead of zero, use this command to specify the
value for the DSCP. After entering the binary number, you
first must disable and then enable the traffic filter to
ensure that it takes effect.
« 6-bit dscpisa binary number.

dscp-enabl e Enables or disables the traffic filter to modify the DSCP to

<enabl e| di sabl e> zero on packets ingressing a DiffServ access port only.

i eee8021p <i nteger> |Ifyouwant IEEE 802.1p bits modified to another value
instead of zero, use this field to specify the value for the
IEEE 802.1p bits. After entering the number, you first
must disable and then enable the traffic filter to ensure
that it takes effect.

« integer isanumber between 0 and 7.

i eee8021p- enabl e Enables or disables the traffic filter to modify the IEEE
<enabl e| di sabl e> 802.1p bits to zero on packets ingressing a DiffServ
access port only.

Note: When you enable atraffic filter to modify either the DSCP or
=>| IEEE 802.1p bits, the traffic filter will also modify the other value based
on a corresponding value in the QoS ingress tables.
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Figure 58 shows sample output fortheconfig ip traffic-filter filter

modi fy i nfo command.

Figure 58 config ip traffic-filter filter modify info command output

-

Sub- Cont ext :
Current Context:

assport-8610# config ip traffic-filter filter 3 nodify# info

ds-field :
ds-fiel d-enable :
eee8021p : O

\ eee8021p-enabl e :

~

0.0.0.0
di sabl e

di sabl e /

Configuring global traffic filter settings

Theconfig ip traffic-filter global-set commandallow youto seta
global filter and specify aglobal set ID <gset i d> between 1 and 100.

The command includes the following options:

followed by:

config ip traffic-filter gl obal-set <gsetid>

info

Displays the global set characteristics (Figure 59).

add-filter <fid>

Adds a global filter to a global set.
« <fi d>is the traffic filter ID range of 1 to 4000.

create [name <val ue>]

Creates a global set.
« nane <val ue> sets a name to the filter.

del et e

Deletes a global set.

renove-filter <fid>

Removes a global filter from a global set.
« <fi d> is the traffic filter ID range of 1 to 4000.
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Figure 59 shows sample output for theconfig ip traffic-filter
gl obal -set info command.

Figure 59 config ip traffic-filter global-set info command output

gssport-SGlO/confi g/lip/traffic-filter# global-set 1 info

Sub- Context: create filter global-set set traffic-profile
Current Context:

create :
nanme -

delete : NA
add-filter : 2

K renmove-filter : NA /

Configuring traffic filter media

To enable IP traffic filter media on the 8000 Series switch, use the following
command:

config ip traffic-filter nedia <nedial d>

Note: Therange on the media ID number is 3000 to 3127.

-p
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The config ip traffic-filter media <medi al d> command includes
the following options:

config ip traffic-filter nedia <medi al d>

followed by:

info Displays information about the traffic filter media
(Figure 60).

Create Creates IP traffic filter media for a platform or a
device.
« [<platform <val ue>]
e [device <val ue>]

del ete Deletes IP traffic-filter media.

gat eway-ip Specifies the IP address of the gateway.
e <jpaddr>

create Creates a multimedia filter.

del ete Deletes a multimedia filter.

gateway-ip Specifies gateway IP address.

nanme Specifies the name of the selected media device.

statistic Enables or disables the display of statistics on the
filter.

stream Configures a multimedia filter stream.
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Figure 60 shows sample output for theconfig ip traffic-filter nedia
i nf o command. This configuration example uses the above commands to enable
IP traffic filter media, assign afilter name, and display information about the

traffic filter media.

Figure 60 config ip traffic-filter media command output

QlO: 5# config ip traffic-

8610: 5/ config ip/traffic-f
67.140. 94. 222

8610: 5/config ip/traffic-f
traffic-filter nmedia 3127
create: platformO device

nane : 3127-none: none
statistics : disable

\

gateway | P : 67.140.94. 222

\

filter media 3127 create
ilter/ media/ 3127# gateway-ip
ilter/ medial 3127# config ip

info
0

Configuring a traffic filter media stream

To enable I P traffic filter media streams on the 8000 Series switch, use the

following command:

config ip traffic-filter

nmedi a<nedi al d> streans <stream d>

This command includes the following options:

config ip traffic-filter nedia <medi ald> streans <streanl d>

followed by:

info Displays information about the traffic filter media.
(Figure 61).

Create Creates a stream for the traffic filter media.

del ete Deletes a stream from the traffic filter media.

gat eway-ip Specifies the IP address of the gateway.

mat ch- dscp Specifies a 6-bit binary value for the stream.
e <6-bit dscpval >
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config ip traffic-filter nedia <medi al d> streans <streanl d>
followed by:
nanme Specifies a name for the stream.
port-option Specifies a port option, either src, dest, or srcDest.
e <src|dst src|dst>
ports mn Specifies the minimum port number.
e« <value [max <val ue>]
pr ot ocol Specifies either a TCP or UDP protocol.
e <udp | tcp>

Figure 61 shows sample output for theconfig ip traffic-filter nedia
stream <stream d> i nf o command. This configuration example uses the
above commands to enable | P traffic filter media streams, assign afilter name, and
display information about the traffic filter media.

Figure 61 config ip traffic-filter media stream <streamld> command output

8610: 5# config ip traffic-filter media 3000
8610: 5/ config/ip/traffic-filter/nedi a/ 3000# stream 4
8610: 5/ config/ip/traffic-filter/nedial/3000/streant 4#

Figure 62 shows sample output of filter definitions for some supported media
types.
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Figure 62 Filter definitions for supported media types sample output

config
config
config
28255

1720

1719

\_

config i
config i
config i

config i
config i
config i
config i

ip
ip
ip

/E;ElOOO, 1 2004

config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
5000

config ip traffic-filter
BCM 12004

config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
5000

config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
52000

BCM TPS

config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
config ip traffic-filter
7000
config ip

traffic-filter

BCM Voi ce Gat eway

traffic-filter
traffic-filter
traffic-filter

traffic-filter
traffic-filter
traffic-filter

traffic-filter
traffic-filter
traffic-filter
traffic-filter

nmedi
nmedi
nmedi
nmedi

nmedi

nmedi
nmedi
nmedi
nmedi

nmedi
nedi
nmedi

nmedi
nmedi
nmedi
nmedi

nmedi

nmedi
nmedi
nmedi

nmedi
nmedi
nmedi

nmedi
nmedi
nmedi
nmedi

3000
3000
3000
3000

3000

3001
3001
3001
3001

3001
3001
3001

3002
3002
3002
3002

3002

3003
3003
3003

3003
3003
3003

3003
3003
3003
3003

\

create platform1 device 2
stream 1l create

stream 1 port-option src
stream 1 ports min 5000 nmax

stream 1 streamtype signal

create platform4 device 2
stream 1l create

stream 1 port-option src
stream 1 ports min 5000 nmax

stream 1 streamtype signal
stream 2 create
stream 2 ports nmin 51000 max

create platform4 device 4
stream 1 create

stream 1 port-option dst
stream 1 ports min 7000 nmax

stream 1 streamtype signal
create platform4 device 5

stream 1l create
stream 1l ports min 28000 max

stream 2 create

stream 2 port-option dst
stream 2 ports mn 1720 nax
stream 2 protocol tcp
stream 2 streamtype signal
stream 3 create

stream 3 ports mn 1719 nax

/
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Configuring a traffic filter source/destination set

Theconfig ip traffic-filter set command allowsyou to configurethe
source/destination set where set i d isthe set ID (300 to 1000). Only
source/destination filters can be added to this set. You cannot add a global filter to

It.

The command includes the following options:

followed by:

config ip traffic-filter set <setid>

info

Displays the filter set characteristics (Figure 63).

add-filter <fid>

Adds a filter to a filter set.
« fid is the traffic filter ID range of 1 to 4000.

create [name <val ue>]

Creates a filter set.
« nane <val ue> is the set name {string}.

del et e

Deletes a filter set.

remove-filter <fid>

Removes a filter from a filter set.
« fid is the traffic filter ID range of 1 to 4000.

Figure 63 shows sample output for theconfig ip traffic-filter set

i nf o command output.

Figure 63 config ip traffic-filter set info command output

Current Context:

gssport-SGlO/confi glip/traffic-filter# set 301 info

~

Sub- Context: create filter global-set set traffic-profile

create :
nane -
delete : NA
add-filter :
K renove-filter : NA /
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Configuring traffic filter rate-limiting profiles

Theconfig ip traffic-filter traffic-profile <pid> command
allowsyou to set rate limiting profiles to police traffic streams. This command
uses a Profile ID <pi d> between 1 and 64.

The command includes the following options:

followed by:

config ip traffic-filter traffic-profile <pid>

info

Displays the traffic profile settings (Figure 64).

average-rate <int>

Sets the traffic profile’s average rate. See “Implementing
rate limiting in the Passport 8000 switch” on page 180" for
more information.

« i nt isthe rate {0..65535}, which is expressed in
64-byte segments of data allowed in a 2.5 millisecond
timeslot.

del et e

Deletes the traffic profile.

di scard-out-profile
<enabl e| di sabl e>

Enables or disables the ability to discard the traffic that
violates the traffic profile’s average rate.

enabl e <true|fal se>

Enables or disables the traffic profile.

i n-dscp <val ue>

Marks traffic that conforms to the average rate in the
traffic profile.

« val ue is the DSCP expressed as a 6-bit binary
number.

nane <nane>

Names the traffic profile.
e nane is a string of 0 to 32 characters.

out -dscp <val ue>

Marks traffic that falls outside the traffic profile’s average
rate.

« val ue is the DSCP expressed as a 6-bit binary
number.

transl at e-dscp
<enabl e | disabl e>

Enables or disables remarking of traffic as either
i n-dscp or out - dscp. This command must be
enabled for any traffic to be marked.
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Implementing rate limiting in the Passport 8000 switch

The Passport 8000 switch performs QoS rate metering every 2.5 milliseconds, in
increments of 64 bytes. Table 34, Table 35, and Table 36 present the measured
line rates, in multiples of 64, for the three Ethernet speeds tested, with the
expected results. Therates were obtained using a source/destination filter. Refer to
Chapter 1, “QoS and IP filtering concepts,” on page 21 for more information
about rate metering.

Thethreetablesillustrate the effective throughput in megabits per second (Mb/s)
for various traffic flows using different rate limiting values. All traffic loads are at
100% of interface speed, using fixed-sized packets of the size indicated (in bytes).
Using these tables, you can determine the appropriate average rate value for the
metering rate that you desire.

The Target Average Rate for each interface typeis shown, inincrements of 10% of
total interface speed, to help you determine the appropriate average-rate value to
use for that interface. The actual throughput rate typically differs slightly from the
target rate asillustrated. For example, to configure atraffic profile with an average
rate limit of 50% of a 100 Mb/s interface (or 50 Mb/s), enter 250 in the

aver age-r at e field in the CLI. Traffic isthen limited to between 51.23 Mb/s
and 53.47 Mb/s, depending on the size of the packets.

Table 34 10 Mb/s Ethernet line rate metering

average-rate <int>

5 10 15 20 25 30 35 40 45 50

Packet
size in (bytes)

10%* |20% |30% 40% 50% 60% 70% 80% 90% 100%

64

1.03t |2.05 |3.08 4.10 5.12 6.15 7.17 7.62 7.62 7.62

128 1.23 205 |3.28 4.10 5.33 6.15 7.38 8.20 8.65 8.65
256 1.64 246 |3.28 4.10 574 6.56 7.38 8.19 9.28 9.28
512 1.64 3.28 |3.28 4.92 6.56 6.56 8.20 8.20 9.62 9.62
1024 3.28 3.28 |3.28 6.56 6.56 6.56 9.81 9.81 9.81 9.81
1518 486 |4.86 |4.86 4.86 9.72 9.72 9.72 9.72 9.72 9.87

* target average percentage of line rate
T rate in megabits per second
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Table 35 100 Mb/s Ethernet line rate metering

average-rate <int>

50 100 150 200 250 300 350 400 450 500

;i‘;kient (bytes) [10%  [20% [30% |40% |50% [60% |70% |80% [90% |100%
64 1025 |2049 |30.74 |40.99 |[51.23 [61.15 |71.72 |76.19 |76.19 |76.19
128 1025 |2049 [30.74 |40.99 |[51.24 [61.48 |71.72 |81.97 |86.49 |86.49
256 10.66 |20.47 |31.11 |40.93 |51.58 [61.40 |72.04 |81.97 |92.62 |92.75
512 1148 |21.32 |31.15 |40.99 |52.46 [62.29 |72.13 |81.97 |93.44 |96.24
1024 13.12 |22.96 |32.80 |42.63 |52.46 [62.30 |72.13 |81.97 |95.08 |98.08
1518 1458 |24.31 |34.02 |43.75 |53.47 [68.05 |77.77 |87.49 |97.20 |98.70

Table 36 Gigabit Ethernet line rate metering

average-rate <int>

500 1000 1500 2000 |2500 |3000 |3500 |4000 4500 5000

Packet

S 10% | 20% 30% 40% 50% 60% 70% 80% 90% 100%
size in (bytes)

64 102.50 | 205.00 |[307.47 |409.93 |446.61 |446.61 |446.61 |446.61 |446.61 |446.61
128 102.50 | 204.93 |307.43 |409.95 |512.38 [614.80 | 717.24 |819.67 |922.11 |927.54
256 102.49 | 204.96 |307.43 |409.95 |512.38 [614.80 | 717.24 |819.67 |922.11 |927.54
512 103.32 | 204.99 |308.30 |[409.86 |513.13 |614.79 | 718.07 |819.68 |922.93 |962.41
1024 104.92 | 206.57 |308.23 |409.96 |514.85 [616.45 | 718.07 |819.68 |924.57 |980.84
1518 106.93 | 213.89 |320.90 |422.93 |529.87 |636.78 | 743.68 |845.72 |952.62 |986.99

Figure 64 shows sample output for theconfig ip traffic-filter
traffic-profile info command.
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Figure 64 config ip traffic-filter traffic-profile info command output

-

o

Sub- Cont ext :
Current Context:

nanme :
enabl e :
transl ate-dscp :
in-dscp :
out -dscp :
di scard-out-profile
average-rate

assport-8610: 5# config ip traffic-filter traffic-profile 1 info

clear config dunp nonitor show test trace

t est
true

di sabl e
000000
000000
enabl e
0

\
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Configuring Ethernet IP traffic filter commands

This section describes Ethernet | P traffic filter commands, and includes the

following topics.

» “Configuring traffic filters on aport,” next
» “Configuring forward/drop action on a port traffic filter” on page 184
e “Configuring multimedia on a port traffic filter” on page 184

Configuring traffic filters on a port

Theconfig ethernet <ports>ip traffic-filter commandallowsyou
to set filters at the port level to manage traffic. Each filter set includes match
conditions and actions to be performed when a match condition is satisfied. This
command includes <por t s> asthe port list { dot/port[-slot/port][,...]} .

followed by:

config ethernet <ports> ip traffic-filter

info

Displays the traffic filters applied to the port.

add set <val ue>

Adds a set filter to a port.

« <val ue>isthe global or source/destination filter
set ID (1 to 1000).

create Creates a traffic filtering entity on a port.

del ete Removes filtering from a port.

di sabl e Disables filtering on a port.
Note: Whenever you change a filter parameter, you
must first disable the filter on its filter ports and then
enable the filter again to reapply the changed filter to
the ports.

enabl e Enables filtering on a port.

Note: Whenever you change a filter parameter, you

must first disable the filter on its filter ports and then
enable the filter again to reapply the changed filter to
the ports.

renove set <val ue>

Removes a filter set from a port.
« <val ue> is the filter set ID (1 to 1000).
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For more detailed information about the specific forward/drop behavior of a port,
refer to Chapter 1, “QoS and I P filtering concepts,” on page 21.

Configuring forward/drop action on a port traffic filter

Theconfig ethernet <ports> ip traffic-filter default-action
command alows you to set the port filter default action to forward and drop. It
also displays port default action configuration.

The command includes the following options:

config ethernet <ports> ip traffic-filter default-action
followed by:

info Displays the port default action configuration.
forward Sets the port filter default action to forward.
drop Sets the port filter default action to drop.

none Does not apply any policy to filtered ports.

Configuring multimedia on a port traffic filter

To assign an ethernet slot/port for a multimedia filter on the 8000 Series switch,
use the following command:

Theconfig ethernet <ports> nultinedi a command includesthe
following options:

config ethernet <ports> nultinmedia

followed by:

i nfo Displays information on the multimedia ethernet
ports (Figure 65).

di sabl e Disables a multimedia ethernet port.

enabl e Enables a multimedia ethernet port.

sel ect <sel ect> Selects a multimedia ethernet port.
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Figure 65 shows sample output for theconfi g et hernet <ports>
mul ti medi a command.

Figure 65 config ethernet <ports> multimedia command output

8610: 5# config eth 2/1 nmultinedia
8610: 5#

Showing ip traffic filter commands

The section describes show ip traffic filter commands, and includes the following
topics:

“Showing the active traffic filters,” next

“Showing traffic filter source and destination(s)” on page 186
“Showing disabled traffic filters’ on page 187

“Showing enabled traffic filters’ on page 188

“Showing global traffic filters’ on page 189

“Showing traffic filter interface information” on page 190
“Showing traffic filter mediainformation” on page 190
“Showing active source traffic filter information” on page 191
“Showing traffic filter streams’ on page 192

“Showing traffic filter statistics’ on page 193

“Showing ip traffic-filter info commands” on page 194

Showing the active traffic filters

To display thelist of active filters, use the following command:

show ip traffic-filter active
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Showing traffic filter source and destination(s)

To display the source and destination(s) for the active destination traffic filter(s),
use the following command:

show ip traffic-filter destination [<fid>]

If you enter afilter ID <fi d>, the switch displays data for the specific filter;
otherwise, dl filters are shown.

Figure 66 shows sample output for theshow i p traffic-filter
desti nati on command for onefilter ID.

Figure 66 show ip traffic-filter destination command output

@ssport-%lo# show ip traffic-filter destination \

Ip Traffic-filter Destination Filters

ID NAME TYPE SRC_OPTI ON DST_OPTI ON PROTOCOL M RROR
1 destination i gnore i gnore i gnore fal se
DST_ADDR DST_MASK DSTPT SRC_ADDR SRC_MASK SRCPT

0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 0

TCPCONNECT MODE STOP_ON_MATCH

fal se useDef aul t Action true

DS Mr_DS FIELD DS Mr_DS RSVED DS MD 8021P DS_MD_DSCP

000000 00: di sabl e 0: enabl e 100011: enabl e

DS PRO ID M_| CVP_REQ M_| P_FRAG STATI STI CS

0 fal se fal se di sabl e

N /
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Showing disabled traffic filters

To display information about the disabled filters on the switch, use the following
command:

show ip traffic-filter disabled [<ports>]

If port numbers are entered, information is displayed only for those ports.

Figure 67 shows sample output for theshow i p traffic-filter disabled
command for all ports.

Figure 67 show ip traffic-filter disabled command output

@ssport-8606: 6# show ip traffic-filter disable

~

DS_MT_DS_FI ELD
000000

DS_PRO | D
0

N_H_FORWARD | P

DS_MI_DS_RSVED DS_MD 8021P

00: di sabl e 0: di sabl e
M | CVP_REQ M | P_FRAG
fal se fal se

N_H_UNREACHABL EDRCPE

Ip Traffic-filter Disable List
port 1/1 :
Access Li st Id 300 : Base
I D NAME TYPE SRC_OPTI ON DST_OPTI ON PROTOCOL
3 src-3 source i gnore i gnore i gnore
DST_ADDR DST_MASK DSTPT SRC_ADDR SRC_MASK
0.0.0.0 0.0.0.0 0 201.0.0.0 255.255.255. 0
TCPCONNECT MODE STOP_ON_MATCH
fal se useDef aul t Acti on true

DS_MD_DSCP
000000: di sabl e

STATI STI CS
di sabl e

M RROR
fal se

SRCPT

0

/
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Showing enabled traffic filters

To display information about the enabled filters on the switch or on a specified
port, use the following command:

show ip traffic-filter enabl ed [<ports>]

Figure 68 shows sample output for theshow i p traffic-filter enabl ed
command for al ports.

Figure 68 show ip traffic-filter enabled command output

éssport-8606: 6# show ip traffic-filter enabled

\

Ip Traffic-filter Disable List

port 1/11 :

N_H FORWARD | P

o

Access Li st

Id 300 : Base

N_H_UNREACHABL EDRCPE

ID NAMVE TYPE SRC_OPTI ON DST_OPTI ON PROTOCOL

3 src-3 source i gnore i gnore i gnore
DST_ADDR DST_MASK DSTPT SRC_ADDR SRC_MASK
0.0.0.0 0.0.0.0 0 201.0.0.0 255. 255.255.0
TCPCONNECT MODE STOP_ON_MATCH
fal se useDef aul t Acti on true
DS Mr_DS FIELD DS Mr_DS RSVED DS MD 8021P DS_MD_DSCP
000000 00: di sabl e 0: di sabl e 000000: di sabl e
DS PRO ID M_| CVP_REQ M_| P_FRAG STATI STI CS
0 fal se fal se di sabl e

M RROR
fal se

SRCPT

0
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Showing global traffic filters

To display global filters for the switch or for the specified filter IDs, use the
following command:
show ip traffic-filter global [<fid>]

Figure 69 shows sample output for theshow i p traffic-filter gl obal
command.

Figure 69 show ip traffic-filter global command output

~

Passport-8606: 6# show ip traffic-filter gl obal
Ip Traffic-filter Aobal Filters
ID NAME TYPE SRC_OPTI ON DST_COPTI ON PROTOCOL M RROR
8 global-8 gl obal i gnore i gnore i gnore fal se
DST_ADDR DST_MASK DSTPT SRC_ADDR SRC_MASK SRCPT
0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 0
TCPCONNECT MODE STOP_ON_MATCH
fal se useDef aul t Acti on true
DS_Mr_DS FIELD DS _Mr_DS_RSVED DS_MD 8021P DS_MD_DSCP
000000 00: di sabl e 0: di sabl e 000000: di sabl e
DS _PRO I D M | CVP_REQ M | P_FRAG STATI STI CS
0 fal se fal se di sabl e
N_H FORWARD | P N_H UNREACHABLEDRCPE
0.0.0.0 fal se
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Showing traffic filter interface information

To display information about the traffic filter interface for the switch or for
specified ports, use the following command:

show ip traffic-filter interface <ports>

Figure 70 showssample output for theshow i p traffic-filter interface

command for port 9/2.

Figure 70 show ip traffic-filter interface command output

-

assport-8606# show ip traffic-filter interface 9/2

Ip Traffic-filter Interface

I flndex : 577
FilterListSize : 1
FilterList : 301
Enable : fal se
\ Def aul t Acti on : none

\

Showing traffic filter media information

To display the media platforms and devices by filter ID, use the following

command:

show ip traffic-filter media

Figure 71 shows sample output for theshow i p traffic-filter nedia

command for onefilter ID.
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Figure 71 show ip traffic-filter media command output

\

éssport-8606: 6# show ip traffic-filter media

Multimedia Platforns & Devices

Id Narme Pl at f orm Devi ce Gat eway- | P Stat

3000 ml CSE1K none 0.0.0.0 dis
Num of entries : 1

M.card : Meri di anLi neCard

Mrcard : MeridianTrunkCard

VG . Voi ce Gateway

ena . Enable dis : Disable

Showing active source traffic filter information

To display information about the active source traffic filter, use the following
command:

show ip traffic-filter source [<fid>]

Figure 72 shows sample output for theshow i p traffic-filter source
command for onefilter ID.
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Figure 72 show ip traffic-filter source command output

éssport-8606: 6# show ip traffic-filter source

Ip Traffic-filter Source Filters

DS_MT_DS_FI ELD

I D NAMVE TYPE SRC_OPTI ON DST_OPTI ON PROTOCCL M RROR
3 src-3 source i gnore i gnore i gnore fal se
DST_ADDR DST_MASK DSTPT SRC_ADDR SRC_MASK SRCPT
0.0.0.0 0.0.0.0 0 201.0.0.0 255. 255. 255. 0 0
TCPCONNECT MODE STOP_ON_MATCH
fal se useDef aul t Acti on true

DS_MI_DS_RSVED DS_MD 8021P

DS_MD_DSCP

000000 00: di sabl e 0: di sabl e 000000: di sabl e
DS PROID M | CVP_REQ M | P_FRAG STATI STI CS

0 fal se fal se di sabl e

N H FORWARD | P N_H_ UNREACHABLEDROPE

0.0.0.0 fal se

N

Showing traffic filter streams

To display the media platforms and devices by filter ID, use the following
command:

show ip traffic-filter stream

Figure 73 shows sample output for theshow ip traffic-filter stream
command.
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Figure 73 show ip traffic-filter stream command output

@10:5/show/ip/traffic-filter# stream \

Multimedia Streams

M d SId Nane Proto Port-range Option Type  MaDSCP
ReDSCP
3000 1 CSE1000Stream tcp 80 - 81 Src- dst nmedi a 000000
101110

N /

Showing traffic filter statistics

To display thefilter ID and counter information for al filters or the specified filter
ID that have statistics gathering enabled, use the following command:

show ip traffic-filter stats [<fid>]

Figure 74 shows sample output for theshow i p traffic-filter stats
command.

Figure 74 show ip traffic-filter stats command output

@310:5/shovv/ip/traffic—filter# stats \

Ip Traffic-filter Stats

- /
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Showing ip traffic-filter info commands

The section describes show ip traffic-filter info commands, and includes the
following topics:

» “Showing traffic filter global-set information,” next
» “Showing traffic filter set information” on page 194
»  “Showing treffic filter traffic-profile information” on page 195

Showing traffic filter global-set information

To display information about the specified global filter list or al global filter lists
configured on the switch, use the following command:

show ip traffic-filter info global-set [<id>]

Figure 75 shows sample output for theshow i p traffic-filter info
gl obal - set command.

Figure 75 show ip traffic-filter info global-set command output

PKassport-8606# show ip traffic-filter info global-set 1 \

Ip Traffic-filter dobal List

I D NAME LIST_SIZE FILTER ID LIST

Showing traffic filter set information

To display information for the specified source/destination filter list or all source/
destination filter lists, use the following command:

show ip traffic-filter info set [<id>]
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Figure 76 shows sample output for theshow i p traffic-filter info set
command.

Figure 76 show ip traffic-filter info set command output

@ssport-8606# show ip traffic-filter info set \

Ip Traffic-filter Base List

I D NAME LIST_SIZE FILTER ID LIST

Showing traffic filter traffic-profile information
To display the traffic profile settings, use the following command:
show ip traffic-filter traffic-profile info [<id>]

Figure 77 shows sample output for theshow i p traffic-filter
traffic-profile infocommand.

Figure 77 show ip traffic-filter traffic-profile command output

@ssport-SGlO: 5/show ip/traffic-filter/traffic-profile# info

Ip Traffic-filter Profile

ID NAME ENABLE TRANS_DSFI ELD I N_DSFI ELD QUT_DSFI ELD
1 true enabl e 11111111 11111111

DI SCARD_QUT_PROFI LE ~ AVERAGE_RATE

enabl e 0
N /
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