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Preface

This guide provides information about using the features and capabilities of the
Packet Capture Tool* (PCAP) for configuring packet capture filters on port
interfaces and the PCAP engine. The guide also provides sample examples and
instructions for using the CL | to perform basic setup of filters.

For more information about using a Nortel Networks Passport 8000 Series switch,
alist of publications can found in the Related Publications section of the release
notes that accompany this release.

Before you begin

This guide is intended for network administrators with the following background:

» Basic knowledge of networks, Ethernet bridging, and I P routing

*  Familiarity with networking concepts and terminol ogy

e Basic knowledge of network topologies

»  Experience with windowing systems or graphical user interfaces (GUIs)

Using the Packet Capture Tool (PCAP)



12 Preface

Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bold Courier text

braces ({})

brackets ([ )

dlipsispoints(...)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip addressx>, you enter
ping 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Use the dinfo command.
Example: Enter show ip {alerts|routes}.

Indicate required elementsin syntax descriptionswhere
thereis more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you must enter either
show ip alerts Or show ip routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-alerts], yOu can enter
either show ip interfaces Or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]...,
you enter ethernet/2/1 and as many
parameter-value pairs as needed.

315023-C Rev 00
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italic text

plain Courier
text

separator (>)

vertical line ()

Acronyms

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariable istwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid routes>, valid route iSoOne
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: set Trap Monitor Filters

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you enter either

show ip alerts or show ip routes, but not
both.

This guide uses the following acronyms:

ATM
CPU
HA

IP
MAC
PCAP

asynchronous transfer mode
central processing unit

High Availability

Internet Protocol

media access control

Packet Capture
packet-over-SONET

Using the Packet Capture Tool (PCAP)
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Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized resdller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.hortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technica Solutions Center.
If you are not connected to the Internet, you can call 1-800-4NORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to atechnical support
person who specializesin supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
Packet Capture Tool (PCAP) overview

The Packet Capture Tool* (PCAP) is a data packet capture tool, capable of
capturing ingress and egress (E-modules or M-modules only) packets on selected
1/0 ports. Captured packets are then analyzed for troubleshooting purposes. This
feature is based on the mirroring capabilities of the I/O ports. Packets can be
captured based on port mirroring or exchange flow with packet filters. Thisfeature
also allows software filters to be configured which will limit the number of
packets captured by PCAP.

All captured packets are stored in the PCAP engine. The primary CPU maintains
its protocol handling and will not be affected by any PCAP capture activity.
Packets captured by PCAP can be saved and downloaded from the PCAP engine
to be analyzed offline.

This chapter includes the following topics.

Topic Page
Packet capture flow 16
Supported PCAP features 16
Using PCAP with High Availability (HA) mode 16
Using PCAP with IP filter sets 18
Using PCAP capture filter sets 18
Using PCAP with MAC filters 18
Accessing the PCAP engine 19
Supported PCAP options 19
Implementing PCAP packet capture 21
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16 Chapter 1 Packet Capture Tool (PCAP) overview

Packet capture flow

Figure 1 shows how the PCAP tool allows you to configure PCAP capture filters
and enable them on ports. By default, PCAP uses port mirroring. If afilter setis
applied, flow mirroring is used. If further filtering is required, PCAP software
filters are applied. Captured packets are stored in the PCAP engine DRAM
(PCAPQQ), on aPCMCIA device, or on the network. The packets may then be
downloaded to an offline analyzer tool (such as EtherRea* or Sniffer Pro*) using
FTP.

Figure 1 PCAP tool packet flow

Communication Flow

- -
- ~~

PCAP enabled
ports

5 k Master CPU
1. PCAP Engine

Management station/
Packet analyzer

10908EA

Supported PCAP features

Thisrelease of PCAP supports the following features:

»  PCAP usesthe secondary CPU as the PCAP engine.

» PCAP can be used with HA-CPU mode.

» PCAP supports activating packet capture on one or multiple ports.

»  PCAP captures packets on ingress, egress’, or both* directions. (*E-modules
only).

»  PCAP can be used with existing IP traffic filters so that only packets that
match thisfilter criteriawill be captured.

315023-C Rev 00
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»  PCAP can be used with existing MAC (fdb) filters so that only packets that
match thisfilter criteriawill be captured.

» PCAP supports software filters, which provide away to filter the packetsin
the PCAP engine.

e PCAP captured packets can be stored on aPCMCIA device or on the network.
The packets are stored in Sniffer Pro file format.

Using PCAP with High Availability (HA) mode

Inrelease 3.7, PCAP can now be enabled when the switch is running in HA mode.
The changes to the existing behavior include the ability to:

* Modify the HA flag from the standby CPU.

»  Execute PCAP commands from the primary CPU in HA mode, provided that
the standby CPU isin warm stand-by mode.

If you want to capture packets while the switch isin HA mode, follow these steps:

Disable the HA flag in the standby CPU.

Reboot the standby CPU in warm stand-by mode.

Configure IPIMAC filters, if necessary, from the primary CPU.
Enable PCAP on the port from the primary CPU.

a A W N P

Configure capturefilters, if necessary, and enable PCAP globally. This can be
done from either the primary or the standby CPU.

Capture packets.
Save the packets for analysis.
Disable PCAP on the port from the primary CPU.

© 00 N O

Remove IPPMAC filters, if configured, from the primary CPU.
10 Re-enable HA mode in the standby CPU.
11 Reboot the standby CPU. The standby CPU comes up in HA mode.

You can now capture packets without interfering with the function of the primary
CPU.

Using the Packet Capture Tool (PCAP)
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Note: If packets are being captured and the primary CPU in HA mode
=>| reboots, the HA switchover to the standby CPU will not occur. Instead,
the standby CPU will go through a warm standby switchover and
become the primary CPU.

Using PCAP with IP filter sets

A method to limit the amount of data traffic sent to the PCAP engine is the use of
IP traffic filter sets. The PCAP engineis the device that is actively capturing data
packets.

Using I Pfilter setswill affect data network traffic depending on the action taken at
thefilter and port level. Applying IP filter sets will have the same affect on
network traffic as configuring filter sets to ports using PCAP parameters. For
routed | P traffic, use Source/Destination IP filter sets, for bridged IP traffic use
Global IPfilter sets.

To reference how to configure and enable I P traffic filters, refer to Configuring IP
Routing Operations.

Using PCAP capture filter sets

The PCAP capturefilters allow for selectively configuring match criteriato
capture or drop frames. Refer to “ Configuring PCAP capture filters’ on page 32.”
The parameters configured are used to determine which filter to apply to agiven
frame. The default behavior isto accept the frame. In addition to this, the user can
set trigger filtersto start and stop packet capturing globally.

Using PCAP with MAC filters

You may also use PCAP to capture packets that match criteria based on MAC
addressfilters. Using PCAP with MAC filtersis recommended because it reduces
traffic flow on the PCAP engine.
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Accessing the PCAP engine

The PCAP engine is the secondary CPU. You can gain access to the PCAP engine
through a direct console or modem connection to the secondary CPU, or by using

a peer telnet session from the primary CPU. By issuing the command peer

telnet aconnection is made to the secondary CPU, which then prompts for the

login and password.

Figure 2 is an example of accessing the PCAP engine using a peer telnet session.

Figure 2 Accessing the PCAP engine

/§g66:5# peer telnet
Trying 127.0.0.6 ...
Connected to 127.0.0.6

khkkkhkhkhkhkhkhhkhkdhkhkdkhkhhhhhhdhhhhrdhrkdhkhkdhkrdrdhkhxkhk

* Copyright (c) 2004 Nortel Networks, Inc. *

* All Rights Reserved *
* Passport 8006 *
* Software Release 3.7.0.0 *

khkkkhhkhkhkhkhhhkdhhkhkdkhkhhhhhhdhhhhkrhhkrkdhkrkdhkrdrdhhhxkhk

Login: rwa
Password: ***

8606 :6#

~

Supported PCAP options

This section describes some options that are available when configuring PCAP

capturefilters. The CLI commands show how to configure the option.

» Theoption to enable (true) or disable (false) PCAP globally.

config diag pcap enable true

config diag pcap enable false

Using the Packet Capture Tool (PCAP)
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» Theoption to start or stop packet capture based on the protocol type of the
packet. In this example, TCP packets (protocol-type 6) arecaptured.

Note: While this capture filter specifiesto capture TCP packets, the

=»| default action is to capture all packets. A PCAP capture filter with action
drop would first need to be configured to drop all packets to achieve the
desired result.

config diag pcap enable false
config diag pcap capture-filter 7 create
config diag pcap capture-filter 7 action capture
config diag pcap capture-filter 7 protocol-type 6
config diag pcap capture-filter 7 enable true
» Theoption to capture packets for a pre-defined time period. When the
trigger-on optionisused, packet capture starts when the first packet that

matches the protocol-type criteriais processed and continues for the
length of the timer vaue.

config diag pcap capture-filter 7 create

config diag pcap capture-filter 7 action trigger-on
config diag pcap capture-filter 7 protocol-type 6
config diag pcap capture-filter 7 timer 10

config diag pcap capture-filter 7 enable true
» Theoptionto drop all IP broadcast packets.
config diag pcap capture-filter 8 create
config diag pcap capture-filter 8 action drop
config diag pcap capture-filter 8 dstip 255.255.255.255

config diag pcap capture-filter 8 enable true
» Theoption to capture packets for a pre-defined number of packets.

config diag pcap capture-filter 7 create

config diag pcap capture-filter action trigger-on
config diag pcap capture-filter srcip 10.10.10.10
config diag pcap capture-filter packet-count 1000

config diag pcap capture-filter enable true

315023-C Rev 00



Chapter 1 Packet Capture Tool (PCAP) overview 21

The option to stop packet capture when the PCAP engine buffer isfull.
config diag pcap buffer-wrap false
The option to save packets captured after the PCAP engine buffer isfull.

config diag pcap auto-save true file-name pcap test.cap device
pcmcia

The option to configure the PCAP engine buffer size, which is the amount of
DRAM allocated in megabytes for storing packets.

config diag pcap buffer-size 10

The option to configure the fragment size, which is the number of bytes of
each captured packet that will be captured.

config diag pcap fragment-size 200

Implementing PCAP packet capture

The following basic steps are required to set the PCAP parameters, enable PCAP
on aport, enable PCAP, and copy the captured packets to a remote machine. See
Chapter 5, “PCAP examples,” on page 67 for more detailed examples.

1

Enable PCAP parameters.

config diag pcap auto-save true file-name
pcap test.cap device pcmcia

Enable PCAP on a port, by MAC address, or IP filter.
config ether 2/10 pcap enable true mode {rx|tx|both}

or
config ether 2/10 pcap enable true mode rxFilter

config vlan 2 fdb-filter pcap 00:08:07:60:89:D6
enable

or

config ether 2/10 pcap enable true mode rxFilter

Using the Packet Capture Tool (PCAP)
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config ip traffic-filter create global src-ip
10.10.10.10/32 dst-ip 10.10.20.20/32 id 5

Enable PCAP globaly.

config diag pcap enable true

Configure a PCAP filter that only allows TCP ports that are not in 20 to 21.

config diag pcap capture-filter 7 tcp-port 20 to 21 not

Display al PCAP statistics.

show diag pcap stats

Disable PCAP at the port level.
config ether 2/10 pcap enable false

Copy captured packets to afile.
copy PCAPO0 /pcmcia/pcap packets.cap

Use Ethereal or Sniffer Pro to anayze the packets.
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Chapter 2
Configuring PCAP with CLI

This chapter describes the CLI commands that support all PCAP configuration
through the primary CPU and the PCAP engine.

This chapter includes the following topics:

Topic Page
Roadmap of PCAP CLI commands 23
Enabling PCAP on a port 26
Enabling PCAP with MAC (fdb) filters 29
Configuring PCAP global parameters 29
Configuring PCAP capture filters 32
Displaying PCAP information with the CLI 37

Roadmap of PCAP CLI commands

The following table lists al the PCAP commands and their parameters. Use this
list as aquick reference or click on any entry for more information:

Command Parameter

config {ethernet|atm|pos} <slot/ info
port> pcap

add set <value>

enable <true|false> [mode
<value>]

remove set <value>

Using the Packet Capture Tool (PCAP)



24 Chapter 2 Configuring PCAP with CLI

Command

config diag pcap

config diag pcap capture-filter
<listid>

Parameter
info

auto-save <true|false>
[file-name <value>] [device
<value>] [ip <value>]

buffer-size <2...256>
buffer-wrap <true|false>
enable <true|false>

ethertype-for-svlan-level
<EtherType for hex vlan levels

fragment-size <64...9600>
pcmcia-wrap <truel|falses
reset-stat

info

action <capture|drop|trigger-
on|trigger-offs>

create
delete

[to <value>]
[not]

dscp <dscp>
[match-zero <values>]

dstip <ipaddr/mask> [to <values>]
[not]

dstmac <DstMac> [mask <values>]

[not]
enable <true|false>

ether-type <Ethertype> [to

<value>] [not]
packet-count <PacketCounts>

pbits <Pbitss>
[match-zero <values>]

[to <value>]
[not]

protocol-type <protocoltypes> [to
<value>] [not]
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Command Parameter

refresh-timer <RefreshTimer>

srcip <ipaddr> [to <value>]
[not]

srcmac <SrcMac> [mask <values>]
[not]

tcp-port <tcports> [to <values>]
[not]

timer <Timers>

udp-port <udpport> [to <value>]
[not]

user-defined <0..9600> <data>
[not]

vlan-id <Vlanid> [to <value>]
[not]

show diag pcap dump

show diag pcap capture-filter
[1d <value>]

show diag pcap info

show diag pcap port

show diag pcap stats
copy PCAPOO /<device>/<filename>
config diag pcap enable false

config diag pcap reset-stat
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Enabling PCAP on a port

PCAP is enabled on Ethernet, ATM, or POS ports. IP traffic filter sets can be
added and removed. Creating the IP Filter sets (Global or Source/Destination)
must occur prior to adding them to a PCAP enabled port.

To enable PCAP on Ethernet, ATM, or POS ports, use the following CLI
command:

config {ethernet|atm|pos} <slot/ports> pcap
where:
slot/port specifies the ports on which you want to enable PCAP in port list

form: { slot/port [-slot/port]][, ...]}.

This command includes the following options.

config {ethernet|atm|pos} <ports> pcap

followed by:

info Displays the current PCAP configuration
information (Figure 3).

add set <value> Allows you to add an IP filter set (Global or Source

Destination) to a port. The IP filter set must be
created prior to performing this function. Filter
Global Set ID values are in the range of 1 to 100
and Source/Destination sets are in the range of
300 to 1000.

This will cause the following to happen:

« Create an IP traffic filter for a port if one does
not already exist; otherwise, disable the IP
traffic filter.

* Add the IP traffic filter set to the port.
¢ Set the mirror bit for all the filters in the set.

« Restore the “default-action” of the port. If
“default-action” was not set, set to “forwarding.”

Enable the traffic filter on the port.

315023-C Rev 00



Chapter 2 Configuring PCAP with CLI 27

config {ethernet|atm|pos} <ports> pcap

followed by:

enable <true|false>
[mode <value>]

Enable or disable PCAP on the port. The default
PCAP mode will only capture ingress packets in rx
mode.

¢ [mode <value>] value is rx, tx, both, or rxFilter.
If PCAP is enabled in rxFilter mode, then only
ingress packets which match the filter criteria
will be captured.

remove set <value>

Allows you to remove a filter. value isthe
number of the filter set. The Source/Destination set
is a value from 1 to 100. The Global set is a value
from 300 to 1000.

This will cause the following to happen:
¢ Disable the IP traffic filter.
« Remove the IP traffic filter set from the port.

Figure 3 shows sample output for the config {ethernet|atm|pos} pcap
info command. Each command isissued from the primary CPU. To use IP
traffic filter sets (Global or Source/Destination), PCAP must be enabled in rxFilter
mode. The default mode, rx, will result with the packets captured containing

PCAP filtered or all the packets.

Using the Packet Capture Tool (PCAP)



28 Chapter 2 Configuring PCAP with CLI

Figure 3 config {ethernet|atm|pos} pcap info command sample output

//’

Passport-8606:
rxFilter
Passport-8606:

Passport-8606:
Passport-8606:

Passport-8606:
Passport-8606:

Passport-8606:
Passport-8606:

Passport-8606:
Passport-8606:

\_

54

54

54
54

54
5#

54
5#

54
54

config ethernet 1/44 pcap

config ethernet 1/44 pcap

enable : true
mode : rxFilter
add set

config ethernet 1/46 pcap
config ethernet 1/46 pcap

enable : true
mode : tx
add set

config ethernet 1/48 pcap
config ethernet 1/48 pcap

enable : true
mode : both
add set

enable true mode

info

~

enable true mode tx

info

enable true mode both

info

config atm 9/1 pcap enable true mode rx

config atm 9/1 pcap info

enable : true
mode : rx
add set

config pos 7/1 pcap enable true mode rxFilter

config pos 7/1 pcap info

enable : true
mode : rxFilter
add set

/
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Enabling PCAP with MAC (fdb) filters

Note: Nortel Networks recommends using PCAP with IP or MAC
address filters to reduce traffic flow on the PCAP engine.

To capture packets that match criteria based on MAC address filters:

1 Enable PCAP with the mode option set to rxFilter.
2 Enable PCAP with fdb-filterson aVLAN.

To enable PCAP for an fdb-filter by MAC address, use the following command:
config vlan <vid> fdb-filter pcap <mac> enable

where:
vid identifiesthe VLAN
mac isthe MAC address

For information about the other options available fromthe config vlan <vids>

fdb-filter command, see Configuring VLANS, Spanning Tree, and Link
Aggregation.

Configuring PCAP global parameters

Global parameters are configured to define where captured frames are to be
stored, the size of the buffer required to store frames, the size of the packet to be
captured, and whether or not to reset statistical counters. The command syntax is:

config diag pcap

Note: All of the following commands can be executed only when PCAP
isglobally disabled. All commands can be executed from the primary
CPU or PCAP engine.

-p
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To configure PCAP global parameters, use the command config diag pcap

with the following options:

config diag pcap
followed by:

info

Displays the current PCAP configuration
(Figure 4).

[file-name <values]
[device <values]
[ip <value>]

auto-save <true|false>

When enabled, saves the captured frames into
the device specified and continues to capture
frames. Default is enable. If this option is
disabled, packets are stored in the DRAM
buffer only.

e file-name value isthe name of the
file where captured frames are to be saved.

e device valueisthe device name (i.e.,
PCMCIA or network).

* 1ip value isthe IP address to be used.
This is used only if the device is “network.”

buffer-size<2...256>

This is the size of the buffer that needs to be
allocated for storing data. The maximum buffer
size is 40MB for a 8690 CPU and 104MB for a
8691 CPU. Default is 32 MB.

buffer-wrap <true|false>

When this parameter is set to true and the
buffer becomes full, the capture will continue by
wrapping the buffer. If this parameter is set to
false and the buffer becomes full, the packet
capture will stop. The default value is set to
true. A log message is generated when the
buffer is wrapped.

enable <true|false>

Use to enable or disable PCAP globally. The
default is false.

level>

ethertype-for-svlan-level
<EtherType for hex vlan

Specifies the Ethernet type for SVLAN packets.
With this information, PCAP can identify and
capture the tag information of packets received
from SVLAN ports.

ethertype-for-svlan-level isa
hexadecimal value. The default is 0x8100.

fragment-size <64...9600>

The number of bytes of each frame that will be
captured. The default is set to capture the first
64 bytes of each frame.
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config diag pcap
followed by:

pcmcia-wrap <true|falses

When this parameter is set to true and the
autosave device is PCMCIA, this will cause an
overwrite of the present file on the PCMCIA
during an autosave. If this parameter is set to
false, the present file will not be overwritten. A
log is generated when the file is overwritten on
the PCMCIA.

reset-stat

This command resets the PCAP engine DRAM
buffer, as well as all software counters used for
PCAP statistics. This command can be
executed in the Primary and PCAP engine.

Figure 4 shows sample output for the config diag pcap info command. The
command can be issued from both the primary CPU or the PCAP engine.

Figure 4 config diag pcap info command

//f

enable = TRUE
buffer-wrap = TRUE
pcmcia-wrap = TRUE

auto-save = FALSE
AutoSaveFilename =

Passport-8606:6# config diag pcap info

buffer-size = 32 MB
fragment-size = 64 Bytes

pcap.cap
AutoSaveDevice = pcmcia
ether-type-for-svlan-level = 0x8100

~
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Configuring PCAP capture filters

Use PCAP capture filters to better define the match criteria used on packets. This
is done to further narrow the scope of the types of packets to be captured.

Note: Nortel Networks highly recommends using PCAP with IPor MAC
= | filtersto reduce the load on the PCAP engine that has a capturing

capability that can be exceeded by a gigabit port mirrored traffic stream.
I P filter sets affect network traffic and is dependent on the action taken by

the filter on the port.

To configure a capture filter with match criteria, use the following CLI command:

config diag pcap capture-filter <listid>

where:

listid representsauniquefilter. Thevalid rangeis 1 to 1000.

This command includes the following options. The command can be issued from
both the primary CPU and the PCAP engine.

config diag pcap capture-filter <listid>

<capture |drop|trigger-
on|trigger-offs>

followed by:

info Displays the current PCAP filter configuration.
(Figure 5).

action This option determines the action to be taken by the
filter.

capture indicates that the packet will be
captured.

drop indicates that the packet will be dropped.

trigger-on indicates to start capturing the
packet when a packet matches this filter. PCAP
will be enabled globally and the trigger filter will
get disabled.

trigger-off indicates to stop capturing the
packet when a packet matches this filter. PCAP
will be disabled globally and the trigger filter will
get disabled.

create

Creates a new PCAP capture filter.
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config diag pcap capture-filter <listid>

followed by:

delete Deletes an existing filter.

dscp <dscp> [to This is the DSCP value of the packet.

<value>] [match-zero + dscp canbe one or arange of DSCP values.
<value>] [not] The default is 0 which means this option is

disabled.
to value is used to specify a range.

match-zero valueis either true or
false. When this option is set to true, O is
considered a valid value. When it is set to false,
0 is considered a disable value.

not means that the filter matches for ALL
other values than the range of values defined.

dstip <ipaddr/mask> [to
<value>] [not]

The destination IP address.

ipaddr/mask can be one or arange of IP
addresses. The default is 0.0.0.0, which means
this option is disabled.

to value is used to specify a range.

not means that the filter matches for ALL
other values than the range of values defined.

dstmac <DstMac>
<value>] [not]

[mask

The MAC address of the destination. If the mask is
set, then only the first few bytes will be compared.

DstMac is used to represent a range of MAC
addresses. The default is 00:00:00:00:00:00
which means this option is disabled.

mask <value> destination MAC address
mask. This is used to specify an address range.

[not] NOT means that the filter matches for
ALL other values than the range of values
defined.

enable <true|false>

Used to enable or disable the filter. Default is
disable.

ether-type
<Ethertype> [to
<value>] [not]

This is the Ethernet type of the packet.

Ethertype can be one or a range of
ether-type values. The default is 0, meaning that
this option is disabled.

to value is used to specify a range.

not means that the filter matches for ALL other
values than the range of values defined.
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followed by:

config diag pcap capture-filter <listid>

packet-count
<PacketCount>

When set, PCAP will stop after capturing the
specified value of packets. This is similar to the
refresh- timer option, once this is invoked, the filter
is disabled. This option is active only when the
action parameter is set to trigger-on. The default
value is 0 which means this option is disabled.

pbits <Pbits> [to
<value>] [match-zero
<value>] [not]

This is the priority bit of the packet.

* Pbits can be one or arange. The default is O
which means this option is disabled.

* to valueis used to specify a range.

* match-zero valueis either true or
false. When this option is set to true, 0 is
considered a valid value. When it is set to false,
0 is considered a disable value.

* not means that the filter matches for ALL
other values than the range of values defined.

protocol-type
<protocoltype> [to
<value>] [not]

The protocol of the packet.

e protocoltype can be one or a range of
protocol-type values. The default is 0 which
means this option is disabled.

* to valueis used to specify a range.

* not means that the filter matches for ALL other
values than the range of values defined.

refresh-timer
<RefreshTimer>

When set, this will start or reset a timer. If another
packet is not received within the specified time,
PCAP will be disabled globally. This option is active
only when the action parameter is set to ‘trigger-on’.
To delete this option, set it to 0. The default value is
0.

srcip <ipaddr> [to
<value>] [not]

The source IP address.

* ipaddr can be one or a range of IP
addresses. The default is 0.0.0.0, which means
this option is disabled.

e to valueis used to specify a range.

e not means that the filter matches for ALL
other values than the range of values defined.
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config diag pcap capture-filter <listid>

followed by:

srcmac <SrcMac>

[mask <value>] [not]

The MAC address of the source.

e SrcMac is the source MAC address. If the
mask is set, then only the first few bytes will be
compared. The default is 00:00:00:00:00:00
which means this option is disabled.

« mask value isthe mask of the destination
MAC address. This is used to specify an
address range.

e not means that the filter matches for ALL
other values than the range of values defined.

tcp-port <tcports [to

<value>] [not]

This is the TCP port of the packet.

* tcport can be one or a range of TCP port
values. The default is 0 which means this option
is disabled.

e to value Thisis used to specify a range.

* not means that the filter matches for ALL other
values than the range of values defined.

timer <Timers

When set, PCAP will be invoked when the first
packet is matched and stopped after the set value of
time. After starting the timer, the filter will be
disabled.

This option is active only when the action
parameter is setto trigger-on.

* Timer is avalue from 100 to 3600000
milliseconds. The default value is 0. Setting the
value to O disables the timer.

udp-port <udpport> [to

<value>] [not]

The UDP port of the packet.

e udpport can be one or a range of UDP port
values. The default is 0 which means this option
is disabled.

* to valueis used to specify a range.

* not means that the filter matches for ALL
other values than the range of values defined.
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config diag pcap capture-filter <listid>
followed by:

user-defined <0..9600> |Thisparameter is used to set the user defined value
<data> [not] to match the packet. The user can define a pattern
in hex or character to match in the packet. The user
can also specify the offset to start the match. The
default value of pattern is null () which means this
field will be discarded. To disable this option set the
pattern to null ().

e not means that the filter matches for ALL
other values than the range of values defined.

vlan-id <Vlanid> [to The VLAN ID of the packet.

<value>] [not] e Vlanid can be one or a range of VLAN IDs.
The default is 0 which means this option is
disabled.

* to value is used to specify a range.

* not means that the filter matches for ALL
other values than the range of values defined.

Figure 5 shows sample output for the config diag pcap capture-filter
info command. The command can be issued from both the primary CPU and the
PCAP engine.
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Figure 5 config diag pcap capture-filter info command

4 N

Passport-8606:6# config diag pcap capture-filter 10 info

Id : 10
action : capture
enable : false

srcmac : 00:00:00:00:00:00 Mask
dstmac : 00:00:00:00:00:00 Mask
srcip : 0.0.0.0 to 0.0.0.0
dstip : 0.0.0.0 to 0.0.0.0
vlan-id : 0 to 0O

pbits : 0 to O

ether-type : 0x0 to 0x0
protocol-type : 0 to 0O

dscp : 0 to O

udp-port : 0 to O

tcp-port : 0 to O

user-defined: Offset: 0 Data:
timer : 0 ms

packet-count : 0

refresh-timer : 0 ms

\_ /

Displaying PCAP information with the CLI

This section describes the commands used to display PCAP information and
definesif they are to be used on the primary CPU or the PCAP engine.

Showing all captured packets

The show diag pcap dump command displays all captured packets. This
command is allowed only from the PCAP engine and only when PCAP is
disabled.

Note: Dumping alarge number of captured packets is CPU intensive.
=»|  The switch will not respond to any commands while the dump isin
progress. Nortel Networks recommends to use this command only when it
is absolutely necessary. However, there is no degradation in the normal
traffic handling or switch failover.
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To display information about all captured packets, use the following command:

show diag pcap dump

Figure 6 shows sample output for the show diag pcap dump

command is issued from the PCAP engine.

Figure 6 show diag pcap dump command output

command.

The

Passport-8606:6# show diag pcap dump

cc dd ee ff aa bb aa bb cc dd ee £f£f 81 00 00 Oa
2a 00 00 00 00 4

0 11 48 92 0Oc Oc Oc Oc 0d 0d 0d 0d cO 20 00 07 00
00 00 00 00 00

00 00 00 00 00 00 0O

cc dd ee ff aa bb aa bb cc dd ee £ff 81 00 00 Oa
2a 00 00 00 00 4

0 11 48 92 0Oc Oc Oc Oc 0d 0d 0d 0d cO 20 00 07 00
00 00 00 00 00

00 00 00 00 00 00 OO0

cc dd ee ff aa bb aa bb cc dd ee £f£f 81 00 00 Oa
2a 00 00 00 00 4
0 11 48 92 Oc Oc Oc Oc 0d 0d 0d 0d c0O 20 00 07 00
00 00 00 00 00
00 00 00 00 00 00 00

08

16

08

16

08

16

00 45

0d 69

00 45

0d 69

00 45

0d 69

00

00

00

00

00

00

00

00

00

00

00

00

/

Showing capture filter information

The show diag pcap capture-filter [id <value>] command displays
al capture filter information. If Id is not specified, then al configured filters will
be displayed. This command can be issued from both the primary CPU or the

PCAP engine.

To display information about capture filters, use the following command:

show diag pcap capture-filter [id <value>]

where;
id <value> isthefilterid.
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Figure 7 shows sample output for the show diag pcap capture-filter
command.

Figure 7 show diag pcap capture-filter command output

Passport-8606:6# show diag pcap capture-filter

Id : 10
action : capture
enable : false

srcmac : 00:00:00:00:00:00 Mask = 6
dstmac : 00:00:00:00:00:00 Mask = 6
srcip : 0.0.0.0 to 0.0.0.0

dstip : 0.0.0.0 to 0.0.0.0

vlan-id : 0 to O

pbits : 0 to O

ether-type : 0x0 to 0x0
protocol-type : 0 to O

dscp : 0 to O

udp-port : 0 to O

tcp-port : 0 to O

user-defined: Offset: 0 Data:

timer : 0 ms

packet-count : 0

refresh-timer : 0 ms

\_ /

Showing PCAP global parameters

The show diag pcap info command displays PCAP global parameter values
in the PCAP engine. Thiscommand can be issued from both the primary CPU and
the PCAP engine.

To display all global information, use the following command:

show diag pcap info
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Figure 8 shows sample output for the show diag pcap info command.

Figure 8 show diag pcap info command output

~

Passport-8606:6# show diag pcap info
enable = FALSE
buffer-wrap = TRUE
pcmcia-wrap = TRUE
buffer-size = 32 MB
fragment-size = 64 Bytes
auto-save = TRUE
AutoSaveFilename = pcap.cap
AutoSaveDevice = pcmcia
ether-type-for-svlan-level = 0x8100

\ /

Showing PCAP port information

The show diag pcap port command displaysall PCAP portsthat are
enabled.

To display information about PCAP ports, use the following command:
show diag pcap port

Figure 9 shows sample output for the show diag pcap port command. This
command is issued from the primary CPU.

Figure 9 show diag pcap port command output

Passport-8606:5# show diag pcap port
Port mode

2/20 rx

315023-C Rev 00



Chapter 2 Configuring PCAP with CLI 41

Showing all PCAP information

The show diag pcap show-all command displays the output from al show
diag pcap commands.

To display all information related to PCAP, use the following command:
show diag pcap show-all [file <value>]

where:
value isthefilename to which the output will be redirected.

Figure 10 and Figure 11 show sample output for the show diag pcap
show-all command. This command can be issued from both the primary CPU
and the PCAP engine.
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Figure 10 show diag pcap show-all command output

/ﬁgssport—8606:6# show diag pcap show-all ‘\\
# show diag pcap dump
Command not allowed in Primary CPU

# show diag pcap capture-filter

Id : 7

action : capture

enable : true

srcmac : 00:00:00:00:00:00 Mask
dstmac : 00:00:00:00:00:00 Mask
srcip : 0.0.0.0 to 0.0.0.0
dstip : 0.0.0.0 to 0.0.0.0
vlian-id : 0 to O

pbits : 0 to O

I
[N

ether-type : 0x0 to 0x0
protocol-type : 6 to 6

dscp : 0 to O

udp-port : 0 to O

tcp-port : 0 to O
user-defined: Offset: 0 Data:
timer : 0 ms

packet-count : 0
refresh-timer : 0 ms
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Figure 11 show diag pcap show-all command output (continued)

# show diag pcap info

enable FALSE
buffer-wrap
pcmcia-wrap
buffer-size
fragment-size
auto-save TRUE
AutoSaveFilename

AutoSaveDevice
ether-type-for-sv

# show diag pcap port

# show diag pcap stats

Stat Information

Packet
Number
Number

Capacity C
of packets
of packets
Number of packets
Number of packets

\Eissport—8606:6#

TRUE
TRUE
32 MB

pcmcia

~

64 Bytes

pcap.cap

lan-level 0x8100

for PCAP

ount 363636
received in PCAP engine
accumulated in PCAP engine 0
dropped in PCAP engine by filters
dropped in Hardware 0

0
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Showing PCAP statistics

The show diag pcap stats command displays PCAP port statistics.

To display all PCAP statistic information, use the following command:

show diag pcap stats

Figure 12 shows sample output for the show diag pcap stat command. This
command can be executed in the Primary and the PCAP engine.

Figure 12 show diag pcap stat command output

/

~

Passport-8606:6# show diag pcap stats
Stat Information for PCAP

Packet Capacity Count 340909

Number of packets received in PCAP engine : 10

Number of packets accumulated in PCAP engine : 10

Number of packets dropped in PCAP engine by filters : 0
\\\ Number of packets dropped in Hardware : O ,//

Table 1 defines the show diag pcap stats counters.

Table 1 PCAP statistic counters

Statistic

Description

Packet Capacity Count:

This is the maximum number of packets that
currently can be stored in the PCAP engine
buffer. Reset-stat will not reset this value.

engine:

Number of packets received in PCAP

This is the number of packets currently in the
PCAP engine buffer. When buffer-wrap occurs,
this is set to 0 and the count starts again.

Note: When buffer-wrap occurs, the second
field is set to 0 and the third field is not set to
zero. From the capture log, the user can
determine how many times buffer-wrap has
occurred.
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Table 1 PCAP statistic counters

Statistic

Description

Number of packets accumulated in
PCAP engine:

This is the number of packets accumulated in
the PCAP engine.

Note: When buffer-wrap occurs, the second
field is set to 0 and the third field is not set to
zero. From the capture log, the user can
determine how many times buffer-wrap has
occurred.

Number of packets dropped in PCAP
engine by filters:

The number of packets dropped when ingress
packets match the filter criteria and the PCAP
action issetto drop.

Number of packets dropped in
Hardware:

The number of packets dropped by the PCAP
engine hardware when the amount of packets
being forwarded can not be processed.

Copying captured packets to a remote machine

If PCAP isused with autosave disabled, captured packets will be stored in the
PCAP engine DRAM buffer. To copy the packets captured to afile for later
viewing, usethe CLI copy or FTP get commands. These commands can be

executed in the Primary CPU.

To use the CLI copy command, use the following:

copy PCAP00 /<device>/<filename>

where:

PCAPOO indicatesthe DRAM buffer.

device ispcmcia, flash, or an IP host.

filename is (filename.cap).
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To use the FTP get command, use the following command:
ftp> get PCAPOO0 <filenames>

where:
pcapoo indicatesthe DRAM buffer.
filename isintheformat £i1lename.cap.

Resetting the PCAP DRAM buffer

To reset the PCAP engine DRAM huffer, use the following command sequence
from the PCAP engine:

config diag pcap enable false
config diag pcap reset-stat

The reset-stat command can be issued only after disabling PCAP. Issuing the
command clears the DRAM buffer and the PCAP counters.
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Chapter 3

Configuring PCAP with Device Manager

Device Manager supports PCAP configuration commands. Device Manager

commands are supported through the primary CPU. The user needsto connect to

the primary CPU to perform PCAP configuration.

This chapter includes the following topics:

Topic Page
Enabling PCAP globally 47
Enabling PCAP on a port 49
Configuring PCAP filters 52
Using advanced PCAP capture filters 55
Enabling PCAP with MAC (fdb) filters 57
Accessing the PCAP captured frames file 59
Viewing PCAP statistics 60

Enabling PCAP globally

Global parameters are configured to define among other things, where captured
frames are to be stored, the size of the DRAM buffer required to store frames, the

frame size of the captured packet, and other characteristics of the frame set.
To configure PCAP global parameters:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed (Figure 13).
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Figure 13 Diagnostics dialog box—Test tab
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2 Click the PcapGlobal tab.
The PcapGlobal tab opens (Figure 14).

Figure 14 Diagnostics dialog box—PcapGlobal tab
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3 Enter the appropriate information.
4 Click Apply.
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Table 2 describes the PcapGlobal tab fields.

Table 2 PcapGlobal tab fields

Field Description

Enable Enable or Disable PCAP globally on the PCAP engine.

BufferWrap This is used to enable buffer wrap-around when the buffer is
full. When set, PCAP will continue to capture packets,
otherwise packet capturing stops.

PcmciaWrap When enabled, this will cause an overwrite of the present
file in the PCMCIA during auto-save.

FrameSize The number of bytes of each packet that will be captured.

BufferSize The amount of memory to be allocated for storing data.

AutoSave Set this parameter to save data automatically when the

buffer is full.

AutoSaveFilename

The name of the file in which packets are stored.

AutoSaveDevice

The type of device used to store the captured packets. If the
device is network, the user also needs to enter an IP
address.

AutoSaveNetworklpAddress

This is the IP address of the remote host where the data
needs to be stored. This field is valid only if the device is
network.

CopyFileName:

The file name to use when copying the PCAP capture file
from the PCAP engine DRAM or a PCMCIA device, to a
remote client (user’s local machine).

EtherTypeForSvlanLevel

Specifies the Ethernet type for SVLAN packets. With this
information, PCAP can identify and capture the tag
information of packets received from SVLAN. The value for
this field is a hexadecimal number.

Enabling PCAP on a port

PCAP is enabled on an Ethernet, ATM, or POS ports. IP traffic filter sets are
created, added, and enabled.

To configure PCAP on a port:

1 Select aport.

2 From the Device Manager menu bar, choose Edit > Port.
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The Port dialog box opens with the Interface tab displayed (Figure 15).

Figure 15 Port dialog box—Interface tab
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Click the PCAP tab.
The PCAP tab opens (Figure 16).
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Figure 16 Port dialog box—PCAP tab

% 134.177.229.235 - Port 4/5 x|
eve | oser | Re | oem | pom | were | Router Discovery , IPX BRouter
Remote piroring | hroute StreamLimt | Fobrrotect | P addres= | are | pHoe | ovire

rterface | wLaN | 576 | MAGC Leaming | RsteLimting | Test | smLT  PCaP | eapoL | Lace | wisce

[~ Enahle

Mol ‘r‘ tr % re { poth O erirter‘

FitterSet: Jo
Anply | Refreshl Closel Help...l
4 Click Enable.
5 Select amode.
6 Click the FilterSet button and select afilter set.
7 Click Apply.

Table 3 describes the PCAP tab fields.

Table 3 PCAP tab fields

Field Description
Enable Enable or Disable PCAP for the port.
Mode Sets the mode in which PCAP is enabled. The valid values are rx,

tx, both, or rxFilter. When PCAP is enabled in rxFilter mode, only
ingress packets which match the filter criteria will be captured.
The default is rx.

FilterSet Adds an IP filter set (Global or Source Destination) to a port. The
IP filter set must be created prior to performing this function. Filter
Global Set ID values are in the range of 1...100 and Source/
Destination sets are in the range of 300...1000.
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Configuring PCAP filters

You can use Device Manager to define the match criteria used to capture packets.
Thisis doneto further narrow the scope of the types of packets to be captured.

To configure match criteria used to capture packets:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed (Figure 13).

2 Click the PcapFilter tab.
The PcapFilter tab opens (Figure 17).

Figure 17 Diagnostics dialog box—PcapFilter tab
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3 Click Insert.
The Diagnostics, Insert PcapFilter dialog box opens (Figure 18).
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Figure 18 Diagnostics, Insert PcapFilter dialog box
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4  Click Insert.

Table 4 describes the PcapFilter dialog box fields.

Table 4 PcapFilter dialog box fields

Field Description

Id The unique ID that represents the filter.

Enable This field is used to enable or disable the filter.
Action The action to be taken when the policy is matched.
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Table 4 PcapFilter dialog box fields

Field Description
SrcMac The Source MAC address to match.
SrcMacMask The Source MAC address mask. This is used to specify an

address range.

IsinverseSrcMac

The Source MAC address inverse. When this is set, the
MAC addresses other than the one specified are matched.

DstMac

The Destination MAC address.

DstMacMask

The Destination MAC address mask. This is used to specify
an address range.

IsInverseDstMac

The Destination MAC address inverse. When this is set, the
MAC addresses other than the one specified are matched.

Vianld

The VLAN ID of the packet to be matched.

ToVlanld

The destination VLAN ID. This is used to specify a range.

IsinverseVlanld

The VLAN ID inverse. When this is set, the VLAN ID other
than the one specified are matched.

Pbit

The Pbit of the packet to be matched.

ToPbit

This is used to specify a Pbit range.

IsinversePbit

The Pbit inverse. When this is set, the Pbit other than the
one specified are matched.

PbitMatchZero When this is set, 0 is considered a valid value. Otherwise, 0
is considered a disable value.

EtherType The EtherType of the packet to be matched.

ToEtherType This is used to specify an EtherType range.

IsinverseEtherType

The EtherType inverse. When this is set, the EtherType
other than the one specified are matched.

Srclp

The source IP address of the packet to be matched.

ToSrclp

This is used to specify an Srclp range.

IsinverseSrclp

The Srclp inverse. When this is set, the Srclp other than the
one specified are matched.

Dstlp

The destination IP address of the packet to be matched.

ToDstlp

This is used to specify a Dstlp range.

IsinverseDstlp

The Dstlp inverse. When this is set, the Dstlp other than the
one specified are matched.

Dscp

The DSCP value of the packet to be matched.

ToDscp

This is used to specify a Dscp range.
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Table 4 PcapFilter dialog box fields

Field Description

IsinverseDscp The Dscp inverse. When this is set, the Dscp other than the
one specified are matched.

DscpMatchZero When this is set, 0 is considered a valid value. Otherwise, O
is considered a disable value.

ProtocolType The ProtocolType of the packet to be matched.

ToProtocolType This is used to specify a ProtocolType range.

IsinverseProtocolType The ProtocolType inverse. When this is set, the

ProtocolType other than the one specified are matched.

Using advanced PCAP capture filters

To use advanced PCAP capture filter parameters.

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed (Figure 13).

2 Click the PcapAdvancedFilter tab.
The PcapAdvancedFilter tab opens (Figure 19).

Figure 19 Diagnostics dialog box—PcapAdvancedFilter tab
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3 Enter the appropriate fields.
4  Click Apply.
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Table 5 describes the PcapAdvanceFilter dialog box fields.

Table 5 PcapAdvanceFilter dialog box fields

Field Description

Id The unique ID that represents the filter.

UdpPort The UDP port of the packet to be matched. UdpPort can be
one or a range of UDP port values.

ToUdpPort Specifies a range of UDP ports.

IsinverseUdpPort

Indicates that all other values other than the specified range
of UDP ports are matched.

TcpPort

The TCP port of the packet to be matched.

ToTcpPort

Specifies a range of TCP ports.

IsinverseTcpPort

Indicates that all other values other than the specified range
of TCP ports are matched.

UserDefinedData

Specifies the user-defined data to match with the packets
received.

UserDefinedDataSize

The length of user-defined data.

UserDefinedOffset

The offset from which the match must start.

IsinverseUserDefined

Indicates that all other data other than the specified
user-defined data is matched.

Timer

When set, PCAP will be invoked when the first packet is
matched and stopped after the set value of time.

After starting the timer, the filter will be disabled.

This option is active only when action parameter is set to
“trigger-on.”

The default value is 0.

PacketCount

When set, PCAP will stop after capturing the specified value
of packets. This is similar to the refresh- timer option, once
this is invoked, the filter is disabled. This option is active
only when the action parameter is set to trigger-on. To
delete this option, set it to 0. The default value is 0.

RefreshTimer

When set, this will start or reset a timer. If another packet is
not received within the specified time, PCAP will be disabled
globally. This option is active only when the action
parameter is set to ‘trigger-on’. To delete this option, set it to
0. The default value is 0.
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Enabling PCAP with MAC (fdb) filters

Note: Nortel Networks recommends using PCAP with IP or MAC
address filters to reduce traffic flow on the PCAP engine.

To capture packets that match criteria based on MAC address filters:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed (Figure 20).

Figure 20 VLAN dialog box—Basic tab
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2 Inthe VLAN dialog box, select aVLAN and click Bridge.

The Bridge, VLAN dialog box opens with the Transparent tab displayed
(Figure 21).

Figure 21 Bridge, VLAN dialog box—Transparent tab
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3 IntheBridge, VLAN dialog box, click Filter.
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The Filter tab opens (Figure 22).
Figure 22 Bridge, VLAN dialog box—Filter tab
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4  Click Insert.
The Bridge, VLAN, Insert Filter dialog box opens (Figure 23).

Figure 23 Bridge, VLAN Insert Filter dialog box
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5 Sdect PCAP
Thisfield isused to enable or disable PCAP for the fdb-filter.

6 Click Insert.

For information about the other fields on the Bridge, VLAN Insert Filter dialog
box, see Configuring VLANS, Spanning Tree, and Link Aggregation.
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Accessing the PCAP captured frames file

Once packets have been captured in afile, analysis can be performed to determine
the cause of network problems.

Note: The procedure described below requires that the secondary CPU
=*| havea management |P address assigned, and that your JDM client has
access to that management network. If either of these conditions are not
met, this process will not be successful, and the file will need to be
obtained using the CLI. See“ Copying captured packets to aremote
machine” on page 45.

To access the PCAP captured packetsfile:

1 From the Device Manager menu bar, choose Actions > Get PCAP File.
The Get Pcap File dialog box opens (Figure 24).

Figure 24 Get Pcap dialog box
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Enter your login name and password for the PCAP engine (secondary CPU).
Click RAM or PCMCIA.

If you click RAM, the PCAPfileis copied from RAM. If you click PCMCIA,
the PCAPfileis copied from a PCMCIA device.

4 Inthe PcapDirectory field, enter the directory path where you want the file to
be stored.
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5 Click OK.

Table 6 describes the Get Pcap File dialog box fields.

Table 6 Get Pcap File dialog box fields

Field Description

Login The rwa (read-write-all) user name for the PCAP engine
(secondary CPU).

Password The password for the read-write-all account.

PcapDirectory

The directory name to use when copying the PCAP capture
file from the PCAP engine DRAM or a PCMCIA device, to a
remote client (user’s local machine). If you leave this field
blank, when you transfer the PCAP capture file, the files are
saved in the JDM root directory (for example, y:/JDM) on the
local machine.

Viewing PCAP statistics

To view PCAP statistics:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed (Figure 13).

2 Click the PcapStat tab.

The PcapStat tab opens (Figure 25).
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Figure 25 Diagnostics dialog box—PcapStat tab
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3 If you want to clear the statistics counter, select resetStat and then click
Apply. To display current statistics, click Refresh.

Table 7 describes the PcapStat tab fields.

Table 7 PcapStat tab fields

Field Description

ResetStat Resets the PCAP engine DRAM buffer, as
well as all software counters used for PCAP
statistics.

PacketCapacityCount This is the maximum number of packets that

currently can be stored in the PCAP engine
buffer. ResetStat will not reset this value.

NumberOfPacketsReceived This is the number of packets currently in the
PCAP engine buffer. When buffer-wrap
occurs, this is set to 0 and the count starts
again.

Note: When buffer-wrap occurs, the second
field is set to 0 and the third field is not set to
zero. From the capture log, the user can
determine how many times buffer-wrap has
occurred.

NumberOfPacketsAccumulated This is the number of packets accumulated in
the PCAP engine.

Note: When buffer-wrap occurs, the second
field is set to 0 and the third field is not set to
zero. From the capture log, the user can
determine how many times buffer-wrap has
occurred.
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Table 7 PcapStat tab fields

Field

Description

NumberOfPacketsDroppedinPcapEngine

The number of packets dropped when ingress
packets match the filter criteria and the PCAP
action is set to drop.

NumberOfPacketsDroppedinHardware

The number of packets dropped by the PCAP
engine hardware when the amount of packets
being forwarded cannot be processed.
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Chapter 4
PCAP limitations and considerations

This chapter describes the limitations and considerations of the PCAP tool.

e PCAPisnow compatible with HA-CPU.

*  Flow control packets may beissued if port performance is affected while
PCAP isenabled.

» Asthe PCAP featureis based on the mirroring capabilities of the 1/O ports,
limitations that apply to port mirroring also apply to PCAP. These limitations
include:

— Egress packet capture is supported only with Passport E-modules.

— PCAP can not be enabled on a port that has port mirroring currently
enabled.

— PCAP can not be enabled if PCAP or port mirroring is enabled on any
other port on the same Octapid. For 10/100 ports, there is one Octapid for
every 8 ports. Therefore, ports 1-8 use one Octapid, ports 9-16 use
another Octapid, ports 17-24 use another Octapid, and so on. For all
Gigabit, ATM, and POS ports, each port has its own Octapid. The only
exception isthe Passport 8616 module, which has 2 Gigabit portsfor each
Octapid. For thismodule, ports 1 and 2 share an Octapid, ports 3 and 4
share an Octapid, and so on.

— Control packets that are copied to the primary CPU will not be captured
using non Passport E-modules

»  When setting capture-filter parameters for PCAP, avalue of ‘0" when used in
setting the range of values will be accepted. The value of ‘0" will cause the
filter parameter to be disabled (avalue of ‘0" means the filter parameter is
disable). Do not use'0' in setting arange of valuesin afilter parameter.
(Q00518533)
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When the secondary CPU cyclesin the PCAP engine are used for packet
capturing and if the packet incoming rateis high (about 200 Mbps), the log
messages and certain CLI commands executed in the secondary CPU will be
gueued. Thiswill be recovered once the packet capturing is completed. For
immediate recovery, disable PCAP on theindividual portsin the primary CPU
on which packets are to ingress. The packets captured until thistime will be
stored in the buffer. (Q00537576)

To autosave using an anonymous FTP session to a Windows system, first
createa"/pub” sub-directory in"c:" directory or the drive which is default for
the FTP server. (Q00524278)

Data traffic captured from the 8672ATM or 8683POS ports does not contain
any ATM or POS encapsulation information. Only the Ethernet frame format
is availablein the capture file. (Q00522183)

PCAP usestwo levels of filtering to capture packets: one at the hardware level
and one at the software level. The hardware level uses the existing IP filters;
the software level uses capture filters. The config ethernet <portss>
pcap add set command alowsyou to add | P filters for the specified port for
PCAP andfor regular IPtraffic filtering. Therefore, whenyou usetheconfig
ethernet <ports> pcap info command, you may seefilter set values
that are specific to IP traffic filters only.

Theconfig ethernet <ports> pcap enable command allowsyou to
enable or disable PCAP on the port. When you usethe config ethernet
<ports> pcap info command, theinformation displayed for the enable
parameter refersto PCAP only (that is, if enableis set to true, this means that
PCAP is enabled for the specified interface). (Q00614444)

If you use an IPfilter as a PCAP filter to capture packets, then you disable
PCAP globally and at the port level, the IP filter remains active. (Q00624142)
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If you want your PCAP config file to be restored after a CPU-failover, you
must source the config file after the standby CPU becomes the master.
Otherwise, the PCAP config file will not be loaded. (Q00632891)

If you globally disable PCAPR, the number of packets dropped in hardware will
continue to go up unless you also disable PCAP on the port. To disable PCAP

onthe port, usethe config {ethernet|atm|pos} <ports> pcap
command. (Q00630688)
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Chapter 5
PCAP examples

This chapter provides examples showing how PCAP is used to solve common
network problems. It provides a sample network configuration and includes
examples of PCAP CLI commands used to solve these problems. For a complete
description of al available CLI commands you can use to configure PCAP,

including those shown in this chapter, refer to Chapter 2, “ Configuring PCAP with
CLI,” on page 23.

Problem definition

You are the network administrator at alarge multi-national software company. A
user calls and states they are trying to download some data from an FTP server to
their client machine. However, they are having a problem connecting to the FTP
server. The FTP client resides on client 1 and the FTP server ison client 2.

The FTP server is connected to a Passport 8600 switch (R1) through port interface
2/10, see Figure 26.

Hardware configuration

This section describes the hardware configurations that are assumed for each
PCAP solution example.

*  One Passport 8600 series switch (R1), with dual CPU modules.
» Each CPU module contains a PCMCIA card.

 Twoclients.

e 1/O cards are E-modules.

Using the Packet Capture Tool (PCAP)



68 Chapter 5 PCAP examples

Software configuration

This section describes the software configurations that are assumed for each
PCAP solution example.

» Anftp and tftp daemon running on a client server
»  Sniffer network software.

Figure 26 shows a sample network configuration used for solving the above
problem definition.

Figure 26 Sample Network configuration
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In this solution PCAP is configured to capture all packets on port interface 2/10
and have the packets saved on a PCM CIA device. The file containing captured
packetsisthen copied using FTP for analysis at a later time.
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To enable PCAP and capture all packets on aport interface compl ete the following
steps:

1 Enable PCAP on ports.

This step will enable PCAP in receive mode on R1, port interface 2/10, to
capture all ingress packets and confirm that it is enabled (see Figure 27).

Figure 27 Configure and show command output

Passport-8606:6# config ether 2/10 pcap enable true
Passport-8606:6# show diag pcap port
Port mode

|

2/10 rx

2 Configure PCAP global parameters.

Configure the PCAP parameter auto-save (see Figure 28) to automatically
save the captured packets, assign a file-name, and set the device to
PCMCIA. All other parameters will use default values. See “ Configuring
PCAP global parameters’ on page 29.

Figure 28 Configuring PCAP global parameters
Passport-8606:5# config diag pcap auto-save true file-name
pcap test.cap device pcmcia

3 Enable PCAP

Enable the PCAP and display the parameter values. Packet capture begins
when PCAP is enabled. Figure 29 displays that the following parameters are
Set:

auto-save = True

file-name = pcap_test.cap

Device= PCMCIA
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Figure 29 Enable PCAP

/;;ssport—8606:5# config diag pcap enable true
Passport-8606:5# show diag pcap info
enable = TRUE
buffer-wrap = TRUE
pcmcia-wrap = TRUE
buffer-size = 32 MB
fragment-size = 64 Bytes
auto-save = TRUE
AutoSaveFilename = pcap_ test.cap
AutoSaveDevice = pcmcia

\ther—type—for—svlan—level = 0x8100

/

4  Show PCAP ¢tatistics.

Connect to the PCAP engine and display the packet capture statistics (see

Figure 30).

Figure 30 The show diag pcap stats command output

/;;ssport—8606:5# show diag pcap stats
Stat Information for PCAP

Packet Capacity Count: 363636

Number of packets received in PCAP engine : 1042

Number of packets accumulated in PCAP engine : 1042

Number of packets dropped in PCAP engine by filters
\\\ Number of packets dropped in Hardware : 0

Y

‘\\

0

5 Copy the captured packets.

After you have disabled PCAP you can copy the captured packets stored in

memory to any device using the commands in Figure 31. The filename

PCAP0O isaninternal name that refers to packets stored the PCAP engine

DRAM.
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Figure 31 The copy PCAP0O0 command output

Passport-8606:6# copy PCAP00 /pcmcia/pcap packets.cap
Passport-8606:6# dir -1 /pcmcia
size date time name

171992 APR-22-1998 02:22:02 /pcmcia/pcap packets.cap

total: 16039936 used: 389120 free: 15650816 bytes

You may also copy captured packets stored in the PCAP engine memory to a
remote client using the FTP commands in Figure 32.

Figure 32 The FTP get PCAPOO command output

/ET\WINDOWS\DESKTOP>ftp 10.10.42.54 \\\
Connected to 10.10.42.54.
220 Passport FTP server ready

User (10.10.42.54: (none)): rwa
331 Password required
Password:

230 User logged in

ftp> bin

200 Type set to I, binary mode
ftp> hash

Hash mark printing On (2048 bytes/hash mark) .

ftp> get PCAP0O0 pcap ftp.cap

200 Port set okay

150 Opening BINARY mode data connection

HHHHHHAHH S HH AR A R R R A
HHHHHHHHHH

226 Transfer complete

171992 bytes received in 0.38 seconds (452.61 Kbytes/sec)

\_ /
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Solution 2

In solution 1 the number of captured packetsis quite large. Inthiscaseitis
necessary to try and capture fewer packets.

In this solution PCAP is configured to further refine the type of packetsto be
captured. This solution uses | P traffic filtersto only capture packets with a source
IP address of 10.10.10.10 and a destination | P address of 10.10.20.20. In addition
to procedures followed in solution 1, perform the following steps:

1 Configure IPtraffic filters.

This step shows how to configure aglobal 1P traffic filter, set the action of the
filter to forward, and display the results (see Figure 33).
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Figure 33 Configuring IP traffic filters

forward

10.10.20.20
255.255.255.255 0

TCPCONNECT
false

DS_MT DS FIELD
000000
000000:disable

DS_PRO_ID
0

N_H FORWARD IP

\\\ 0.0.0.0

Passport-8606:5# show ip traffic-filter global 5

Filters
ID NAME TYPE
PROTOCOL MIRROR
5 global-5 global ignore
false

DST ADDR DST MASK
SRC_MASK SRCPT

255.255.255.255

MODE
forward

DS_MT_DS_RSVED

00:disable

M _ICMP_REQ
false

N_H UNREACHABLEDROPE

false

SRC_OPTION DST OPTION

DSTPT SRC_ADDR

true
DS_MD 8021P DS_MD_DSCP
0:disable
M_IP FRAG STATISTICS
false disable

/;;ssport—8606:5# config ip traffic-filter create global src—i;\\
10.10.10.10/32 dst-ip 10.10.20.20/32 id 5
Global filter 5 is created.
Passport-8606:5# config ip traffic-filter filter 5 action mode

ignore ignore

10.10.10.10

STOP_ON MATCH

/
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2 Create afilter set.

This step shows how to create and name an | P filter set (see Figure 34).

Figure 34 Creating a filter set

/;;ssport—8606:5/config/ip/traffic—filter/global—set/S#
Passport-8606:5# config ip traffic-filter global-set 5
name pcap_ set
Passport-8606:5# config ip traffic-filter global-set 5
add-filter 5
Passport-8606:5# config ip traffic-filter global-set 5
Sub-Context: clear config dump monitor show test trace
Current Context:

create
name - pcap set
delete : N/A
add-filter : 5
\\\ remove-filter : N/A

box \\\

create

info
wsm

/

3 Apply afilter set to the port.

This step adds the filter set to the port 2/10, sets the mode to rxFilter, and

displays the information (see Figure 35).

Figure 35 Adding a filter set to a port

Passport-8606:5# config ether 2/10 pcap add set 5

Passport-8606:5# config ether 2/10 pcap enable true mode

rxFilter
Passport-8606:5# config ether 2/10 pcap info
enable : true
mode : rxFilter

If the amount of traffic flowing between client 1 and client 2 is still to large for

analysis, define afilter by protocol-type asshown in solution 3.
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Solution 3

In this solution PCAP filters are configured on the PCAP engineto drop all IP
packetsthat are not protocol type 6 and are not FTP packets. In effect this captures
all TCP/FTP packets. When used in conjunction with IP filters this narrows down
the number of packets captured to TCP/FTP packets flowing from client 2 to

client 1 (see Figure

36).

In addition to procedures followed in solution 1, perform the following steps.

Figure 36 Configuring PCAP protocol-type filters

/;;ssport—8606:

Passport-8606:

Passport-8606:
protocol-type
Passport-8606:
to 21 not

Passport-8606:

\_

5# config diag
S5# config diag
5# config diag
6 not

5# config diag

S5# config diag

pcap

pcap

pcap

pcap

pcap

capture-filter
capture-filter
capture-filter
capture-filter

capture-filter

Passport-8606:5# config diag pcap capture-filter
Id : 7
action : drop
enable true
srcmac 00:00:00:00:00:00 Mask = 6
dstmac : 00:00:00:00:00:00 Mask = 6
srcip : 0.0.0.0 to 0.0.0.0
dstip 0.0.0.0 to 0.0.0.0
vlan-id : 0 to 0O
pbits 0 to O
ether-type 0x0 to 0x0
protocol-type 6 to 6 [not]
dscp : 0 to O
udp-port 0 to 0
tcp-port 20 to 21 [not]
user-defined: Offset: 0 Data:
timer : 0 ms
packet-count : 0
refresh-timer : 0 ms

“\\

action drop

create

tcp-port 20

enable true
info

/

If the amount of traffic flowing between client 1 and client 2 continues to be to
large for analysis, define afilter using the action parameter as shownin

solution 3.
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Solution 4

In thissolution PCAP s configured to start packet capture when the first TCP/FTP
packet arrives at the port which also enables PCAP automatically. Thisis done by
setting the trigger-on parameter. Prior setting the trigger-on filter, PCAP
should be disabled. PCAP is disabled after the first 1000 packets are captured by
setting the packet -count parameter (see Figure 37).

In addition to procedures followed in solution 1, perform the following.

Figure 37 Configuring PCAP trigger filters

/;;ssport—8606:5#
Passport-8606:5#
Passport-8606:5#
protocol-type 6
Passport-8606:5#
to 21
Passport-8606:
trigger-on
Passport-8606:5#
Passport-8606:5#
packet-count 1000
Passport-8606:5# config

config
config
config

config
5#

config

config
config

\_

Id 10

action trigger-on

enable true

srcmac 00:00:00:00:00:00 Mask = 6
dstmac : 00:00:00:00:00:00 Mask = 6
srcip : 0.0.0.0 to 0.0.0.0

dstip 0.0.0.0 to 0.0.0.0

vlan-id 0 to O

pbits 0 to O

ether-type 0x0 to 0x0
protocol-type 6 to 6

dscp 0 to 0

udp-port 0 to 0O

tcp-port 20 to 21

user-defined: Offset: 0 Data:

timer 0 ms

packet-count 1000

refresh-timer 0 ms

“\\

diag pcap enable false

diag pcap capture-filter 10 create
diag pcap capture-filter 10

diag pcap capture-filter 10 tcp-port 20

diag pcap capture-filter 10 action

diag pcap capture-filter 10 enable true
diag pcap capture-filter 10

diag pcap capture-filter 10 info
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L
Login field 60

M
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P
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RefreshTimer field 56
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SrcMac field 54

SrcMacMask field 54
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T

TcpPort field 56
technical publications 14
technical support 14
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Timer field 56

ToDscp field 54
ToDstlp field 54
ToEtherType field 54
ToPhit field 54
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ToSrclp field 54
ToTcpPort field 56
ToUdpPort field 56
ToVlanld field 54

U

UdpPort field 56
UserDefinedData field 56
UserDefinedDataSize field 56
UserDefinedOffset field 56

\%
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